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Full Summary
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Audit Committee
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Full Summary
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1. Reason for the Audit
1.1. The audit is one of the Material Systems identified by the Audit Commission for annual review. The audit was undertaken as part of the agreed Audit Plan for 2006/07.

2. Background Information / Summary of the Audit Area
2.1. National Non-Domestic Rates (NNDR) are collected by Carlisle City Council from businesses and others who occupy non-domestic property within the area. The rates are pooled to Central Government and are then redistributed to local councils according to population.


2.2. With the exception of exempt properties each non-domestic hereditament has a rateable value which is set by the Valuation Office Agency (VOA).


2.3. The NNDR Liability is calculated by multiplying the Rateable Value by the “poundage” set by Government. This usually varies annually as it increases in line with inflation.


2.4. The NNDR function operates as part of the Revenues and Benefits Services, within Corporate Services.

3. Scope of the Audit 

3.1. Audit testing and verification has been carried out to form an opinion over the adequacy of systems and controls in place relating to the risks identified.  Key areas for review are:


Matters Arising – Section of Report
Area Examined

1.
Separation of Duties

2.
Targets and performance monitoring

3.
Rateable Value Reconciliation

4.
Applying the poundage

5.
Despatching Bills

6.
Non-Payers and Missed Payments

7.
Suspense Accounts

8.
MAS Reconciliation

9.
Secure IT Systems

10.
Contingency Plan

11.
Procedure Notes

12. 
Follow up of Previous Audit

4. Associated Risks of Providing this Service/Function 
4.1. Examination of the Risk Registers noted that there are no Corporate Risks identified however, the following Operational risks were noted:

Operational Risks: _

Ref
Risk Description
Risk Score

23
NNDR Administration

To diligently administer NNDR in accordance with Statutory regulations, Council Policy and within a predetermined customer care policy

Risk highlighted are:
Incorrect rating of properties

Inaccurate bills

Bills on sent on time

Failure in collection of debt

Recovery Action not taken
3

26
Revenues & Benefits Management Information
Risk highlighted are :
Information is not used effectively

No accurate picture of where time and resources are actually spent

Resource requirements are not identified

IT may not meet user needs
4

5. Overall Conclusion of the Audit Review
5.1. Overall controls and procedures in place with in the NNDR are operating well. The recommendations made within this review aim to assist the strength of the current controls. 


Revenues Services, Corporate Services Directorate 

The Head of Revenues and Benefit Services should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.

Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Target

 Date

6a
The Balance and recovery totals still have debts dating back to 1992/93
Where appropriate the older aged debts should be written off
C
The aged debts will be investigated and actioned as necessary
Deputy Revenues Manager / Technical Team Leader
L
End of June

6b
Not all suppressed accounts are reviewed regularly
All suppressed items should be reviewed regularly
B
Staff will be reminded to review suppressed accounts
Deputy Revenues Manager / Technical Team Leader
L
Immediately

11a
There is a lack of internal procedures for the daily operations the NNDR system
The internal procedure notes should be completed, updated and made available to all appropriate staff 
B
Ongoing
Deputy Revenues Manager / Technical Team Leader
L
End of July

Financial Services, Corporate Services Directorate 

The Head of Financial Services should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.
Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Timescale

8b
The appropriate figure had been carried over in the general ledgers but it was noted that it was in the wrong detail code. 

The Opening Balance figure should be transferred to the “0000” code and moved from the “9999”
C
Due to this being a Balance sheet item it rolls forward automatically to the next year on the same code. To journal it this year means we would be required to journal the same each year.
L


8c
There is a difference between the NNDR arrears figure excluding costs for the year ending 2004/2005 and the figure in the MAS. This is partly made up with a value of £180.18 which has been outstanding since 98/99
It was agreed during the last review that this would be written off during 2006/2007. This should be written off immediately
C
As previously notified - This amount will be adjusted as part of the close down of the collection fund.
L


Revenues and Benefits, Corporate Services

Date Follow up Audit completed 1st March 2007

Key Officer responsible for implementing Agreed Actions : Deputy Revenues Manager

Ref
Issue Raised
Agreed Audit Action to be Implemented
Grade
Details of action taken to implement  this Agreed Audit Action 
Actual date 
Is the responsible key officer satisfied that the Agreed Audit Action has been fully implemented? – include any matters outstanding  / concerns arising

1.5.A.
The testing carried out during the Audit concluded that staff were authorising refunds whilst logged in as “AISDBA”. This prevented an accurate audit trail being recorded as it is not possible to identify which member of staff was creating the refund.
It is recommended that in future refunds should not be authorised by anyone using the “AISDBA” log on. The individual should log out prior to authorising the refund and log on using their own individual log on to authorise the refund in order to create a clear audit and comply with the division of duties.
B
The “AISDBA” log has not been used since the NNDR returned to the City Council Server
May 06
Yes

7.5.A.
Even though the Suspense is cleared daily there are two balances relating to Dec 05
It is recommended that the two outstanding NNDR suspense balances be investigated in full and cleared as soon as possible.


C
These were cleared prior to the final audit report being issued
May 06
Yes

7.5.B
All transfers outside of the NNDR system are processed via the ICON system and the reason for the transfer is recorded in the transfer book held by the admin team.  Suspense items transferred within the NNDR system are normally supported by a remittance advice.  This can be retained and loaded into Images which would create a satisfactory audit trail
Suspense items transferred within the NNDR system are normally supported by a remittance advice. It is recommended that this should be retained and loaded into Images as a record. If a remittance advice is not available then a note should be entered onto the notepad on the individual account on the Academy system.


C
It has not been necessary to retain any remittance advice during the current financial year, as any entries in the Suspense Account have been straightforward reversals with account matches. 

The NNDR section are aware of the agreed recommendation and any transfers needing investigation will have remittances maintained.
ongoing
Yes

9.5.A
Neither the Deputy Revenues Manager nor the Technical Team Leader’s workstation/PCs are set up with a screensaver password
It is recommended that all users should set their PC up with a screensaver password. Individuals should not leave their workstation unlocked when their PC is left unattended.


B
All Revenues and Benefits staff were emailed in May and reminded not to leave their PC’s logged in
May 06
Yes

Financial Services, Corporate Services

Date Follow up Audit completed 1st March 2007

Key Officer responsible for implementing Agreed Actions : Head of Financial Services

Ref
Issue Raised
Agreed Audit Action to be Implemented
Grade
Details of action taken to implement  this Agreed Audit Action 
Actual date 
Is the responsible key officer satisfied that the Agreed Audit Action has been fully implemented? – include any matters outstanding  / concerns arising

8.5.A.
There is a difference between the NNDR arrears figure excluding costs for the year ending 2004/2005 and the figure in the MAS.

This is partly made up with a value of £180.18 which has been out standing since 98/99


Consideration should be given to writing off the difference of £180.18, which relates to the financial year of 98/99.


C
This recommendation was the responsibility of the Development & Support Manager but should have been for the Principal Finance / Systems Officer

It has not yet been actioned but understood that it will be actioned during 2006 / 2007

AUDITS COMMENTS as this as not yet been actioned the recommendation will be highlighted again in the 2006/2007 review
N/A


8.5.B
The brought forward figure of showing in 2006 / 2007
The £42,750.31 should be re-coded to the correct detail code within the GL.


C
This was Re-coded to “0000” 
May 06
Yes

9.5.B.
Concern was raised over users who have higher access levels who inadequately control their password usage and/or may leave their PC’s logged in and compromise system security


It is recommended that all users should set their PC up with a screensaver password. Individuals should not leave their workstation unlocked when their PC is left unattended.


B
Emails were sent to Financial Services to remind all staff to lock their PC’s when leaving their desks
May & Oct 06
Yes

ICT Services,  Corporate Services

Key Officer responsible for implementing Agreed Actions : Head of ICT Services

Ref
Issue Raised
Agreed Audit Action to be Implemented
Grade
Details of action taken to implement  this Agreed Audit Action 
Actual date 
Is the responsible key officer satisfied that the Agreed Audit Action has been fully implemented? – include any matters outstanding  / concerns arising

1.5.B.
Audit enquiries into why it was necessary to give the “AISDBA” log on to a member of the NNDR team could not be adequately clarified by IT Services. The Deputy Revenues Manager advised that this log on was given to herself and/or the Technical Team Leader by IT Services if a system problem occurred during their relocation period at Kingmoor Park whereby a separate server was installed during the recovery period following the flood
IT Services should maintain full control of the “superuser” log on “AISDBA” and this should not be divulged to any third party unless full clarification and agreement has been received.
B
This was actioned and completed  prior to the final report 2006 / 2007
May 06
Yes

9.5.C.
Concern was raised over users, particularly those where higher access levels have been granted, who may inadequately control their password usage and/or may leave unattended PCs logged in and therefore compromise system security. It is noted that through Windows Security, PC access can be “locked”. This is, however, reliant on users acting responsibly and applying these controls (i.e. adherence to general good practice relating to the use of passwords, activating screensaver passwords, physically “locking” their PCs etc). The IT Security Policy once agreed will address this issue.
The draft IT Security Policy should be progressed with a view to full implementation. (This should effectively address adherence to these controls identified in 7.3.3 and 9.3.4.)
B
A working group has been established and is in the process of drafting an IT Security policy which will be approved through the appropriate channels
M
Ongoing 

Audits Comments

A start has been made but the recommendation will not be fully actioned until the IT Security Policy approved and is in place. The Recommendation has not been highlighted this year as it relates to corporate issues and is not unique to the NNDR review. It has been highlighted in additional reports. 

10.5.A.
The flood proved that the actual contingency arrangements that were actioned were more than adequate and systems were up and in place almost immediately.  However, there is still no official contract in place with DTP in the event that a contingency plan is needed, an issue that was highlighted in the 2004/05 review of Debtors.
A decision needs to be made by the Head of IT Services as to whether a contract needs to be set up and agreed with DTP to confirm the contingency plan in the event of another emergency.
B
This was explained final report stage in the 2005 / 2006 audit. The Head of IT Services is satisfied that adequate short term provision of IT equipment can be sourced in order to satisfy the Council’s Business Continuity Plan. No formal contract with DTP or other provided is necessary.
N/A
Yes
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