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RD 66/09 
 ICT Security Policy Audit Progress Report
1 Background 


1.1 The Audit Services’ report relating to the review of the Council’s ICT Security Policy and Annexes was  presented to Members of the Audit Committee at the meeting held on 22nd June 2009 – Report CORP 20/09 (Appendix B refers) 


1.2 At the meeting of the Audit Committee held on 25th September, the Audit Commission’s Audit Manager reminded Members that this report had been issued, and drew attention to the recommendations made therein.  He emphasised the Audit Committee’s role in progressing and monitoring the matter.  (Minute AUC 51/09 refers).


1.3 The Committee resolved that the Head of Audit Services be requested to submit a report outlining progress in addressing the issues identified.  It was further agreed that a special meeting of the Committee would be convened to deal with the matter should that be deemed necessary.
1.4 Report CORP 53/09 was subsequently presented to the Audit Committee on 4th December 2009 together with a schedule provided by the Infrastructure and Network Manager outlining the progress made to date in relation to each of the recommendations. The schedule reflected that out of 48 recommendations made, 38 had been actioned, 3 were in the process of being actioned and 7 of the tasks had yet to be started. 
1.5  It was resolved that the Assistant Director (Resources) would report back to the Audit Committee on 15th January 2010 to outline the current position regarding recommendations B3 – B7 relating to data protection issues from the IT Security audit report  and to provide an update on the integration of ICT Security Policies. Section 2 below outlines the current situation regarding both issues.
1.6 It was also resolved that an update was to be provided on the Audit Shared Service and this is the subject of a separate report.  
2 Current Position- Data Protection/ICT Security Policies

2.1 For member’s information, Appendix A to this report provides the schedule of outstanding recommendations B3 to B7 together with revised targets for implementation.   
2.2 In terms of the current situation regarding Data Protection issues, The Policy & Performance Team have now begun to revise the Information Management and Data Protection Policy for Carlisle City Council.  The revised policy will give the Council the basis to ensure that the appropriate technical infrastructure and systems, organisational procedures and human resources are available to make these changes possible. Information held or produced by employees engaged in their official duties is a corporate asset and must be controlled and managed like any other asset.

2.3 A draft review has been prepared for discussion with the Senior Management Team and will be presented in March 2010. The new strategy will be rolled out alongside the ICT Connect plan to ensure that the benefits of the new strategy are realised quickly.

2.4 In terms of the integration of ICT policies, the Head of Shared ICT Services indicates that the continuation and enhancement of security standards are a fundamental building block as we move forward with the Shared ICT and other shared services.
2.5 In accordance with the Shared ICT Service Plan, ICT Security policies in use across Carlisle City Council and Allerdale Borough Council will shortly be reviewed and converged to create a single set of policies which consistently support the needs of both Councils moving forward, for both shared and Council specific activities.

2.6 Both Carlisle City Council and Allerdale Borough Council have already achieved the necessary national security Code of Compliance (CoCo) requirements in order to become active users of the Government Connect infrastructure which is initially being used to deliver secure services for the Revenues and Benefits business areas.  The achievement of these CoCo standards sees both Councils already working to a similar set of policies and standards which will aid the further convergence of ICT security policies.
2.7 ICT security policies and standards in use at Copeland Borough Council will be reviewed as part of the delivery of the ICT aspects of the Shared Revenues and Benefits project, with amendments and enhancements being made as appropriate to ensure utmost security and integrity across all networks as the project moves forward.

2.8 Timescales for convergence of the Carlisle and Allerdale ICT security policies are not yet finalised, however actions will be progressed as a matter of priority once the Shared ICT contracts are signed between the two Councils, which is expected within the near future.
3 Recommendation


3.1 Members are requested to receive this report.



P. Mason
Assistant Director (Resources)
January   2010
	B.3
	Head of Policy & Performance
	It would be beneficial to re-commence Data Protection awareness training for all staff who handle personal data. Personnel have agreed to provide the training but this needs to be driven by the Head of Policy and Performance in liaison with other Heads of Service.
	C
	March 

2010
	
	

	B.4
	Head of Policy & Performance
	The Data Protection Policy should be reviewed and updated to ensure it is clear and concise and addresses the following:-
· Explains the need for such a policy
· States the authority’s attitude towards data protection
· Clearly sets out the authority’s data protection requirements
· States the authority’s data protection staffing and reporting structures
· States the disciplinary procedures which may be invoked should employees fail to comply with the data protection policy
· Specifically refers to the inclusion of certain structure manual records
	B
	March

2010
	
	

	B.5
	Head of Policy & Performance
	It would be beneficial for the 8 principles of the Data Protection Act to be stated in the policy overview.
	C
	Completed
	
	

	B.6
	Head of Policy & Performance
	Procedures should be put into place to ensure that in the future, the policy is reviewed annually or immediately in the light of actual events.
	C
	Ongoing
	
	

	B.7
	Head of Policy & Performance
	A communications structure should be identified to ensure that data protection issues are effectively communicated throughout the Authority.
	C
	March

 2010 
	
	

















