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1. Background

In accordance with the Council’s Risk Management Policy, the draft Corporate Risk Register is submitted to Corporate Resources Overview and Scrutiny Committee for consideration on a quarterly basis.

This Report contains the latest quarterly update of the Register that was submitted to Corporate Resources Overview and Scrutiny Committee on 12th April 2007. 

The Risk Register is at Appendix 1 and the summary of changes made in the last

quarter is at Appendix 2.

2. Comments on the Corporate Risk Register

Members will note that any change in the scored status of the risk is shown by a symbol in the movement column.

During the last quarter, the Current Action Status / Control Strategy sections have been addressed and the scoring of certain risks amended accordingly.  

3. External Feedback on Risk Management

Both the Peer Review and Use of Resources review, carried out recently looked at the Council’s Risk Management arrangements. Both were fairly positive.

3.1 Peer Review

Peer Review recognised that:

“Effective performance, risk and project management systems and processes are in place within the council.” and 

“The Overview and Scrutiny Committees bring constructive challenge to the executive of the council, and undertake both policy development and risk management roles.”

They did suggest however, that more needs to be done to ensure that the risk management processes are used consistently and that there is understanding of why they are necessary and beneficial, a message that was echoed in the Use of Resources feedback. This is being addressed through management training.

3.2
Use of Resources

Some improvements in relation to Risk Management were recommended, most of which are already in progress. Actions relating to the areas suggested include:

· Risk Management and Business Continuity Management training are both included in the Management Development Programme for 2007 which has just been published. The first training for middle managers will take place on 15th May. 

The corporate Risk Manager has been giving guidance to managers on a one-to-one basis for those carrying out risk assessments/ developing Operational Risk Registers.

· Business Continuity Management – Marsh Consultants are facilitating the development of the new Business Continuity Management Arrangements. An assignment  ‘kick-off’ session and initial Business Impact Analysis were carried out on 21st February nad Business Impact Analysis of all services is now in progress. 

· Risk Management of Partnerships – arrangements have been updated by Audit and incorporated into guidance for those involved in developing partnerships.

4. Recommendations

The Committee is asked to note the feedback from the Peer Review and Use of Resources review and actions instigated which address any concerns raised

The Committee is asked to note the updated Corporate Risk Register.
Appendix 1  - CORPORATE RISK REGISTER Updated 26th March 2007 

For consideration by Corporate Overview and Resources Committee 12th April 2007
Ref
Risk Description
Impact
Likeli-hood
Risk Score
Move-ment
Current Action Status/Control Strategy
Responsible Officer & date last reviewed

1
Pay and Workforce Strategy

Failure in the implementation of PWS

 financial impact

 impact on staff including

· Low morale/demotivation

· Retention difficulties

· Increased call on resources 

· Impact on business/productivity

· Failure to implement succession planning
4
3
12
=
Implementation Plan and Programme determined and published

Prince 2 methodology applied

Training commenced in specialist areas

Regular Staff updates via Management Briefing and newsletters

Continual monitoring of progress by Project Manager overseen by Project Board


Deputy Chief Executive

2
Shared Services 
3
3
9
↑
A shared services protocol that has been agreed by the Executive is currently in place.  This clearly articulates that no shared services arrangement will be entered into by the City Council unless there are clear benefits for the authority that can be demonstrated in a full business case.  

This serves as a containment action that will reduce the impact of any shared services arrangements into which the City Council enters.  

It is likely that the authority will enter into shared services arrangements with other organisations as central government appears keen to progress the shared services agenda.  The publication of the local government white paper may also precipitate further action on shared services.  The Cumbria Local Authorities Strategic Board has agreed in principle that procurement will be delivered as a shared service in Cumbria.  Probability is therefore scored at 3.

Shared Services will feature in any reorganisation of Local Government and Comprehensive Spending Review 2007 is likely to require further savings.

Consequent Shared Services risks are being assessed including:-

· Promised savings not realised

· Promised service improvements not realised

· Partners not engaging to an equal extent

· Governance arrangements not responsive enough to allow changes or amendments to accommodate future service requirements.


Deputy Chief Executive

3
Financial Reporting following comments of audit Commission on standard of financial reporting-

Failure will lead 

-reputational damage

-have an impact on overall CPA assessment

-poor relationship with District Audit
3
3
9
=
Following problems experienced during the  2004/05 audit, the Statement of Accounts Action Plan approved by full Council was monitored weekly at SMT.  Any actions outstanding are included in the Financial Improvement Plan.

An unqualified audit opinion on the 2005/06 accounts was given on 18th December 2006, missing the statutory deadline of 30th September. The Audit Commission has judged the Council’s financial reporting standard for 2005/06 to be inadequate.

 Work continues to improve the standard of all working papers and the level of errors in line with Audit Commission requirements. 

A summary of the Accounts was prepared for the first time in 2005/06, following consideration by the Audit Committee.  Feedback from stakeholders has been invited.

Consultation is taking place to potentially develop an annual report linking finance with performance.  The Corporate Plan for 2007 will include financial information linked to priorities for the first time.
Director of Corporate Services

4
Potential loss of VAT reclaimed

Potential loss of VAT Partial Exemption Status resulting in the potential for a significant amount of VAT to become irrecoverable and a potential cost to the Council of approx £200k. If the VAT the Council reclaims from Revenues & Customs (HMRC) on its exempt activities (mainly Industrial Estates, Miscellaneous Properties and Crematorium) exceeds 5% of the total amount of VAT recovered, then the whole amount of the VAT on the exempt activities can no longer be recovered. 
3
3
9
New
Based on the current revenue and capital expenditure plans in the MTFP for spending on exempt activities, it is possible that the 5% limit may be breached and mitigation measures will need to be taken to avoid the situation.

Currently the situation is being fully analysed.

If this results in a potential problem, there are a number of mitigation measures that can be taken including electing to charge VAT on rents of Industrial Estate and Misc. Properties.  This would make them Standard Rated Supplies for VAT purposes and therefore become excluded from the 5% partial exemption calculation.    

The full implications of any decisions taken will need to be properly analysed.
Director of Corporate Services

5
Partnerships (including framework agreement & collaborative working arrangements)

Existing partnerships and New and proposed partnerships , failure to ensure compliance with existing arrangements leading to:-

- failure to meet stated objectives

- reputational and financial impact

-  onerous terms and conditions, and     inadequate exit strategy

- increased exposure to risk

- major review of compliance  with partnership agreements or evidence of agreements not undertaken on a regular or structured basis


3
3
9
=
The Council now has a robust Partnership policy in place providing guidance on the nature and risks of partnerships and the new procedures were launched at the Management Briefing in March 2002. 

Workshop sessions are being arranged to ensure all relevant staff understand their role and responsibilities in the monitoring of partnerships. Any resource implications will also be considered.

The Use of Resources judgement has highlighted that the Council needs to improve it’s financial performance of partnerships including a link to outputs and ensure the results are shared with partners and acted upon. It has also highlighted that appropriate governance arrangements should be in place for all significant partnerships.

Senior Management Team will ensure  that their individual risks from partnership working arrangements should be included in Operational Risk Registers.


Director of Legal & Democratic Services

6
Carlisle Renaissance

There is a risk associated with withdrawal of the support of government/other agencies  and failing the public’s expectations ( individual projects and elements subject to their own risk assessment and management)
4
2
8
=
Second public consultation concluded.  Ongoing dialogue with potential partners.

Full Renaissance team established.

Dedicated risk registers for all projects in place.

Draft policy statement under development that will clearly define the Council’s position.
Director ,

Carlisle Re-

naissance

7
Risk of Flu Pandemic leading to:-

  -   inability to maintain services due to impact on staff and suppliers

· failure to contribute to emergency response due to extent of above


4
2
8
=
Directorates producing Contingency plans (specific issues regarding employees have been identified)

NHS leading on multi-agency response with Local Authorities supporting this process

County-wide Group formed to assess the consequential impact

Likelihood reduced in September 06, as the risk is no longer considered imminent as control measures have been developed and awareness raised. We are still monitoring this through the Resilience Forum.
Deputy Chief Executive

8
Protection of IT E-records and data and hard copy information:-

- failure will have business/financial impact

- inability to meet legal/other obligation

- impact on resources / cost of re-establishment


4
2
8
=
The Council has recently been assessed by the Audit Commission – Your Business at Risk. 

We have been ranked ‘better than average’ and a full action plan is being presented to the Audit Committee in April.

Discussions commenced with Connected Cumbria partnership on shared disaster recovery facilities. 
Director of Corporate Services

9
MediumTerm financial planning and maintaining asset values; failure leading to:-

- risk of systems and procedures failing to address MTFP objectives 

- risk that expenditure not linked to key objectives and priorities

- fails to be forward looking and programmed 

- lack of corporate ownership

- failure to achieve balanced budget through the budgetary process

- failure to match future commitments and aspirations compared to funding available

- maintaining asset values


4
2
8
=
MTFP, Asset Management Plan and other strategy documents approved by Council in July 2006. The 2007 update will focus on improved financial linkages to Corporate priorities, policies and strategies, and a review of policy on reserve levels.

There is a need to continually review the MTFP projections in the light of current pressures arising and this will be done throughout the current budget process. In particular there is an added and growing risk arising to the Council's finance from the CSR07, the PWS implications and shortfalls in income projections in a number of areas. There is a specific risk in failing to identify corresponding savings to offset the spending pressure identified and SMT are monitoring this aspect prior to reporting back to members.

Clear strategy for linking resources to corporate priorities is to be developed.  The work of the Corporate Programme and Projects Boards will support this.
Corporate Services

10
Failure to have robust Business Continuity Planning arrangements

- severe impact on business/provision of services

- financial impact

- reputational impact

- legal liability


4
2


8
=
Business Continuity Plan tested fully by 2005 floods. 

This has been reviewed and updated and feedback received from review of Council’s actions (from Management Briefing Seminar )

An Internal Audit has been carried out. An Action Plan for implementing recommendations is being developed. 

Marsh Limited will be engaged to help develop a new Business Continuity Plan
Deputy Chief Executive

11
Shape of Local Government as a result of the White Paper
4
2
8
=
Individual associated risks need to be identified, assessed and managed following the announcement by Government on whether or not the Cumbria bid will proceed, and establishment of the Council’s position.


12
Financial Management Information provided must be accurate, robust & timely futureproof for Service Heads  to manage failure leading to:-

- poor information can lead to poor management decisions

- loss of credibility in information provided

-Service Heads fail to focus on key objectives

- Not linked to performance management

- failure to adopt best practice and achieve value for money

- risks associated with Contractor Plus


3
2
6
(
The Council’s Financial Management arrangements have been assessed as adequate in the Audit Commission’s Use of Resources judgement, and also by the independent review of financial management conducted by IPF.

Improvements required include developing the MTFP to include sensitivity analysis, improving the links between the MTFP and other Councils’ strategies and ensuring there are properly evidenced project appraisals, business plans and affordability tests for new policy and capital developments.

Improvements are also required in relation to the financial monitoring and performance of partnerships, and in how the Council manages its asset base, including ensuring that investment and disposal decisions are based on thorough options appraisal and whole life costing.

Work is ongoing with the Policy and Performance and Finance Teams to further improve linkages between use of resources and performance.

An improvement plan is in place incorporating recommendations from the Audit Commission and the IPF review and is monitored by the Audit Committee to improve the service to excellent as required by the Executive. It should be noted however that additional resources are likely to be required to achieve this.
Director of Corporate Services

13
CPA - Failure to maintain and/or improve Council's current rating.

- reputational damage

- loss of freedoms

- more prescriptive/onerous inspection

- financial impact

- demotivation of staff

Further risks arising from unclear date of next review and its Terms of Reference 
3
2
6
(
Corporate Implementation Plan produced addressing issues from CPA , Direction of Travel and Use of Resources Review

Reputational impact increased due to more interest from media and other Authorities following Audit letter

Peer review has been carried out and we are awaiting feedback to help identify any actions we may need to take.  

Likelihood reduced following Use of resources assessment. No CPA inspection imminent
Deputy Chief Executive

14
Council’s response to floods and ensuing perceptions

· risk of disruption to services

· risk of damage to the Council’s reputation due to an over-expectation of the  level of the Council’s responsibilities

(May be viewed as a seasonal risk) 
3
2
6
=
The Council’s emergency information/contact numbers have been produced and distributed

The Business Continuity Plan is regularly reviewed/updated

The multi-agency “Making Space for Water” is well established and has updated an integrated flood response plan and is investigating localised flooding problems
Planning Permission for stage 2 scheme approved.  Council agreed on “initial” contribution. Final Environment Agency funding approval anticipated summer 2007.

Stage 1 works forecast for substantial completion in summer 2007 


Director of community services

15
Absence/Sickness monitoring and management

· Failure to comply with indicators

· Impact on business/productivity
3
1
4
(
Sickness Action Plan produced and reported on quarterly to Members at CROS

Monitoring and management of absences – procedures reviewed and instigated – positive impact already evidenced 

Pilot of Occupational Health service is underway

Stress Management activity is underway to help all Directorates to identify and address their issues

Review scoring / actions at a future date after impact of actions above consolidated

Significant improvements made in year 1 and we are now a top quartile performing authority. SMART targets set for next year.

Risk scores will be reviewed at financial year end to ensure this level of achievement has been maintained

Likelihood reduced as the Council is now achieving top-quartile performance
Deputy Chief Executive

16
Failure to implement an effective IT Strategy:-

- failure to meet IEG targets

- failure to maximise benefits of e-business and e-procurement

- increased security risks 
3
2
6
=
An Information Strategy Group has been set up and has been working through the action plan developed following approval of the strategy in January 2006.

Regular IEG Statements produced.  Evidence file produced to assist in Audit Commission grant assessment.

Transformational duties incorporated into Head of ICT’s role

External assessment and penetration test carried out and action plan produced
Director of Corporate Services

17
Failure to focus clear Corporate Priorities leading to:-

- resources wasted on lesser priorities 

- key objectives not achieved
3
2
6
=
New Corporate Priorities now determined :-

Greener , Cleaner and Safer 

The Learning City

Carlisle Renaissance

Further work is in place to ensure that these are the drivers for focussing activity and expenditure

Work is now under way on realigning the priorities in the Corporate Plan.
Town Clerk & Chief Executive

18
Performance Management challenges

Failure to embed performance management in the culture of the Council at all levels 

- inefficient and ineffective management - misdirected/wasted resources

- failure to meet target/continuous improvement
3
2
6
=
Quarterly Performance conferences now commenced to monitor and address performance corporately

Performance Management included in Directorate’s Service Plans

Performance Management Framework will be published by March 2007.
Deputy Chief Executive

19
Health & Safety management and systems failure could lead to:-

- exposure to legal action

- financial impact of failing to ensure recovery of all

- reputational impact on Council

- increased exposure of staff to H&S risks

- creation of image of non-proactive employer

- lack of understanding of Health and Safety Manager’s role


3
2
6
=
Council’ Health and Safety Policy fully adopted

Qualified H&S Manager employed in a corporate role

Clear H&S management systems installed across the Council

Health and Safety action plan regularly updated and ongoing auditing of current practices

Developing partnership arrangements with HSE

Developing local Performance Indicators which will be reported on in the Council’s performance management reports to Corporate Resources Overview & Scrutiny Committee

Continuing training of staff as appropriate including mandatory training for newly appointed employees

Role of Health and safety to be included in Service plans

H&S Audit to be included in next Audit Plan

H&S reports to be submitted to CROS on a regular basis
Deputy Chief Executive

20
Rising energy/fuel costs
2
3
6
=
Additional capital funding has been allocated for energy efficiency measures to generate £10,000 approx efficiencies

Guidance/advice has been issued to all staff/Members and usage will be monitored.

A dedicated team set up to look at efficiencies and procurement for gas, electric and water.

Fuel prices reducing.
Deputy Chief Exec and Director of Community Services

21
Failure to adopt consistent and effective Project Management procedure leading to:-

- financial impact of failure (direct and indirect)

- damage to Council’s reputation

- principles not applied universally
3
2
6
↑
Introduction and Implementation of Business Case philosophy for all significant projects and schemes to ensure executive and corporate monitoring at SMT and Capital Programme Board

Introduction of Prince 2 project management  and commencement of corporate awareness training

Establishment of dedicated Project Manager post within new structure

More staff are now qualified PRINCE2 practitioners.  Project management training has been recommended for inclusion in the management training programme. 

Consistent project management approach has been established within the Authority.

There is an increased likelihood following identification of risks raised by the Capital Projects Board.
Deputy Chief Executive

22
Failure to implement Code of Corporate Governance

· failure to meet legal duty

· failure to adopt sound, consistent, transparent and auditable processes


4
1
4
=
The Code of Corporate Governance Action Plan is updated and reported to the Audit Committee quarterly.  The Code itself is currently being reviewed and we are awaiting revised guidance form CIPFA / SOLACE.


Director  Corporate Services

23
Carlisle Northern Development Route
4
2
8

The County Council are awaiting Government approval of the revised scheme costs, expected by the end of March 
The Executive agreed in principle to a request for the inclusion of City Council land the scheme at nil cost.  A final decision is due to be made at the next Full Council. 

The Action Plan being prepared for improvement in air quality on Scotland Road and the benefits delivered by the CNDR are an important element
Director of Development Services

Appendix 2 - Corporate Risk Register March 2007 
Quality Control Document (changes in last quarter)

REF NO
BRIEF DESCRIPTION
SCORE
COMMENTS

1
Pay and Workforce Strategy
12=
No change. 

2
Shared Services
9↑
Risk score increased. Control strategy/action status updated

3
Financial Reporting
9=
Control strategy/action status updated

4
Potential loss of VAT reclaimed
9 
New risk.

5
Partnerships 
9=
Control strategy/action status updated

6
Carlisle Renaissance
8=
Control strategy/action status updated

7
Flu Pandemic
8=
No change

8
Protecting IT records
8=
Control strategy/action status updated

9
Medium term financial planning
8=
Control strategy/action status updated

10
Business Continuity Plan
8=
No change

11
Local Government  White Paper
8 =
Control strategy updated

12
Financial Management  Information
6↓
Risk reduced. Control strategy updated

13
CPA score
6↓
Risk reduced. Action status updated

14
Perception of Council’s flood response
6=
Control strategy updated

15
Absence / sickness monitoring
4↓
No change

16
Implement Effective IT Strategy
6 =
No change

17
Corporate Priorities
6 =
Control strategy updated.

18
Performance Management
6=
No change

19
Health and Safety
6=
No change.

20
Rising Energy/Fuel Costs
6 =
Control strategy updated

21
Project Management
6↑
Action status updated.

22
Corporate Governance
4=
No change

23
Carlisle Northern Development Route
8
Risk scored and control strategy updated

1 IF  = 1 "Note: in compliance with section 100d of the Local Government (Access to Information) Act 1985 the report has been prepared in part from the following papers: None" \* MERGEFORMAT 
Note: in compliance with section 100d of the Local Government (Access to Information) Act 1985 the report has been prepared in part from the following papers: None
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