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1. Reason for the Audit
1.1. An audit of Creditors was undertaken as part of the agreed Audit Plan for 2006/07 and forms part of the annual schedule of mandatory material system reviews.   

1.2. For 2006/07, the agreed audit approach was as follows:

· Follow up the agreed recommendations arising from the 2005/06 audit review,

· Undertake a systems based review and necessary testing on the key system                                               

      controls,

· Ensure that the System Description Notes produced during the 2005/06 audit are 

      up to date.

2. Background Information / Summary of the Audit Area
2.1. The Creditors function is part of the Systems and Controls section located within the Corporate Services Directorate.  

2.2. It should be noted that as it was necessary to start this audit in September 2006 to meet the programme of material audits for the year, unless otherwise stated, samples have been restricted to the period April to August 2006. 

3. Scope of the Audit 

3.1. Audit testing and verification has been carried out to form an opinion over the adequacy of systems and controls in place relating to the risks identified.  Key areas for review are:

Matters Arising – Section of Report
Area Examined

1.
Follow up of Agreed Recommendations from 2005/06

2.
Authorisation 

3.
Output

4.
Emergency Payments

5.
Independence

6.
Security

7.
Targets

8.
Main Accounting System

9.
Accuracy of Coding

10.
Maintenance of the Masterfile

11.
VAT

12.
IT System

13.
Contingency Arrangements

14.
Procedure Notes/Manuals

4. Associated Risks of Providing this Service/Function 
4.1. Examination of the risk registers noted the following identified risks: 

Strategic Risks:  

No risks identified.

Operational Risks:  

Ref
Risk Description
Risk Score

13
Prompt and accurate payment of properly certified suppliers’ invoices.
            2

5. Overall Conclusion of the Audit Review
5.1. The level of overall control within the Creditors function remains well managed and the recommendations made will serve to strengthen the existing measures in place. 

Financial Services, Corporate Services Directorate 

The Head of Financial Services should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.

Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Target

 Date

2A.
The procedures outlined in the Purchase Ledger Procedures Manual are not always being followed.  As a result of the testing that took place, it was noted that an order form, delivery note and correctly completed invoice certification slip are not always attached to the invoice (This was a Grade B issue raised in the 2005/06 Audit).
As the procedures manual is already available on the public folders, an e-mail should be sent to the Heads of Service to reiterate the importance of ensuring that all invoice certification slips are completed accurately, and in full, and that orders and delivery notes are attached wherever possible.  (See  recommendation 2C)
B.
E-mail to be sent  

Head of Financial Services
M
31/01/07

2B.

2B. cont.
Although the amalgamated General Authorised Signature List and the Authorised Limits Schedule Signature List has now been scanned the associated spending limits have not been reviewed and updated accordingly.  Although the entire procurement process will be reviewed in line with the Cumbrian Procurement Initiative, the current signature list remains out-of-date.
As the electronic purchasing system will not be ‘live’ for some time the spending limits detailed in the current signatory lists should be reviewed, updated and rescanned
B.
e-Purchasing due to be live by 01/04/07 so limits will be reviewed as part of the implementation 

Development & Support Manager
H
31/03/07

2C.
Occasionally staff are paying for goods over the internet with their own credit cards and then go onto reclaim the expense from the Authority.  This procedure is not approved by the Authority and falls outside the perimeters of the formal purchasing procedure
In line with Recommendation 2A, the e-mail should also identify the fact that paying for goods personally and then reclaiming the money back through expenses is not a purchasing procedure approved by the Authority.
B.
Use of corporate credit card and procedure to be publicised as part of the e-Purchasing implementation.

Development & Support Manager


M
31/03/07

2D.
From various discussions that took place during the audit, it was suggested that staff occasionally paying for goods from their personal monies and then reclaim the expense through petty cash.  This procedure is not approved by the Authority and falls outside the perimeters of the formal purchasing procedure.
An E-mail was circulated on the 15th September 2006 by the Head of Audit Services to highlight the fact that ‘petty cash should only be used for items of a minor/unforeseen/emergency nature – the Authority’s formal purchasing procedures are to be used wherever possible’.  In line with recommendation 2A and 2C, this issue should be reiterated.
B.
Further e-mail to be sent reminding Managers about their responsibilities when certifying any Petty Cash claims before reimbursement.

Head of Financial Services
H
31/01/07

6C.
There is limited control over who collects the ‘works’ order books and who is responsible for authorising collection of these order books.
The system of issuing ‘works’ order books should be reviewed to ensure that there is some form of prior authorisation to books being collected and that all ‘works’ books are then held securely.
B.
Investigate moving order books into Controlled Stationery

Development & Support Manager
L
31/03/07

6H.
It has been highlighted                                        previously that it is possible to ignore a message within the Creditors System that states “this is a duplicate invoice”.  Whilst it is acknowledged that ignoring this message is occasionally necessary (e.g. in the case of utility bills) the reminder written into the Purchase Ledger Manual does not eradicate the risk of duplicate invoice processing sufficiently. (This was a Grade B issue raised in the 2005/06 Audit).
A daily or weekly voucher day-book summary should be produced and independently checked to ensure that all duplicate invoice number entries are valid and appropriate.
C.
Update of procedure will incorporate a reminder to users to double check for duplication before over-riding the message.

Technical Accountant
M
31/03/06

7A.
It has been highlighted previously that it is possible to change the invoice received date prior to the invoice being authorised for payment.  It is acknowledged that changing this date is sometime necessary and  the Accountancy Assistant (Creditors) issues an e-mail  to all processing staff reminding them that this date is not to be changed without valid reason.  This action does not however eradicate the risk of data manipulation sufficiently. (This issue was raised in the 2005/06 Audit).
Further consideration should be given for the production of a payment performance report which uses the date of the invoice rather than the received date
C.
Will be considered as part of Creditors reports development after system is upgraded.

Principal Finance/Systems Officer
L
31/06/07

7B.
The BV8 PI for 2006/07 has been reduced to 98% (05/06 Target was 99.5%).  However, three service areas are below target (for the period April to August).  These services are Customer & Information, Commercial & Technical and Strategic & Performance. (This issue was a Grade B issue raised in the 2005/06)
The three service areas highlighted should be notified that they are currently behind target and pulling overall performance downwards.
B.
Both S&P and C&I have improved. CTS are aware but this is an on-going problem as this is not regarded as their priority. The Authority is still in the top quartile for this PI.
L


10A.
The Supplier Creation/Amendment forms often have no details of who is requesting the creation/amendment in the first instance.  These details are necessary in order to provide a clear audit trail.
These details are always noted on the form.


B.
Name of requestor will be added to the existing Directorate, Services and telephone no.
L
28/02/07

10B.

10B

cont.
If any of the supplier details (including bank details) are altered there is no exception report run / printed to advise Management of such changes. It is understood that there is an Audit Report function set up to provide an exception report, but this has never been switched on since the system went live on 01/04/04.

This Masterfile Exception Report would print off daily and could be checked back to the manual form by an independent individual who has not got access to make changes on the Creditors System. The report could be endorsed, dated and signed to confirm that it has been checked and retained on file together with the manual form completed. (This was Grade A issue was raised in the 2005/06 Audit).
That this function be switched on and tested immediately as the absence of this function is a serious security concern.
A.
As reported previously, audit report cannot be switched on at present. It will be switched on when live system upgraded before 31/03/07. 

Content of the reports will then be examined to see if this is feasible.

Principal Finance/Systems Officer
M
30/06/07

12A.
As a result of the 05/06 audit it is now understood that IT Services are now informed when an officer leaves the Authority.  However, there are still 14 users who have not had their status changed to “read only” access.  (Better control over granting and managing system user access levels within all of the Authority’s systems is required.  This issue will be reviewed by Audit Services at a later date.)  
The 14 users who have left the Authority (Audit Services have details) should have their status immediately changed from ‘Creditor Invoice Entry’ to ‘Creditor Interrogation’.

(General housekeeping is required but further recommendations will be made as part of a wider review at a later date)   
B.
The User access level will be amended although as they can no longer access the network they would be unable to get into the system.

Principal Finance/Systems Officer
L
31/01/07

14A
The Purchase Ledger Manual will require an update following new system releases in March 2007 and there will also be a need to include annual FPR revisions (if any).
That the Finance Assistant (Creditors) updates the Purchase Ledger Manual when appropriate and that the document is subject to annual, cyclical review to keep it up-to-date
B.
As notified to Principal Auditor, this has already been implemented as part of the Procedures co-ordination.
L
05/01/07

14B
Various elements of the Purchase Ledger Manual are used for general office reference and training purposes but they do not include duties of the finance staff who control the function.
A separate manual should be created that details the duties of the Finance Assistant (Creditors).  This manual could then be used when cover is in place, for general office reference and for training purposes.
B.
Existing procedures are in the process of being collated into a manual but due to the imminent changes with system upgrades, CIS, P2P, C+ replacement etc, resources will be stretched for the next 4 months.
M
30/06/07

I.T. Services, Corporate Services Directorate 

The Head of I.T. Services should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.
Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Timescale

3A.
When the cheques are printed in IT, the first cheque fed through the printing machine is always left blank and the standard procedure is that IT ‘spoil’ the cheque and return it to the Customer Service Centre.  From the testing that took place, it was found that there has been one occasion this year when the blank cheque has been brought up to Corporate Services accidentally and was also incorrectly recorded and signed for in the ‘cheques issued register’.
Although there have been very few occurrences over the last few years where I.T. have not cancelled the first cheque and have brought the blank cheque up to Corporate Services in a payment run, the risk of having a blank cheque circulating within the Authority is significant.  It is recommended that the first cheque is ‘spoilt’ before it is fed into the printer to reduce this risk.
B.
Reminder to be issued to staff concerned
M
Complete

6E.

6E. cont.


The computer room safe, although always closed, is not always locked during the working day, due to the fact that frequent access is required and that access to the computer room is restricted.  This safe contains two of the three BACS processing cards.
Consideration should be given to whether or not this safe needs to be locked at all times, not just due to security but also as to the effectiveness of the safe being fireproof.
B.
Safe to be locked during the day with the key stored locally in an agreed location
M
Complete

6F.
When the BACS file is processed by I.T. the file often selects the incorrect payment date which has to be overriden.
Although there has been no occasion where the Creditors BACS file has been processed on the incorrect date, it would be prudent for the inputting officer to initial the date of the processing form to ensure that the correct date has been entered.
C.
Agreed
L 
Complete

6G.
The relevant user names and passwords to process and transmit the BACS file are held on a password protected file on the K drive to which all (authorised K drive users) have access.
Access to this document should be limited to staff who are authorised to process BACS files.  However it is questioned whether it is wholly necessary to have the passwords recorded at all.
B.
Access to this document will be limited to only those staff who might process the BACS file
L
Complete

13A.
Following the 2005/06 Audit, it was noted that no formal contingency contract was deemed necessary with DTP or any other provider the 2005/06 Audit.  The absence of a contract with the current hardware supplier to deliver a server in an emergency is specifically highlighted as part of the 2006/07 Audit.
Renewed consideration is given as to whether or not contingency contracts are appropriate.
B.
The issue has been reconsidered and it is still not thought necessary to formalise a contract with DTP
L
Complete



Revenues and Benefits Services, Corporate Services Directorate

The Head of Revenues and Benefits Services should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.

Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Target

 Date

3B(i).
The level of cheque payments in comparison to the total number of cheque/BACS payments has risen since 2003/04 and following discussion with the Accountancy Assistant (Creditors), there are areas that should be reviewed so that payments are primarily BACS rather than cheque.  These areas are NNDR Refunds and Debtor Refunds
Bank details should be obtained in relation to NNDR and Debtor refunds so that payment can be made via BACS.


C.
Action now on the CT / NNDR work-plan but need IT to create a BACS interface.

Debtors are awaiting IT/Civica to install BACS release.  No timetable yet agreed.
L
Sept. 07

Sept. 07

6D.
The BACS processing card held by Revenues & Benefits (albeit a ‘read only’ access card) is currently held in a desk tray.
The card should be held securely, i.e. in a locked drawer.
B.
Card is now kept in a secure and locked desk by the Revenues Technical Officer.
L
Immediate

Community and Culture Services, Community Services Directorate 

The Head of Community and Culture Services should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.

Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Target

 Date

6A.
Legal and Democratic Services do not keep a cheque stock movement register that details which cheque stocks are held and the date that they were delivered to or collected from the safe and by whom.  The absence of the register is largely due to the fact that this storage arrangement was only meant to be a temporary one following the 2005 floods.
Renewed consideration should be given as to whether or not cheques stocks should be held in the Legal and Democratic Services’ safe.  If this storage arrangement is continued then a stock movement register should be maintained and show all cheques going in and out of the safe ‘by who’ and ‘when’.
B.
The cheque stocks that are held in the Legal and Democratic safe will now be transferred to the strong room in the basement (this was the ‘pre-flood’ arrangement).  A stock movement register will be kept. 


M
28.02.07

6B.

6B.

cont.

The ‘Cheque Movement Register’ was reconciled back to the ‘Cheques Issued Register’ maintained by Creditors.  The anomalies were investigated and although they were found to be recording issues only, this highlights the fact that an actual numerical reconciliation is required as the spreadsheets that are currently maintained are more of a cheque movement register.
An actual numerical reconciliation should be undertaken in conjunction with the cheque movement register that is already maintained.
C.
The Customer Contact Centre will perform a weekly numerical reconciliation.
L
Imminent

Planning and Housing Services, Development Services Directorate 

The Head of Planning and Housing Services should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.

Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Target

 Date

3B(ii).
The level of cheque payments in comparison to the total number of cheque/BACS payments has risen since 2003/04 and following discussion with the Accountancy Assistant (Creditors), there are areas that should be reviewed so that payments are primarily BACS rather than cheque.   Housing Grant Payments is one of these particular areas.
When Housing Grant Applications are granted the Applicant’s bank details should be obtained so that payment can be made via BACS.
C.
The Principal Housing Officer (Private Sector) will add an additional sheet to the application form requesting bank details of the applicant if they want the grant paid directly to them.  

Many applicants prefer the payment to be made directly to the Contractor many of who already receive payment by BACS.


Low
1 March 2007

Financial Services, Corporate Services

Key Officer responsible for implementing Agreed Actions: Head of Financial Services

Ref
Issue Raised
Agreed Audit Action to be Implemented
Grade
Target 

Date 
Details of action taken to implement  this Agreed Audit Action 
Actual date 
Is the responsible key officer satisfied that the Agreed Audit Action has been fully implemented? – include any matters outstanding  / concerns arising

1.5.A.
The Carlisle City Council Purchase Ledger Procedures Manual is not accessible for members of staff to read or refer to if they have a procedural query.
A copy of the existing Purchase Ledger manual is now available on Public Folders/Financial Services/Creditors. This will soon be updated and distributed to all users reflecting the changes from new system releases.
B.
01/05/06
Original version in Public Folders under Management Information. (April 2004) A revised version implemented on 10/01/06. Further Updates will be available following release of new software.
10/01/06
See actions column.

1.5.B.
The blue certification slips attached to invoices are not always completed accurately by the employee processing the invoice.  The person certifying the invoice should also check that the slip has been completed accurately.
Due to the high volume of staff who complete the blue certification slips, this is hard to control. A reminder of this and invoice processing procedures will be incorporated in the email sent to users with the revised copy of the Purchase Ledge Manual.
B.
01/05/06
Initial version incorporated within the Purchase Ledger manual. This will also be revised when new software received.
01/05/06
See actions column.

1.5.C.
It was identified that it would be more beneficial to have one Authorised Signature List to include authorised signatures, specimen signatures and authorisation limits.
The Authorised signature list and limits schedule has been amalgamated and is maintained by the Commercial and Technical Services Procurement unit. However, the new Council structure requires the exercise to be reviewed and this will incorporate revised authorisation/purchasing limits. (These issues will be reported to SMT following discussions with Legal Services and the Cumbrian Procurement Initiative).
B.
01/06/06
Responsibility for the Authorised Signatory list will transfer to the Procurement Unit based in Corporate Services. Subject to the unit’s completion.

The specific “spend” limits of officers will also be reviewed upon receipt of the Council structure charts and implementation of electronic purchasing.


outstanding
Yet to be finalised. Awaiting shared service developments

Civica currently developing Purchase to pay facility

1.5.D.
As a follow on from recommendation 1.5.C., it was identified that the Authorised Signature List, limits and specimen signatures once completed should be scanned to enable a copy to be retained electronically.
This process will be completed in parallel to item 1.5.C.
C.
01/06/06
Scanning will be implemented copies retained on Accountancy K Drive.
30/10/06
Has been scanned but will be changed following actions in 1.5c

2.5.A.
The person who brings up the cheques from IT following the payment run does not always sign the ‘provided by’ section in the Cheques Issued Register.
The procedure is now back in place so a signature is always obtained from IT staff who deliver cheques to Corporate Services.
C.
Implemented 01/02/06
This matter was implemented immediately following the audit
01/02/06
Regularly reviewed/monitored by Secretary/Admin supervisor.

2.5.B.
Although the Finance Assistant (Creditors) does not handle the cheques which have been issued, if the cheques are not sent/posted out on the same day as the payment run they are retained overnight in a locked cupboard. The Finance Assistant (Creditors) is the key holder to the cupboard and as a result, has access to the cheques. This procedure compromises the division of duties.
Signed cheques waiting postage are now retained in the Finance/Admin Assistant’s lockable drawer that the Finance Assistant (Creditors) does not have access to (Secretary/Admin Supervisor has back-up access)
C.
Implemented 29/03/06
This action was also implemented immediately following the audit


29/03/06
I am satisfied that this procedure has been implemented

2.5.C.
  There was no evidence to confirm that the bank was contacted to authorise two out of the four BACS payments, which had exceeded the £1 million limit during financial year.
  This procedure is already in place-monthly BACS form now merged with the BACS release form.
C.
Implemented Oct 2005
This action was implemented in October 2005.
Oct 05
I am satisfied that this procedure has been implemented.

2.5.D.

2.5.D cont.


There is a form completed each month which details the weekly BACS payment for each payment run. From the testing that took place, there was no authorising signature endorsed for one of these weeks. This report should be signed by an authorised signatory to authorise the BACS payment.
This form is already signed by an authorised signatory (only once missed in 12 months). Please note this was a record for Corporate Services only and not authorisation of the BACS file-this form has now been merged with the BACS release form.
C.
Form no longer in use since 05/04/06
Form no longer in use
05/04/06
I am satisfied that this procedure has been implemented.

2.5.E.
The IT Department were releasing BACS files upon receipt of an Email from Financial Services rather than the appropriate authorised BACS Processing Form.
IT to release BACS file from BACS release form only. Email no longer sent by Finance Assistant to I.T. as was only a temporary procedure whilst located away from Civic Centre.


B.
Implemented 07/04/06
BACS release form now the norm
07/04/06
I am satisfied that this procedure has been implemented.

2.5.F.
Following recommendation 2.5.C, it was decided that it would be beneficial for the monthly BACS payment form to be merged with the BACS Processing Form. A copy could then be retained and attached to the BACS Payment Run Report. 
Forms now re-designed & merged. Copy held with the BACS listing reports following each payment run.
C.
Implemented12/04/06
Form implemented in April 2006
12/04/06
I am satisfied that this procedure has been implemented.

4.5.A.

4.5.A cont.
There is a log book called “Cheque Collection Book” which should be completed if a cheque is collected or returned to the Directorate The book contains a column for the date, Payee, amount and signature. This book is not always completed and does not contain a column to print the name of the person who is collecting the cheque and their Directorate. As a result if a cheque went missing it would be more difficult to trace its whereabouts.
Cheque collection book now fully utilised again for distribution of cheques and staff informed when they can collect issued cheques from Corporate Services (Finance) instead of them being dispatched in the internal mail. Additional columns added to the book to show name, directorate and date cheques collected.   A record of all cheques returned to Directorates is held against the relevant voucher details on the creditors system.
B.
Implemented 15/03/06
This action was implemented immediately following the audit
15/03/06
I am satisfied that this procedure has been implemented

4.5.B.
The cheques, which are pending (possibly to be cancelled), are retained in a file on the Finance Assistant’s (Creditors) desk and as a result the cheques are not held securely.
Pending cheques now held in the Finance Assistant (Creditors) lockable cupboard.
B.
Implemented 01/03/06
Issue now resolved
01/03/06
I am satisfied that this procedure has been implemented

5.5.A.
It was established that it is possible to ignore the message, which appears on the “Creditors System” to state “ this is a duplicate invoice”.

The Principal Finance/Systems Officer advised that by the end of March 2006, any duplicate invoice numbers would appear on the Voucher Day Book Summary. It is recommended that once this has been implemented the Finance Assistant (Creditors) should check and sign this daily. A hard copy should be retained to create a clear and accurate audit trail.
The ‘duplicate invoice warning message’ is pre-set as part of the Creditors system package and is not something we have the control to change. It is necessary to bypass when paying utility bills when the same account number is quoted for each payment.

All staff have had the relevant training to know not to ignore this message. A reminder will be incorporated in an email to all users along with the revised copy of the Purchase Ledger Manual.
B.
01/05/06
Reminder will be incorporated in the new version of the Purchase Ledger Manual
01/05/06
Finance Assistant to update manual when new software available

5.5.B.
It was established that there had been at least one duplicate order book printed for Financial Services.

It is recommended that the order books stocks are verified to manual stock records on an annual basis.
Duplicate Order book was destroyed immediately and a revised numbering sequence initiated. All books are now maintained and issued by the Community Services Purchase Ledger team.
B.
Implemented
All books currently maintained by Community Services. This will be reviewed when staff transfer to Corporate Services and when Electronic system is introduced.
Feb 06
See actions column

5.5.C.
The order books are not always being retained in a secure location
All Order Books are maintained in a locked cupboard.
C.
Implemented
Books are maintained at Bousteads Grassing in locked cupboard – 
Feb 06
Will transfer to Civic Centre when Assistant Buyer Transfers.

5.5.D.
It was identified that at least 6 Service areas are not currently using the New Corporate Order Books (NCOB).
All sections /Directorates have been advised that the Council has a new purchase order book. However, some continue to use existing stocks. Introduction of the proposed purchase to pay system will erase the need to complete any manual purchase orders.


B.
New P2P was to be implemented mid-year
Some sections still have old stocks of books and these are being used up prior to the use of new books.

P2P system will be introduced following shared service agreement and discussion with Civica and IdeA.
N/A
It has been decided that these 6 Services are to use existing stocks prior to collecting NCOB stocks. 

6.5.A.
A review of BV8 (undisputed invoices to be paid within 30 days) up to the end of December 2005 identified that four service areas were below the target of 99.50%.
E-mails have been distributed to Directors and Service Heads.
B.
Information is distributed with each monthly set of indicators
All sections have been advised that they need to obtain BVPI8 targets. All central ones now do following reminder.

Still minor operational issues with Bousteads Grassing.
Information is distributed with each monthly set of indicators
Bousteads Grassing continues to be a problem this will be considered as part of system review.

6.5.B.
The Finance Assistant (Creditors) advised that it is possible to change the invoice received date prior to the invoice going to be authorised for payment. It is understood that this field can also be altered prior to the Invoice being ready for Supervisor. The invoice could also be placed in dispute, which would take it out of the equation for payment to be made within 30 days of receipt.

(Consideration should be given to creating a check or report of some description to run off or flag up if anyone changes the invoice date received field or places an invoice to dispute, to ensure that it has not been altered in order that the PI target is achieved.)
The accuracy of the information input in this field is already incorporated in the checks by the Finance Assistant (Creditors) as part of authorising for payment. Users who would be seen to alter the information to their advantage have been contacted in the past. 

Following the new system release, testing will be done on a revised payment performance report, which uses the due date of the invoice rather than the received date.
B.
Checks already implemented, testing to be done on alternative reports by 30/06/06
An email has been referred to all processing staff advising them not to change dates.
Aug 06
See actions column

7.5.B.

7.5.B cont.


There are issues when problems with either the Creditors or the Debtors system are reported to IT.  When Civica dial into the system via the IT helpdesk and correct the issue the Principle Finance/Systems Officer is not always advised and therefore this creates problems with the interface into the main accounting system (MAS).
E-mail to be sent to Debtors & Creditors lead administrators to require this notification as soon as it occurs.
C.
Apr 2006
E mail has been despatched and IT advised.
Apr 2006
See actions column.

9.5.A.

9.5A cont.


If any of the supplier details (including bank details) are altered there is no exception report run / printed to advise Management of such changes. It is understood that there is an Audit Report function set up to provide an exception report, but this has never been switched on since the system went live on 01/04/04.

(It is recommended that the Audit Report Function of the system be tested and switched on as soon as possible. Once this has been actioned it is understood that the Masterfile Exception Report will print off daily. This report should be checked back to the manual form by an independent individual who has not got access to make changes on the Creditors System. The report should be endorsed, dated and signed to confirm that it has been checked and retained on file together with the manual form completed.)
Started testing. Can only implement at time of the next release, testing will be completed by then. 
A.
31/05/06
Awaiting installation of software.

Testing will be done when resources are available.
Outstanding
Will be done when resources are available

9.5.B.
Not all system users are using a screen saver password. Workstations are being left unlocked when unattended.
Users were requested to do this as part of their initial training on the new Financial systems. A reminder will be incorporated in the email sent to users along with the revised Purchase Ledger Manual.
B.
Reminder to be sent to users by 01/05/06
Incorporated within Purchase Ledger Manual

This is in Management Info on public folders.
01/05/06
See actions column.

11.5.A.
If someone leaves the Authority or changes jobs and no longer requires access to the Creditors system their access is not changed so that they have read only access.
E-mail to be sent to add this action to the leaving form.
C.
30/06/06
IT have arrangement in place.
30/06/06
See actions column.

11.5.B.
Individual users are not always accessing the Creditors system on their own individual user ID code and password. 
Users should already be aware that they must use their own log in when using the systems. A reminder will be incorporated in the email sent to users with the revised copy of the Purchase Ledger Manual.
B.
01/05/06
Incorporated within Purchase Ledger Manual
01/05/06
See actions column.

11.5.C.

11.5.C. cont.
There is no list of users or their permissions. This information can only be obtained from accessing each individual user on the system. 
A higher level list is maintained on the System. The Principal Finance/Systems Officer will train another administrator who can then provide this information when requested.
B.
31/07/06
Administrator has been trained
31/07/06
See actions column.
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