
  

Audit Committee 

Thursday, 08 July 2021 AT 10:00 

In the Council Chamber, Civic Centre, Carlisle, CA3 8QG 

 

 

 Appointment of Chair 

To appoint a Chair of the Audit Committee for the 2021/22 Municipal 

Year. 

  

 Appointment of Vice Chair 

To appoint a Vice Chair of the Audit Committee for the 2021/22 Municipal 

Year.  

  

 Apologies for Absence 

To receive apologies for absence and notification of substitutions 

  

Declarations of Interest 

Members are invited to declare any disclosable pecuniary interests, other registrable 

interests and any interests, relating to any item on the agenda at this stage. 

 

Public and Press 

To agree that the items of business within Part A of the agenda should be dealt with 

in public and that the items of business within Part B of the agenda should be dealt 

with in private. 

  

 Minutes of Previous Meetings 

To note that Council, on 27 April 2021, received and adopted the minutes 

of the meeting held on 15 March 2021.  

To approve the minutes of the Special meeting held on 20 May 2021. 

[Copy Minutes herewith]  

7 - 16 

 

AGENDA 
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PART A 

To be considered when the Public and Press are present 

 

A.1 MINUTES OF BUSINESS AND TRANSFORMATION SCRUTINY 

PANEL 

The Minutes of the meetings of the Business and Transformation 

Scrutiny Panel held on 1 April and 3 June 2021 are submitted for 

information. 

(Copy Minutes herewith) 

17 - 32 

A.2 AUDIT FEE LETTER 2020/21 

To consider the Audit Fee Letter 2020/21. 

(Copy Letter herewith). 

33 - 38 

A.3 DRAFT STATEMENT OF ACCOUNTS - UPDATE REPORT 

The Corporate Director of Finance and Resources to submit a 

report providing a summary of the progress of the 2020/21 

accounts and work requiring completion prior to the publication of 

the draft accounts for 2020/21.  Along with information regarding 

use of estimates in preparation of the 2020/21 draft Statement of 

Accounts in line with the enhanced requirements of Auditing 

Accounting Estimates and Related Disclosures (ISA540). 

(Copy Report RD.17/21 herewith) 

39 - 50 

A.4 TREASURY MANAGEMENT OUTTURN 2020/21 

The Corporate Director of Finance and Resources to submit a 

report providing the Treasury Management Outturn for 2020/21. 

(Copy Report RD.07/21 and Executive Minute Excerpt herewith, 

Business and Transformation Scrutiny Panel Minute Excerpt 

(BTSP.41/21(c)) included in Agenda item A.1 above) 

51 - 70 

A.5 INTERNAL AUDIT PROGRESS 2020/21 (MARCH - JUNE) 

The Corporate Director of Finance and Resources to submit a 

report providing an overview of the work carried out by Internal 

Audit between January and March of 2020/21.  (Copy Report 

RD.10/21 herewith).  The undernoted Final Audit Reports are 

submitted for consideration: 

 

 

71 - 74 
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   Internal Audit Report - Debtors 

    

75 - 88 

   Internal Audit Report - Economic Development - Major 

Funding (Governance) 

    

89 - 106 

   Internal Audit Report - Homeless Accommodation (Part 2) 

    

107 - 122 

   Internal Audit Report - Payroll 

    

123 - 138 

   Internal Audit Report - Electoral Registration 

    

139 - 158 

   Internal Audit Report - Environmental Strategy Baseline 

(Follow Up) 

    

159 - 176 

   Internal Audit Report - Business Grants Covid 19 (Fraud) 

    

177 - 190 

   Internal Audit Report - Housing Benefits (Including Revenue 

Recovery) 

    

191 - 210 

   Internal Audit Report - Driver Checks (Follow Up) 

    

211 - 228 

   Internal Audit Report - ICT Various Recommendations (Follow-

Up) 

(Copy reports herewith) 

 

 

 

229 - 278 
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A.6 INTERNAL AUDIT PROGRESS APRIL TO JUNE 2021/22 

The Corporate Director of Finance and Resources to submit a 

report providing an overview of the work carried out by Internal 

Audit between April and June of 2021/22; together with information 

on progress against the agreed audit plan, performance indicators, 

and previous audit recommendations. 

(Copy Report RD.14/21 herewith) 

279 - 296 

A.7 INTERNAL AUDIT ANNUAL REPORT 2020/21 

The Designated Head of Internal Audit to submit a report providing 

a summary of the outcomes of the work undertaken by Internal 

Audit for Carlisle City Council in 2020/21 and including the 

Designated Head of Internal Audit’s opinion on the effectiveness of 

the Council’s arrangements for risk management, governance and 

internal control in accordance with the requirements of the Public 

Sector Internal Audit Standards (PSIAS). 

(Copy Report RD.11/21 herewith) 

297 - 308 

A.8 TECHNICAL UPDATE AND CONSULTATIONS 

The Corporate Director of Finance and Resources to provide an 

update on technical issues and consultations on financial and 

auditing subjects. 

(Copy Report RD.12/21 herewith) 
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PART B 

To be considered when the Public and Press are excluded from the meeting 

 

      

-NIL- 

  

  Members of the Audit Committee 

Conservative -  Mrs McKerrell, Meller, Mrs Mitchell, Morton, Mrs 

Finlayson (sub), Lishman (sub), Shepherd (sub) 

 

Labour – Birks, Patrick, Atkinson (sub), Dr Tickner (sub)  

 

Independent - Bomford 

  

      

Enquiries, requests for reports, background papers etc 

to: committeeservices@carlisle.gov.uk 
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AUDIT COMMITTEE 

MONDAY 15 MARCH 2021 AT 10.00AM 

PRESENT: Councillor Meller (Chair); Councillors Birks, Bomford, Mrs Bowman, 
Mrs McKerrell, Patrick, and Miss Whalen (as substitute for Councillor 
Dr Tickner) 

OFFICERS: Corporate Director of Governance and Regulatory Services 
Corporate Director of Finance and Resources 
Financial Services Manager (Deputy S.151) and Designated Head of Internal 
Audit 
Principal Auditor  

ALSO 
PRESENT: Director, Audit (Grant Thornton) 

Deputy Leader, and Finance, Governance and Resources Portfolio Holder 
Communities, Health and Wellbeing Portfolio Holder 

AUC.01/21 APOLOGIES FOR ABSENCE 

An apology for absence was submitted on behalf of Councillor Dr Tickner. 

AUC.02/21 DECLARATIONS OF INTEREST 

There were no declarations of interest affecting the business to be transacted at the meeting. 

AUC.03/21 PUBLIC AND PRESS 

RESOLVED – That the Agenda be agreed as circulated. 

AUC.04/21 MINUTES OF PREVIOUS MEETING 

RESOLVED – That it be noted that Council had, on 2 March 2021, received and adopted the 
minutes of the Audit Committee meeting held on 18 December 2020.   

AUC.05/21 MINUTES OF BUSINESS AND TRANSFORMATION SCRUTINY PANEL 

RESOLVED – That the Minutes of the meetings of the Business and Transformation Scrutiny 
Panel held on 7 January and 18 February 2021 be noted and received. 

AUC.06/21 EXTERNAL AUDIT PROGRESS REPORT AND SECTOR UPDATE 

The Director, Audit (Grant Thornton) submitted the Audit Progress Report and Sector Update 
for Carlisle City Council – year ending 31 March 2020/2021. 

The paper updated the Committee on progress in delivering Grant Thornton’s responsibilities as 
external auditors and included: 

• a summary of emerging national issues and developments that may be relevant to the
local authority; and

• a number of challenge questions in respect of those emerging issues which the
Committee may wish to consider.

Minutes of Previous Meetings
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The Director, Audit (Grant Thornton) updated the Committee on the progress in relation to the 
2019/20 External Audit findings as follows: the revaluation of Property Plant and Equipment and 
Investment assets held by the Council had taken place; regular meetings between Officers and 
External Auditors had taken place monitor progress of the work; subject to the submission of the 
finalised valuation data, the External Auditor estimated a period of two weeks would be required 
to complete its work and be in a position to close the audit for 2019/20.   
 
The Corporate Director of Finance and Resources stated that following the revaluation of a 
sample of assets on a Depreciated Replacement Cost basis, it was evident that the Council was 
not able to receive the required assurances on the valuations of the rest of the asset portfolio.  
Accordingly, an external valuer was appointed to revalue the entire portfolio.  The findings of 
that work had been received by the Council and were currently undergoing quality assurance 
assessments by both the Property Services and Financial Services teams.  Subject to the 
satisfactory completion of the quality assurance work, the revised valuations would be 
submitted to the External Auditor.  The revaluations covered a three year period and where 
different values had been assigned to an asset, the appropriate adjustment to the Statement of 
Accounts for the relevant year would be made.  In addition, work had commenced on valuations 
for 2020/21.   
 
Following the External Auditors consideration of the data, a Final Accounts and Audit report 
would be issued.  A Special meeting of the Audit Committee would be required to consider 
those reports which it was anticipated would be held in mid to late April 2021.   
 
Following the National Audit Office’s new Code of Audit Practice, the Director, Audit (Grant 
Thornton) advised that, as set out in the report, there would be a number of fundamental 
changes to the audit process from audit year 2020/21. He gave an overview of those changes in 
relation to Value for Money and Accounting Estimates. 
 
A Member asked what impact the revaluation of Property Plant and Equipment and Investment 
assets was likely to have on the External Audit findings. 
 
The Director, Audit (Grant Thornton) responded that the management response to the matter 
had been excellent, whilst that the revaluations had delayed the external audit process, it was 
not anticipated that the matter would affect the overall conclusion, nor was it expected that a 
Qualified Opinion would be issued.  Although the anticipated 2019/20 opinion was unqualified 
there would be an emphasis of matter paragraph in the audit report to reflect the impact of 
COVID 19 on the valuations carried out by the Council’s valuers on Property plant and 
Equipment and the Council’s share of property assets in the local government pension scheme. 
This emphasis of matter was not a qualified or modified opinion and was standard and had 
applied across all GT audits when PPE and asset shares on pension schemes were material.   
 
RESOLVED – That the Audit Committee welcomed and received Grant Thornton’s Audit 
Progress Report and Sector Update for the year ending 31 March 2020/21. 
 
AUC.07/21 AUDIT COMMITTEE’S ANNUAL REPORT 
 
The Chair presented report RD.62/20, the purpose of which was to summarise the work carried 
out by the Audit Committee during 2020/21; and to demonstrate to Council and stakeholders the 
effectiveness of the Committee in maintaining the organisation’s internal control environment 
and governance arrangements. 
 
With reference to paragraph 2.25 of the report, a Member requested that the word “exceedingly” 
be removed.  She accepted that the virtual meetings of the Committee had worked well, but in 
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comparison to in person meetings felt it would be more appropriate to describe their operation 
as “well”.   
 
The Chair agreed the amendment.   
 
RESOLVED – That the Annual Report of the Audit Committee, which would be submitted to the 
City Council on 27 April 2021, be noted and accepted, subject to the removal of the word 
“exceedingly” from paragraph 2.25.  
 
AUC.08/21  INTERNAL AUDIT PLAN 2021/22 
 
The Principal Auditor presented report RD.66/20 which recorded that Internal Audit was 
required, under the mandatory Public Sector Internal Audit Standards (PSIAS), to develop an 
annual risk based Audit Plan for approval by the Audit Committee (Appendices A to C referred).  
 
The Principal Auditor proposed that there would be 579 direct days of Audit time in 2021/22.  
That compared to 539 direct days included in the Internal Audit Plan for 2020/21.  The increase 
related to the procurement of additional temporary resource and an increase in hours within the 
team, partially offset by an absence of additional specialist resource for ICT in 2021/22. 
 
The Principal Auditor commented upon the categories of Internal Audit work, details of which 
were provided at Section 5 of the report.   
 
Members’ attention was further drawn to the requirements of the PSIAS in terms of the 
maintenance of a system to follow up on the implementation of agreed actions from internal 
audit work; and that the Council had in place an Audit Charter, details of which were provided.   
 
During their consideration of the report, Members raised the following questions / observations: 
 

• Were all staff in the Internal Audit team signed up to the PSIAS Code of Conduct? 
 
The Principal Auditor advised that as a member of the Institute of Internal Auditors there was an 
annual requirement to sign up to the code, all staff in the team also completed an Expression of 
Interest in the Council’s Officer Code of Conduct.  
 
RESOLVED – That the Audit Committee: 
 
1. Had considered and approved the 2021/22 Audit Plan attached at Appendices A – C of 

Report RD.66/20. 
 
2. Approved the Internal Audit Charter for 2021/22 attached at Appendix D. 
 
AUC.09/21 TREASURY MANAGEMENT OCTOBER – DECEMBER 2020 
 
The Financial Services Manager (Deputy S.151) and Designated Head of Internal Audit 
submitted report RD.58/20 (amended) providing the regular quarterly summary of Treasury 
Management Transactions for the third quarter of 2020/21.  The Executive had (on 8 February 
2021) received the report, noting the Prudential Indicators as at the end of December 2020 – 
Minute EX.26/21 referred.  
 
Members of the Audit Committee were invited to make any observations on treasury matters 
which had taken place during that quarter. 
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The Committee was also asked to note that, subsequent to consideration by the Executive, 
CIPFA had issued two consultations on the Treasury Management Code of Practice and the 
Prudential Code.  Further details of those consultations were outlined at paragraph 1, prior to 
the quarterly monitoring progress report.  Any feedback received following the consultation 
process would be reported to a future Committee. 
 
The following questions and observations were raised in discussion: 
 

• What impacts would the proposed TMP 13 – Environmental, Social and Governance 
Risk Management (ESG Risk Management) have if it were to be adopted? 

 
The Financial Services Manager responded that the aim of TMP 13 was to bring greater 
awareness into Treasury Management Practices of the organisations and products the Council 
invested in, borrowed from etc, and their environmental, social and governance credentials.  
Those considerations would be in addition to the existing primary treasury management goals of 
security of investments/capital and their associated risks.   
 
The Finance, Governance and Resources Portfolio Holder assured the Committee that the 
Council would continue to make decisions based on risk and return to seek to secure the best 
investments for the authority.   
 

• What impact had the Covid 19 pandemic, particularly in relation to changes to the high 
street, had on the CCLA Property Fund investment? 

 
The Financial Services Manager explained that the fund was heavily diversified across a range 
of economic sectors, including office space and retail parks.  Over the past year there had not 
been a drop-off in property rents, however, that situation was liable to change as pandemic 
restrictions were lifted.  Property investments were long term in nature and as such fluctuations 
of values were to be expected, the return from the fund was currently 4.49% which was 
significantly higher than normal transactions.  Therefore, were there to be a drop off in the 
investment return in the coming years it would continue to be beneficial in comparison to base 
rate forecasts.  The fund was heavily used by local authorities and it had a significant value 
overall.   
 
RESOLVED - That the Audit Committee: 
 
1. Noted and made observations on the quarterly position on treasury management 

activities and transactions which had taken place; and  
 
2. Noted the two open consultations on Treasury Management and the Prudential Code, 

and delegated responsibility for responding to those to the Corporate Director of Finance 
and Resources, following consultation with the Chair of the Audit Committee and the 
Portfolio Holder for Finance, Governance and Resources. 

 
AUC.10/21  INTERNAL AUDIT PROGRESS 2020/21 (JANUARY TO FEBRUARY) 
 
The Principal Auditor submitted report RD.67/20 providing an overview of the work carried out 
by Internal Audit between January and February of 2020/21. 

 
Progress against the 2020/21 audit plan was as detailed at Appendix A.  50% of planned 
reviews had been finalised to draft stage; and an additional 20% was in progress.  Following the 
successful procurement of additional temporary resources it was anticipated that further 
progress would be made against the plan by May 2021. 
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The Principal Auditor advised that two planned pieces of work had been completed in the 
period, namely the Audit of Safe Recruitment; and the Audit of Financial Services Governance 
Arrangements. 
 
He further summarised for Members the information provided at paragraphs 2.3 and 2.4; and 
Sections 3 and 4 concerning utilisation of the audit resource; performance indicators; and audit 
recommendations. 
 
RESOLVED – That the Audit Committee: 
 
1. Noted the progress against the Audit Plan for 2020/21 set out within Report RD.67/20. 

 
2. Noted the progress made on audit recommendations to date outlined in Appendix B. 

 
AUC.11/21 INTERNAL AUDIT REPORT SAFE RECRUITMENT 
 
The Principal Auditor submitted report RD.68/20 which supplemented the Internal Audit 
Progress Report and considered the Review of Safe Recruitment which was found to provide 
reasonable assurances and contained eleven medium graded recommendations.   
 
The Principal Auditor elaborated upon the audit highlighting, in particular detail, the key points 
and associated recommendations. 
 
A Member sought clarification on the implementation of the recommendations given the staff 
vacancies within the HR Team. 
 
The Principal Auditor advised that the report was currently sitting with a member of the HR 
Team.  Once a new Service Manager had been appointed the Principal Auditor would discuss 
the report with them with a view to developing a plan to address the recommendations. 
 
RESOLVED – That the Audit Committee received the final Audit Report outlined in paragraph 
1.1 of Report RD.68/20. 
 
AUC.12/21 INTERNAL AUDIT REPORT FINANCIAL SERVICES GOVERNANCE 

ARRANGEMENTS 
 
The Principal Auditor submitted report RD.69/20 which supplemented the Internal Audit 
Progress Report and considered the Review of Financial Services Governance Arrangements 
which was found to provide substantial assurances and contained three medium graded 
recommendations.   
 
The Principal Auditor elaborated upon the audit highlighting, in particular detail, the key points 
and associated recommendations. 
 
RESOLVED – That the Audit Committee received the final Audit Report outlined in paragraph 
1.1 of Report RD.69/20. 
 
AUC.13/21 THE REDMOND REVIEW 
 
The Financial Services Manager (Deputy S.151) and Designated Head of Internal Audit 
submitted report RD.63/20 providing the Audit Committee with an update on the outcomes of 
the Redmond Review on Local Audit and the Transparency of Local Authority Financial 
Reporting.     
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The report also addressed the response of the MHCLG to the review and what the next steps 
would be, and how the review and recommendations made would impact on the Council. 
 
Discussion arose, during which Members raised the following questions / observations: 
 
A Member commented that a number of key changes proposed by the Review would improve 
the Council’s audit process going forward.  She particularly supported the recommendation that 
the Annual Audit report be submitted to Full Council.   
 
In response to a question from a Member requesting further detail on recommendation 17, the 
Director, Audit (Grant Thornton) indicated that he would prepare and circulate to the Committee 
a paper on the matter.   
 
The Corporate Director of Finance and Resources noted that the implementation of the Review 
recommendations may necessitate legislative changes, therefore further reports updating the 
Committee on the progress of the recommendations would be submitted at future meetings.  In 
relation to ISA 540, there was a reference in the Statement of Accounts which gave assurances 
in relation to the methodology used by management to support the accounts.   
 
A Member asked whether the short training sessions prior to meetings of the Committee would 
be reinstated in the new civic year. 
 
The Corporate Director of Finance and Resources advised that she was developing a training 
programme for the coming year which would include both shorter pre committee meeting 
sessions, and longer sessions depending on the topic being covered.  The programme would 
be circulated in due course. 
 
The Chair noted that the Corporate Director of Finance and Resources had recently an email 
requesting details of Members training requirements, he asked those Members who had not yet 
responded to that communication to do so.   
 
RESOLVED – That the Audit Committee: 
 
1. Noted the outcome of the Redmond Review and the responses of MHCLG. 
 
2. Noted the Council’s response to the consultation on amendments to the Accounts and 

Audit Regulations 2015 shown at Appendix B. 
 

3. That the Director, Audit (Grant Thornton) prepare and circulate to the Committee a paper 
on Richmond Review recommendation 17.   

 
 
[The meeting ended at 11.12am] 
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AUDIT COMMITTEE - SPECIAL 

 

THURSDAY 20 MAY 2021 AT 10.00AM  
 

PRESENT: Councillor Meller (Chair); Councillors Birks, Bomford, Mrs Bowman, 
Mrs McKerrell, and Patrick. 

 
OFFICERS: Corporate Director of Governance and Regulatory Services 
 Corporate Director of Finance and Resources 
 Financial Services Manager (Deputy S.151) and Designated Head of Internal 
 Audit 
 Revenues and Benefits Operations Manager 
  
ALSO 
PRESENT:  Director, Audit (Grant Thornton) 
 Councillor Ellis, Deputy Leader, and Finance, Governance and Resources 

Portfolio Holder 
  
AUC.14/21 APOLOGIES FOR ABSENCE 
 
An apology for absence was submitted on behalf of Councillor Dr Tickner. 
 
AUC.15/21 DECLARATIONS OF INTEREST 
 
There were no declarations of interest affecting the business to be transacted at the meeting. 
 
AUC.16/21 PUBLIC AND PRESS 
 
RESOLVED – That the Agenda be agreed as circulated. 
 
AUC.17/21 EXTERNAL AUDIT FINDINGS FOR CARLISLE CITY COUNCIL 
 
The Director, Audit (Grant Thornton) submitted the External Audit Findings Report for the year 
end 31 March 2020. 
 
The external audit was now complete and subject to the Committee’s consideration of the 
report, the work would be signed off with the final report being issued on 21 May 2021.   
 
The Director, Audit (Grant Thornton) noted that an earlier version of the report (submitted to the 
Committee at its meeting of 18 December 2020), had identified asset valuations in respect of  
Property, Plant and Equipment (PPE) assets valued under the Depreciated Replacement Cost 
(DRC) basis required further assurance.  
 
Following a revaluation of the assets, multiple adjustments to the Council’s Financial 
Statements had been required: at the 2020 year end PPE asset values had increased from 
£57.7M to £73.7M, investments assets had increased from £79.9M to £90.5M.  Due to the 
significant differences in the valuations, it was necessary to restate the 2018/19 and 2017/18 
valuations to ensure consistency in the figures shown in the balance sheet. This had also 
resulted in additional disclosures being required for Prior Period Adjustments (Paragraph 1.7 of 
the Narrative Statement on page 9 and Note 4.1 on page 43 of the accounts) on what the effect 
of the revised valuations on the main financial statements (including prior year comparator 
figures). 
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The need for the revaluation had been identified following the original valuer not providing 
appropriate responses to challenges from the External Auditor.  Accordingly, the Council 
reviewed the original valuations and instructed a new valuer to assess the Council’s portfolio, 
which had led to the revised values cited above.  Grant Thornton were satisfied that the new 
valuations were robust and the Director, Audit was able to assure the Committee that the asset 
base valuations were now solid.  A high level recommendation had been raised requiring the 
Council to complete quality assurance check on the valuations to ensure that the basis of 
valuations, key assumptions and data sets employed were reasonable.  
 
The Director, Audit (Grant Thornton) commended the Corporate Director of Finance and 
Resources and the Financial Services Manager (Deputy S.151) for their mature response and 
handling of the revaluation process.   
 
Grant Thornton’s work was substantially complete and there were no matters of which they 
were aware that would require modification of their audit opinion as outlined in Appendix E, or 
material changes to the financial statements.  The Audit had been completed providing the 
Council with an unqualified opinion on both the Accounts and the VFM conclusion.   
 
Turning to the issue of fees, the Director, Audit advised that the fees would be significantly more 
than the originally sum of £51,000 as substantial additional time had been charged to the audit 
through a combination of a rescheduled start to the audit and the audit on Property Plant and 
Equipment and Investment Property would require full re-performance.  As a result, the new fee 
was expected to be £81,210, subject to the appropriate approval processes.  It was expected 
that the Annual Audit Letter would be produced in the coming month it would include a detailed 
breakdown of the additional fees.   
 
In considering the External Audit Findings for Carlisle City Council, Members raised the 
following comments and questions: 
 
Was the increased audit fee solely related to the PPE revaluation work? 
 
The Director, Audit (Grant Thornton), responded that the majority of the increased fee was as a 
result of the revaluation work, additional costs related to remote working had been factored into 
the fee prior to the PPE work.  It was further noted that, as a result of the Redmond Review 
there would likely be a significant increase in audit fees going forward; the proposed fee for next 
year had been shared with management.  
 
Why has the revaluation of the PPE assets increased their value so significantly? 
 
The Corporate Director of Governance and Resources explained that it had transpired through 
the external audit process that the original valuer had used inappropriate bases in their 
valuations.  The valuer appointed to carry out the revaluation work had used relevant bases 
therefore their valuations were considered much more robust.   
 
The Corporate Director of Finance and Resources advised that at the time of appointment, the 
new valuer had been asked to conduct the valuations for 2021.  That data had been received 
and was undergoing review by the Property Services Team to ensure the accuracy of the 
information.  A tender process to appoint a new valuer would be undertaken in due course.   
 
What impact had the revaluations had on the insurance of the assets? 
 
The Financial Services Manager (Deputy S.151) responded that, in terms of the balance sheet 
the property valuation and insurance valuations were not the same due to their different 
focuses.  The insurance valuation comprised data relating to rebuild costs, effects of wear and 
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tear etc.  The insurance valuation was updated and reviewed annually as part of its tender 
process.   
 
A Member proposed that Appendix A (Action Plan) and Appendix B (Follow up on prior year 
recommendations be referred to the Business and Transformation Scrutiny Panel for 
information and ongoing monitoring.  The Committee indicated its assent.   
 
RESOLVED – That the Audit Committee: 
 
(1) Noted and received the very positive External Audit Findings Report for the year ended 31 
March 2020. 
 
(2) Recognised the excellent work undertaken by the Financial Services Team, and the success 
in achieving the statutory close down.  The Committee also recognised the contribution of the 
Grant Thornton team.   
 
(3) Referred Appendix A (Action Plan) and Appendix B (Follow up on prior year 
recommendations be referred to the Business and Transformation Scrutiny Panel for 
information and ongoing monitoring.  
 
AUC.18/21 STATEMENT OF ACCOUNTS 2019/20 
 
The Financial Services Manager (Deputy S.151) submitted report RD.03/21 presenting the 
Council’s Statement of Accounts 2019/20 which had been subject to a two-month audit process, 
(commencing in September and with a statutory deadline date of 30 November 2020).   
 
Due to the impact of the revaluation of the Council’s Property, Plant and Equipment (PPE) it 
was necessary to restate the 2018/19 and 2017/18 valuations to ensure consistency in the 
figures shown in the balance sheet. This also resulted in additional disclosures being required 
for Prior Period Adjustments (Paragraph 1.7 of the Narrative Statement on page 9 and Note 4.1 
on page 43 of the accounts) on what the effect of the revised valuations on the main financial 
statements (including prior year comparator figures). 
 
The Committee were asked to approve the Statement of Accounts, following which the Chair 
would be required to sign the relevant documents.   
 
RESOLVED – That the Audit Committee approved the 2019/20 Statement of Accounts, noting 
that also included the Annual Governance Statement.   
 
AUC.19/21  LETTER OF REPRESENTATION 2019/20 
 
The Financial Services Manager (Deputy S.151) reported (RD.02/21) that the audit of the 
Statement of Accounts for 2019/21 was substantially complete with the Auditors’ Audit Findings 
Report (ISA260) having been considered earlier in the meeting.  Following approval of that 
report, the Auditors would issue their formal opinion and the audit process for 2019/20 would be 
complete.   
 
However, in accordance with Auditing Standards, a Letter of Representation (a copy of which 
was appended to the report) must also be considered and approved by the Audit Committee 
prior to the Audit Opinion being provided.  Once approved by the Committee it would be signed 
by the Corporate Director of Finance and Resources on behalf of the City Council. 
 
Members were asked to approve the Letter of Representation 2019/20, and it was: 
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RESOLVED – That the Audit Committee approved the Letter of Representation for 2018/19. 
 
AUC.20/21  HOUSING SUBSIDY GRANT LETTER 2019/20 
 
The Revenues and Benefits Operations Manager submitted details of the completed audit of the 
Housing Benefit Subsidy Claim for 2019/20 undertaken by Mazars (RD.01/21).  With a view to 
providing context for the information contained in the report, the Revenues and Benefits 
Operations Manager advised that £21.8M of Housing Benefit payments claims had been made 
during the period covered by the audit.  No significant issues had been identified, however the 
report highlighted two cases of benefit underpayment.   
 
The audit had indicated the need for a review of the Risk Based Verification policy (RBV) to 
ensure that the verification processes used were necessary and in accordance with actual 
practice.   
 
The Local Discretionary Scheme (War and Disablement Pensions) had been in place for a 
number of years without having been recently ratified by Council.  The Scheme would in future 
be incorporated into the Council Tax reports submitted to as part of the Council’s annual Budget 
process.  The matter had not impacted the Housing Subsidy.  
 
On the basis of the audit by Mazars, the Revenues and Benefits Operations Manager was 
content that the process used in relation to housing benefit subsidy were accurate and in 
accordance with the requirements of the service.  
 
In considering the report Members raised the following questions and comments: 
 
A Member asked how identified cases of underpayment would be addressed.  
 
The Revenues and Benefits Operations Manager advised that once an underpayment had been 
identified action was taken to address that with the person(s) affected.  Depending on the timing 
of the underpayment, the matter may be reported in the subsequent year’s audit.   
 
With reference to Appendix B of the report and the notation that the issue of the underpayments 
not being considered closed, a Member asked for further detail.   
 
The Revenues and Benefits Operations Manager explained that those matters would be 
considered in subsequent audits to ensure that they had been effectively addressed.  
 
A number of Members commented that they felt the report was not easily comprehensible and 
thanked the Revenues and Benefits Operations Manager for his wider explanation of the issues 
set out therein.  
 
The Corporate Director of Finance and Resources stated that she would take up the matter of 
the presentation of the report with the appropriate officer at Mazars.  She further noted the audit 
had reported no exceptions or errors which was testament to the work of the staff undertaking 
housing benefit subsidy work.   
 
With respect to the Risk Based Verification policy, a report would be submitted to the 
Committee once the review had been carried out.   
 
RESOLVED – 1) That the Housing Subsidy Grant Letter 2019/20 (RD.01/21) be noted. 
 
[The meeting ended at 10:58am] 
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BUSINESS AND TRANSFORMATION SCRUTINY PANEL 

THURSDAY 1 APRIL 2021 AT 4.00PM 

PRESENT:  Councillor Bainbridge (Chair), Councillors Alcroft, Allison, Birks, Bowman, 
Mitchelson and Dr Tickner. 

ALSO 
PRESENT: Councillor Ellis, Finance, Governance and Resources Portfolio Holder 

Councillor Mrs Mallinson, Communities, Health and Wellbeing Portfolio Holder 
Councillor Christian, Environment and Transport Portfolio Holder 

OFFICERS: Deputy Chief Executive 
Head of Digital and Technology 
HR Advisor 
Policy and Performance Officer 
Overview and Scrutiny Officer 

BTSP.25/21 APOLOGIES FOR ABSENCE 

Apologies for absence were submitted on behalf of Councillor Paton, the Town Clerk and Chief 
Executive and the Leader. 

BTSP.26/21 DECLARATIONS OF INTEREST 

There were no declarations of interest submitted. 

BTSP.27/21 PUBLIC AND PRESS 

RESOLVED – It was agreed that the items of business in Part A be dealt with in public and Part 
B be dealt with in private. 

BTSP.28/21 CALL IN OF DECISIONS 

There were no items which had been the subject of call-in. 

BTSP.29/21 CORPORATE PROJECT STATUS REPORT 

The Deputy Chief Executive presented an update against corporate projects currently being 
undertaken in the Council (CE.01/21). 

In considering the report Members raised the following comments and questions: 

• A Member invited the Head of Digital and Technology to give an overview of the IT
projects shown as red in the appended RAG report.

The Head of Digital and Technology advised that the majority of projects shown as red were 
related to infrastructure, for example the planned Windows 10 upgrade which had been affected 
by limited staffing resources.  The 2008 server decommissioning was necessary as the 
technology was no longer supported by Microsoft; the project required collaboration with other 
service areas to enable migration to new servers and work was being undertaken to progress 
the matter.  The service was currently negotiating new licence agreements with Microsoft which 

ITEM A.1
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would ensure fixed costs over a three year period and would future proof aspects of the IT 
services, such as cloud based servers and provide additional security.   

In terms of the migration from use of the current intranet to SharePoint and the migration from H 
Drives to using the One Drive, those were large corporate projects which required input from 
other service areas such as how they required data to be shared and presented, GDPR 
compliance and data entry.   

• A Member asked whether the need for additional in house resources necessitated the 
use of consultants to implement the projects. 

The Head of Digital and Technology responded that due to the pace of change in IT engaging 
consultants was useful to assist in niche areas, but that they were not generally used in the 
delivery of regular service function.  There was a need for additional resource within the team, 
therefore, the structure of team and a plan for the service for the next two to five years was 
being developed.   

• The Member asked whether there was any capacity in neighbouring district authorities to 
assist with projects? 

The Head of Digital and Technology confirmed that she had liaised with IT Service managers 
from adjacent Councils, but that they were in a similar situation in terms of staffing resource.  
She reiterated consultants were primarily used by the Council in relation to niche/specialist 
areas of work.   

• In light of the Local Government Review in Cumbria, how compatible were the IT 
systems of the various districts and county council? 

The Head of Digital and Technology explained that there was likely significant differences 
between the authorities, particularly in relation to back office infrastructure.  A move to unitary 
authority would mean a large piece of work to harmonise systems.  Initial discussions between 
the Cumbrian authorities had begun, and there were plans to meet with an authority that had 
already undergone the process of transitioning from dual to unitary Council to further 
understand the issues related to such a project.  Whilst the final decision had not yet been taken 
in relation to local government structure in Cumbria, the scale of the work it would entail meant 
that work on the project was already being considered.   

• The Chair asked whether the projects to be delivered by the IT service were supported 
by the Senior Management Team. 

The Deputy Chief Executive confirmed that the project delivery was supported by senior 
managers and noted the importance of IT to the Council.  

• A Member requested that the Panel be provided with an updated report on the progress 
of the IT projects in three months’ time.  

The Head of Digital and Technology undertook to provide a report.  

• With reference to the Public Realm Improvements, a Member asked whether the funding 
provided by MHCLG would pay for all the works under the Future High Streets fund or 
whether additional match funding would be required.   

The Deputy Chief Executive explained that the were a number of schemes within that project, 
some of which would be wholly funded by MHCLG monies, others would require additional 
financial support.   
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• Had the Discover England Fund Year Two project been paid for by the Council or finding 
from an external organisation? 

The Deputy Chief Executive confirmed that external funding had been received in two phases 
and that the second phase of the project which had been delayed by the Covid 19 pandemic.  It 
was anticipated that further activity in relation to Phase 2 of the project would be delivered this 
year.   

Responding to a further question from the Member on the benefits to the Council from the 
project, the Deputy Chief Executive gave an overview of the involvement of the Economic 
Development Team with the project.  At the request of the Member he undertook to provide to 
the Panel the Lessons Learned report as part of its Work Programme.   

• Given the issues and emerging risks listed in the RAG report for the St Cuthbert’s 
Garden Village Masterplan, a Member felt that the project status could be considered 
amber. 

The Deputy Chief Executive responded that he understood the current work on the project was 
green.  There was a distinction to be made between current work and future progress on the 
project, if activity on the project was to slow down in the future, the RAG rating would be 
reassessed.  Information on the progress of the project would be reported through appropriate 
Member Groups e.g. the Members’ Advisory Group.  

The Member requested that additional information on the progress of the project be circulated to 
the Panel.  

Another Member asked whether the team working on the St Cuthbert’s Garden Village project 
was appropriately resourced with staff and whether they had the appropriate skill base to cover 
all aspect of the project.  

The Deputy Chief Executive advised that to his knowledge, all staff positions in the team were 
filled.  Due to the nature of the work it would be necessary to use consultants for short term 
work in areas of particular expertise, as was common practice for local authorities. 

• A Member commented that the One Public Estate Programme seemed to have 
considerably expanded. 

The Deputy Chief Executive gave an overview of the governance and funding arrangements of 
the programme.  Liaison with other authorities and public sector partners was a key aspect of 
the work and that it had the potential to become a catalyst for other projects.  

RESOLVED – 1) That the Panel noted and commented on the most recent summary of projects 
and governance arrangements in place as contained in appendix 1, and the actions being taken 
to support projects with issues (CE.01/21). 
 
2) That the Head of Digital and Technology provide an update report on the projects of the IT 
service in three months’ time. 
 
3) That the Deputy Chief Executive provide additional information to the Panel on the progress 
of the St Cuthbert’s Garden Village Masterplan project to the Panel.   
 
4) That the Deputy Chief Executive circulate the lessons learned report regarding the Discover 
England Fund Year Two project to the Panel.  
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BTSP.30/21 CORPORATE RISK REGISTER 
 
The Deputy Chief Executive submitted an update on the management of the Council’s 
Corporate Risk Register (CS.19/21).  No risks had been escalated up the RAG rating, the 
Corporate Risk relating to a no deal Brexit had been removed from the register.  
 
The Deputy Chief Executive detailed the progress made by the Corporate Risk Management 
Group (CRMG) since September 2020.  He reported that the Risk Management Sub Group 
(RMSG) had commissioned a piece of work by Zurich to assess the Council’s overarching 
approach to conducting operational risk assessment, in line with its Risk Management 
Assurance framework.  The work had produced a nine recommendation action plan which had 
been considered by the RMSG and timescales would be applied to each action.  The Zurich 
report had been attached to the report as appendix 2. 
 
In considering the report Members raised the following comments and questions: 

• A Member noted that the re-valuation of the Council’s assets had not been included on 
the register in relation to the risk that the financial impact of the Covid 19 pandemic on 
the Council’s Budget, she asked whether it would have implications for the Medium Term 
Financial Strategy. 

The Deputy Chief Executive stated that it was understood that the impact of the revaluation 
would largely be felt in the current financial year, however, the potential for longer term impacts 
was being considered.  

• The recommendations contained in the Zurich report did not have implementation dates 
assigned to them, was there an indication of when they would be actioned? 

The Deputy Chief Executive advised that the CRMG had considered whether to accept the 
Zurich report findings and had agreed to do so.  It had asked the RMSG to consider and advise 
on appropriate implementation dates which could be provided to the Panel in due course.   

• Was it likely that the Section 151 Officer would need to issue a Section 114 Notice in 
relation to the impact of the Covid 19 pandemic on the Council’s finances? 

The Deputy Chief Executive reassured the Panel that it was not anticipated that a Section 114 
Notice would be issued, its reference in the report had been included to acknowledge the 
diligent oversight of the Council’s finances.  

RESOLVED – That the Panel scrutinised and commented on the current Corporate Risk 
Register (CS.19/21) 
 
BTSP.31/21 IMPROVING ATTENDANCE POLICY 
 
The Deputy Chief Executive provided an update on the Task and Finish Group which was 
established to review the Council’s Attendance Management Policy (CS.22/21).  The Policy had 
been drafted and it was proposed that it be retitled the Improving Attendance Policy.  The 
accompanying Manager’s toolkit had also undergone a significant update it was also attached to 
the report. 
 
The HR Advisor explained that a staff consultation on the policy had been carried out with a 
good level of response received.  She summarised the feedback, noting that the following minor 
amendments would be incorporated into the policy: 
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- Uploading of sick notes would continue to done via the current practice of emailing HR, 
as opposed to uploading via iTrent as the policy had initially proposed.  This was due to 
concerns relating to the storage capacity of iTrent; 

- Absences related to Covid 19 would be managed via the Special Leave policy and would 
not be subject to the same triggers and action as a 7 day period of absence within twelve 
months, as the requirements relating to Covid were of a longer duration; 

- Training on the new Policy would be delivered both through Skillsgate and group session 
either in person or virtually.  

In considering the Policy Members raised the following comments and questions: 

• The Chair expressed concern that iTrent would not be used as the reporting mechanism 
for absence. 

The Deputy Chief Executive advised that the Council were looking to move towards absence 
reporting being done via iTrent in the future and there was currently a procurement exercise 
being undertaken in relation to the use of self service modules in iTrent.  Manager were used to 
the current system of absence reporting.   

In terms of training, the Deputy Chief Executive was keen for the policy to be implemented and 
that appropriate training would be delivered to managers.  In the event of iTrent being used to 
report absence additional training would be provided.   

• How was information from Back to Work interviews collated and analysed for trends? 

The HR Adviser explained that details of interview were submitted to the HR Advisory Service 
via email.  Reports were generated on a regular basis to track reasons for absence so that 
trends may be identified and monitored.  The interviews were an open conversation between 
the officer and their manager with additional support for employees being available if required.   

In response to a further question from a Member regarding how any issues identified at a senior 
management level would be addressed, the Deputy Chief Executive advised that any such 
matters would be dealt with in line with the Policy.   

• A Member commented that the toolkit was an important part of the policy and stressed to 
importance of it being implemented in a consistent manner across the Council.   

A number of Members praised the work of the Task and Finish Group in its development of the 
policy and the quality of the document.  It was proposed and seconded that a further meeting of 
the Task and Finish Group be convened to enable it to consider the feedback received from the 
staff consultation, following which the final report would be submitted directly to the Employment 
Panel for it to review and agree the policy.  The proposal was seconded and the Panel indicated 
it agreement.  

RESOLVED – 1) That the Panel considered and commented on the new Improving Attendance 
Policy and accompanying Manager’s toolkit. 
 
2) A further meeting of the Task and Finish Group would be convened so that it may consider 
the results of the staff consultation, following which a final report would be taken to Employment 
Panel for its review and agreement. 
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BTSP.32/21 CARLISLE PLAN 2021-2023 
 
The Deputy Chief Executive submitted the draft Carlisle Plan 2021-2023 (PC.08/21). 
 
The Policy and Performance Officer reported that the draft Carlisle Plan 2021-2023 brought 
together an ambitious programme for Carlisle under two priorities, namely Economic Growth 
and Health and Wellbeing.  Those priorities would be supported by the programmes and 
projects outlined in appendix 1.  Appendix 2 contained a summary of the draft plan along with a 
summary of the Council’s Corporate Plan.   
 
The Executive had considered the matter at their meeting on 8 March 2021 (EX.30/21 refers) 
and referred it to the Panel. 
 
In considering the Carlisle Plan Members raised the following comments and questions: 
 

• Paragraph 2.2. of the report stated “… prosperity being the most important determinant 
of health and wellbeing.”  A Member sought further information for the rationale of that 
statement. 

The Deputy Chief Executive responded that the statement sought to emphasise the link 
between quality homes, employment and standard of living had an impact on the health and 
wellbeing of a district.  It was a symbolic statement which aimed to demonstrate the importance 
of prosperity as a factor in health and wellbeing.   

• A Member expressed concern that the focus on economic growth may come at the cost 
of work to make the Council more sustainable and meeting its Climate Change targets.  
He suggested that the term sustainability be defined and reference to it be included in the 
Plan’s vision, priorities and key programmes and projects.   

A number of Members welcomed the Plan, however, they felt that the format in which it was 
presented was not conducive to using the Plan as either a marketing document for the district, 
nor did it set out clearly for the public or businesses the Council’s plans.  The following 
suggestions were made: 

- The terminology used in the plan be amended so that it was accessible to a wider 
audience. The use of shorter, sharper language including “straplines”; 

- The Plan’s objective be clearly set out; 
- That the Plan should operate as the Council’s pledge to the residents of the district; 
- That the final version of the Plan would be able to be used as a marketing tool; 
- The wording in relation to economic growth / business development and growth be 

strengthened; 
- The Plan needed to include clearer reference to tourism as that would be an important 

factor in the economic growth of the district following the Covid 19 pandemic; 
- The Plan should make reference to Carlisle being the capital of Cumbria as well as being 

a regional capital. 

The Finance, Governance and Resources Portfolio Holder thanked the Members for their 
comments.  He was of the view that the Plan needed more visual and narrative content so that 
those reading it would be able to identify why a particular project or programme of work was 
being undertaken, what their outcomes and benefits would be.  He assured the Panel that the 
priorities would be easily identifiable in the final version of the Plan. 
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The Deputy Chief Executive also thanked the Panel for its comments which would be taken on 
board as part of the ongoing development of the Plan.   

RESOLVED – 1) That the Panel had considered and commented on the draft Carlisle Plan 
2021-2023 (PC.08/21). 
 
2) The Panel made a series of suggestions (outlined below) for the Executive to consider in the 
development of the final Plan document: 

- The terminology used in the plan be amended so that it was accessible to a wider 
audience. The use of shorter, sharper language including “straplines”; 

- The Plan’s objective be clearly set out; 
- That the Plan should operate as the Council’s pledge to the residents of the district; 
- That the final version of the Plan would be able to be used as a marketing tool; 
- The wording in relation to economic growth / business development and growth be 

strengthened; 
- The Plan needed to include clearer reference to tourism as that would be an important 

factor in the economic growth of the district following the Covid 19 pandemic; 
- The Plan should make reference to Carlisle being the capital of Cumbria as well as being 

a regional capital; 
- That the term sustainability be defined and reference to it be included in the Plan’s vision, 

priorities and key programmes and projects. 

BTSP.33/21 SCRUTINY ANNUAL REPORT 
 
The Overview and Scrutiny Officer submitted the draft Business and Transformation Scrutiny 
Panel section for the Scrutiny Annual Report 2020/21.  Members’ attention was drawn to the 
key items for Business and Transformation Scrutiny Panel in 2021/22, the Panel were invited to 
suggest further areas to be included in the list.   
 
In considering the report Members raised the following comments and questions: 
 

• The Chair requested, pending the outcome of the Local Government Reorganisation 
consultation, that the matter be added to the Key Items for the Panel in the coming year. 

 

• With reference to the penultimate paragraph of the Chair’s report section, a Member felt 
that the description of the Task and Finish Group on long term absence be reworded to 
reflect the fact that the Group had covered a broader area of working encompassing 
improving attendance management. 

The Chair undertook to reword that section. 

• A Member noted that there were various sections of the report which referred to the 
remote working practices that had been adopted as a result of the Covid 19 restrictions.  
All meetings and decision making in the past civic year had taken place as scheduled 
which had required the acquisition on new skills and ways of working by both Officers 
and Members.  The Member suggested that including a thank you in the report for all the 
work undertaken to allow the Council’s committees to continue to operate. 

The Chair thanked the Member for her suggestion and the Overview and Scrutiny Officer 
undertook to include such a reference in the report.   
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RESOLVED – 1) That the Panel had considered and commented on the Business and 
Transformation Scrutiny Panel section of the Scrutiny Annual Report (OS.10/21). 
 
2) That the section on the Task and Finish Group into long term absence be reworded as set 
out above. 
 
3) That and additional section be added to the report including thanks to the Officer and 
Members for their work in delivering the Council’s meetings and decision making in virtual 
format.   
 
BTSP.34/21  OVERVIEW REPORT AND WORK PROGRAMME 
 
The Overview and Scrutiny Officer presented report OS.07/21 providing an overview of matters 
relating to the work of the Business and Transformation Scrutiny Panel and the Panel’s Work 
Programme.  All items from the Outstanding Resolutions section of the report had been 
completed, in relation to the Task and Finish Group on Commercial Strategy, arrangements 
were being made for those Members who had expressed an interest in participating 
 
RESOLVED – That the Overview Report incorporating the Work Programme and Key Decision 
items relevant to the Business and Transformation Scrutiny Panel be noted (OS.07/21). 

BTSP.35/21  CHAIR’S COMMENTS 
 
The Chair thanked Officers in the Democratic Services team who had delivered the Council’s 
virtual committee meetings, he felt the meetings had operated very well throughout the year.  
He further thanked the Members for their participation in the Panel’s virtual meetings.  
 

(The meeting ended at 6:00pm) 
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BUSINESS AND TRANSFORMATION SCRUTINY PANEL 
 

THURSDAY 3 JUNE 2021 AT 4.00PM 
 
PRESENT:  Councillor Bainbridge (Chair), Councillors Alcroft, Allison, Mrs Bowman, Mrs 

Finlayson (as substitute for Councillor Mitchelson), Mrs Mitchell, Sunter and Dr 
Tickner. 

ALSO  
PRESENT: Councillor Ellis, Finance, Governance and Resources Portfolio Holder 
 
OFFICERS: Corporate Director of Finance and Resources 
  Client Side Project Manager 

Policy and Performance Officer 
Overview and Scrutiny Officer 

  
BTSP.36/21 APOLOGIES FOR ABSENCE 
 
Apologies for absence were submitted on behalf of Councillor Mitchelson, the Town Clerk and 
Chief Executive and the Deputy Chief Executive. 
 
BTSP.37/21 DECLARATIONS OF INTEREST 
 
In accordance with the Council’s Code of Conduct Councillor Allison and Councillor Mrs 
Finlayson declared an interest in Agenda Item A.2 – Covid-19 Update.  The interests related to 
the fact that they had both received Covid-19 grants. 
 
BTSP.38/21 PUBLIC AND PRESS 
 
RESOLVED – It was agreed that the items of business in Part A be dealt with in public and Part 
B be dealt with in private. 
 
BTSP.39/21 CALL IN OF DECISIONS 
 
There were no items which had been the subject of call-in. 
 
BTSP.40/21 COVID-19 UPDATE 
 
The Corporate Director of Finance and Resources provided an update on the impact Covid-19 
had on the Council’s financial and governance arrangements. 
 
The Corporate Director of Finance and Resources set out the Council’s response to the 
pandemic and the changes to procedures to ensure appropriate controls were made to financial 
certification and approvals processes. She set out in some detail the financial impact and 
funding received along with information on the loss of income and debt management. The 
Corporate Director finished her presentation by detailing the potential long term financial impact. 
 
In considering the report Members raised the following comments and questions: 

• Would the remaining balance of the Hardship Fund for Council Tax be carried over? 

The Corporate Director of Finance and Resources confirmed that the remaining £359,100 would 
be carried over and added to the £154,735 of Local Council tax Support to provide support to 
council taxpayers through a revised Local Hardship Scheme. 
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• Would the anticipated costs incurred on Capital Projects fall to the Council or the 
contractors? 

The Corporate Director of Finance and Resources responded that the costs would fall to the 
Council as part of the development, however, the Scheme included a budget provision for 
additional costs and there was potential to claim some of the Covid-19 costs back. 

• The Panel asked for further information regarding the Section 114 Notice and the likelihood 
that it would happen. 

The Corporate Director of Finance and Resources reminded the Panel that legislation placed a 
duty on the Section 151 Officer to report if the Council was or likely to have an unbalanced 
budget.  The City Council had produced a balanced budget and had sufficient cash resources in 
its investment balances to be able to meet its commitments.  However, it was prudent for the 
matter to be regularly monitored and reported on. 

• A Member asked what the commercial income underspend at the Market Hall referred to. 

The Corporate Director of Finance and Resources agreed to provide a written response to the 
Panel. 

• Why did the outstanding debt for invoices raised show a significantly higher amount for 
Finance and Resources? 

The Corporate Director of Finance and Resources clarified that an invoice had been raised for a 
large property which had an outstanding debt.  Discussions were taking place to recover the 
debt.   

• Was there any risk of ‘claw back’ for any of the Covid-19 grants that the Council had issued? 

The Corporate Director of Finance and Resources set out the auditing procedures that were in 
place with the MHCLG to ensure no claw back of grants and to ensure that the Council had 
issued the grants in accordance with set criteria. 

• Were there enough staff resources to continue to deal with the Covid-19 grants and 
assurance work? 

The Corporate Director of Finance and Resources explained that the grants were issued by the 
Revenues and Benefits Team and the Economic Development Team using existing staff.  There 
was funding available through the MHCLG for additional staffing should it be required. 

• A Member asked for further details on some of the additional expenditure as of the end of 
March 2021. 

The Corporate Director of Finance and Resources detailed the following: 
 Staffing / Agency Costs – fixed term contracts were given to temporary staff and 

additional staff were brought in to cover key services where Council staff had to shield 
 Cleaning / PPE – cost of PPE and additional cleaning staff to cover for staff shielding 
 Premises Costs – a written response would be provided  
 Transport Costs – additional transportation was required as staff were unable to travel 

together due to social distancing rules 
 Grants – grants had been given to Eden Valley Hospice and Hospice at Home 
 
RESOLVED – 1) That the Covid-19 Update be noted. (RD.09/21) 
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2) That Corporate Director of Finance and Resources provide the Panel with the following 
written responses: 
- details of the commercial underspend at the Market Hall 
- details of the Premises Costs as set out in the table at 3.1.1 of report RD.09/21. 
 
BTSP.41/21 PROVISIONAL OUTTURN REPORTS 
 
(a) Provisional General Fund Revenue Outturn 2020/21 
 
The Corporate Director of Finance and Resources submitted report RD.05/21 summarising the 
2020/21 provisional outturn for the General Fund revenue budget, giving reasons for variances.  
The outturn position would result in returning £174,000 to General Fund reserves (as set out in 
paragraph 6.3). 
 
Requests had been made to carry forward committed expenditure of £971,400, net transfers 
to/from reserves and provisions of £4,905,042 and transfer to the building control reserve of 
£66,374 which, if approved, would result in an overall net underspend position of £73,463 on 
Council Services; however it was estimated that additional funding from Business Rates income 
would be realised subject to the completion of the NNDR3 return and confirmation of any 
pooling gains.  
 
Information on the Council’s bad debt provision and balance sheet; and the impact of COVID-19 
was also provided at Sections 6, 7 and 8 of the report. 
 
The information contained within the report was provisional, subject to the formal audit process.  
The Draft Statement of Accounts for 2020/21 would be presented to the Audit Committee on 8 
July 2021, with final approval of the audited accounts on 24 September 2021. 
 
In considering the report Members raised the following comments and questions: 

• Was the Welcome Back Fund available for large towns and parishes? 

The Corporate Director of Finance and Resources responded that the Welcome Back Fund had 
strict criteria for the City Centre only.  The Council understood that parishes and urban towns 
would also need this kind of financial support and it was proposed that a £50,000 Economic 
Recovery reserve be established to support schemes to enable recovery in such areas. 

• A Member asked why the Homeless Accommodation had an underspend and an income 
shortfall. 

The Corporate Director of Finance and Resources reminded the Panel that John Street Hostel 
was closed and therefore the expected income from residents had not been received.  She 
assured the Panel that the Council was fulfilling its duty in providing homeless accommodation 
in alternative sites in the City. 

• Was the Lanes income against a reduced budget and would it be reviewed? 

The Corporate Director of Finance and Resources confirmed that the Lanes income was 
against a reduced target and the income shortfall would be considered in the next Medium Term 
Financial Plan (MTFP).  In response to a further question, the Corporate Director of Finance 
and Resources informed the Panel that the income projections from the Gateway 44 project 
would also be included in the next MTFP. 
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• A Member highlighted the net underspend for Council services and the net underspend in 
the summary revenue outturn and suggested that the titles of the figures be changed to 
avoid confusion for the public. 

RESOLVED – That the Business and Transformation Scrutiny Panel welcomed the submission 
of Report RD.05/21 summarising the 2020/21 provisional outturn for the General Fund Revenue 
Budget. 
 
(b) Provisional Capital Outturn 2020/21 and Revised Capital Programme 2021/22 
 
The Corporate Director of Finance and Resources submitted report RD.06/21 summarising the 
2020/21 provisional outturn for the Council's Capital Budget; and providing details of the revised 
Capital Programme for 2021/22.  The outturn showed that the net underspend for Council 
services as at 31 March 2021 once committed expenditure totalling £4,454,600 was taken into 
account was £24,488.  
 
Details of the resources which had been utilised to fund the 2020/21 Capital Programme, 
together with the 5 year Capital Programme for the period 2022/23 to 2025/26 were also 
provided.    
  
The 2021/22 programme would be continually reviewed to ensure the Council had the capacity 
to deliver that level of programme.  The information contained within the report was provisional 
and subject to the formal audit process.   
 
In considering the report Members raised the following comments and questions: 

• The Gateway 44 Project had cost less than budgeted for, where did the underspend go and 
was there money reserved for final works and alterations? 

The Corporate Director of Finance and Resources explained that money had been transferred 
through a virement, as agreed by Council, to the Civic Centre reinstatement work and £896,200 
had been carried forward for any further required works at Gateway 44. 

• What would be the impact on the Vehicle and Plant Replacement programme should 
Council approve the virement from that budget to the Civic Centre reinstatement project? 

The Corporate Director of Finance and Resources responded that the Transport Manager had 
identified capacity in the budget that had not been reserved for specific vehicle and plant 
replacement and the Corporate Director had been reassured that the change in the budget 
would not impact the replacement programme. 
 
RESOLVED – That Provisional Capital Outturn 2020/21 and revised Capital Programme 
2021/22 (RD.06/21) and the information contained therein be noted and received. 
 
(c) Treasury Management Outturn 2020/21 
 
The Corporate Director of Finance and Resources presented report RD.07/21 providing the 
annual report on Treasury Management, as required under both the Financial Procedure Rules 
and the CIPFA Code of Practice on Treasury Management.  Also submitted was the regular 
report on Treasury Transactions.   
 
In considering the Treasury Management report Members raised the following comments and 
questions: 
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• Was overseas investment an option for the authority? 

The Corporate Director of Finance and Resources explained that it was not currently an option 
for the Council, however the situation was reviewed annually. 

• How much was invested in the CCLA Property Fund? 

The Corporate Director of Finance and Resources responded that £3.289m was invested as a 
long term investment.  She added that it was a possibility that further investments into this Fund 
could be made depending on the cash balances for the authority and what other investment 
products were available. 

RESOLVED –That the Treasury Management Outturn 2020/21 (RD.07/21) be noted and 
received. 
 
(d) Council Tax Provisional Outturn 2020/21 
 
The Corporate Director of Finance and Resources presented report RD.04/21 summarising the 
2020/21 provisional outturn and performance position for Council Tax. 
 
She informed Members that for 2020/21 the position on the collection fund was estimated to be 
a surplus of £238,653, with the Council’s share being £29,438.  When the final position was 
calculated at the end of 2019/20 the surplus on the Council Tax Collection Fund was actually 
£50,781 of which the Council’s share was £6,197.  The decrease in the surplus was taken into 
account and redistributed in the budgeted estimate for 2021/22. 
 
The actual collection fund position for 2020/21 had been calculated and the surplus had 
decreased, and was in deficit, now standing at £1,202,144.91 with the Council’s share being 
£144,909.44.  The worsening position was a result of the effects of the Covid 19 pandemic and 
the Council’s ability to recover Council tax debt.  Legislation had been passed that would allow 
the Council to spread the deficit position over the following three years to ease the impact on 
the General Fund and allow time for arrears to be recovered. 
 
RESOLVED –  That the Council Tax Provisional Outturn 2020/21 (RD.04/21) be noted and 
received. 
 
(e) Elected Members’ Allowances – Provisional Outturn Report for 2020/21 
 
The Corporate Director of Finance and Resources presented report RD.08/21 setting out the 
amount of allowances paid to Members as part of the Elected Members' Allowances Scheme for 
2020/21.  She informed Members that £269,765 had been paid in allowances to individual 
Members which represented an underspend of £20,535, the reasons for which were provided at 
Section 2 
 
RESOLVED – That the Elected Members’ Allowances Provisional Outturn 2020/21 Report 
RD.08/21 be noted and received. 
 
BTSP.42/21 THE SANDS CENTRE REDEVELOPMENT PROJECT 
 
The Client Side Project Manager presented an update on the current progress of the 
redevelopment of the Sands Centre site (CS.25/21). 
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The Client Side Project Manager provided an update on the measures undertaken to manage or 
adapt the existing proposals to deal with: 
 
a) Progress with the main contract works 
b) A requirement to update existing infrastructure in the events space to manage public safety 

systems to meet with current legislation. 
c) Working practices evolving from the management of the risks associated with the COVID -19 

pandemic 
d) Working practices evolving from the management of the Brexit Agreement arrangements 
 
In response to questions the Client Side Project Manager gave an overview of an NEC form of 
contract and explained that the Early Warning Notices, Compensation Event Notices and 
Project Manager Instructions allowed issues to be identified and addressed as they arose.  
Some of the costs were met by the Council and some by the contractors, equally some notices 
resulted in savings to the project.  The number of notices issued was quite low for a project of 
this size.  She also detailed how quality control of materials was undertaken on site. 
 
RESOLVED – That the Sands Centre Redevelopment Project update (CS.25/21) be noted. 
 
BTSP.43/21 SICKNESS ABSENCE REPORT 2020/21 
 
The Policy and Performance Officer submitted the authority’s sickness absence levels for the 
period April 2020 to March 2021 and other sickness absence information. (CS.24/21). 
 
The Policy and Performance Officer provided an update on the work of the Attendance 
Management Policy Task and Finish Group and reported that current sickness statistics showed 
the number of days lost per Full Time Equivalent (FTE) equated to 8.5 compared to 12.1 in 
2019/20. 
 
The report set out the absence levels split by directorates with comparison figures along with 
the impact of Covid-19. 
 
In considering the report the Panel raised the following comments and questions: 

• A Member felt strongly that the Covid-19 sickness absence figures should not include 
absences such as childcare, halted services or the inability to redeploy of staff as they were 
clearly not sickness absence. 
 

• The report clearly identified Directorates with higher rates of stress absence than others, 
how was this being investigated and addressed? 

The Policy and Performance Officer reminded the Panel that absences in smaller Directorates 
may indicate a spike in sickness, but it may only be one or two people. 

• A Member asked for an updated on the Attendance Management Task and Finish Group 
and the Policy and Performance Officer explained that the report would be ready for the 
democratic process in the coming weeks. 
 

• Had there been any evidence gathered from staff regarding working from home and did it 
impact sickness absence? 

The Policy and Performance Officer reported that a survey had been undertaken and there had 
been a mixed result.  Some staff preferred working from home for the work / life balance and 
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some preferred being in the office and the social interaction it provided.  The survey was being 
used to prepare options for future working. 

• A Member asked what impact the pandemic had on productivity of staff. 

The Policy and Performance Officer responded that generally it had been positive as shown in 
the next agenda item on performance , however, there were some exceptions. 

RESOLVED – 1) That the Sickness Absence Report 2020/21 (CS.24/21) be noted. 
 
2) That consideration be given to removing non sickness absence from the Covid-19 sickness 

figures. 
 
BTSP.44/21 END OF YEAR PEFORMANCE REPORT 2020/21 
 
The Policy and Performance Officer presented the End of Year 2020/21 performance against 
the current Service Standards and a summary of the Carlisle Plan 2016-19 actions as defined in 
the ‘plan on a page’.  Performance against the Panel’s 2020/21 Key Performance Indicators 
(KPIs) were also included. 
 
There were three exceptions detailed in the report: 
 
SS05: Proportion of corporate complaints dealt with on time 
SS08: Proportion of official local authority searches completed on time 
Cse14: Actual car parking revenue as a percentage of car parking expenditure 
 
The Policy and Performance Officer gave an updated on the Task and Finish Group and a 
report was due to be presented to Scrutiny later in the year. 
 
In considering the report end of year performance the Panel raised the following comments and 
questions: 

• When would the targets for performance against the Local Environment Climate Change 
Strategy be included in the Performance Reports and how would staff be included in the 
work to achieve the targets? 

The Policy and Performance Officer responded that the Health and Wellbeing Scrutiny Panel 
and the Economic Growth Scrutiny were both due to receive reports on the Climate Change 
Strategy and the questions could be addressed by those Panels. 

• A Member highlighted issues that members of the public had in contacting the Council by 
telephone and asked if it was due to an increase in demand on the service. 

The Policy and Performance Officer explained that the telephone was answered by customer 
service staff working from home.  The Customer Contact Centre was closed therefore all face to 
face demand had diverted to the telephone or online.  He agreed to provide the Panel with 
figures from the Customer Contact Centre for the last year. 
 
RESOLVED – 1) That the End of Year Performance Report 2020/21 (PC.20/21) be noted. 
 
2) That the question raised regarding the Local Environment Climate Change Strategy be 

picked up by either the Health and Wellbeing Scrutiny Panel or the Economic Growth 
Scrutiny Panel. 
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3) That the Policy and Performance Officer provide the Panel with figures showing the number 
and response times for telephone calls coming into the City Council for 2020/21. 

 
BTSP.45/21 OVERVIEW REPORT  
 
The Overview and Scrutiny Officer presented report OS.07/21 providing an overview of matters 
relating to the work of the Business and Transformation Scrutiny Panel and the Panel’s Work 
Programme.  
 
RESOLVED – That the Overview Report incorporating the Key Decision items relevant to the 
Business and Transformation Scrutiny Panel be noted (OS.07/21). 

 

(The meeting ended at 5.50pm) 
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31 March 2021 

Dear Alison 

Audit Scope and additional work 2020/21 

Introduction 

As you are aware, local audit has gone through major changes in the last couple of years. 
More and more councils are getting involved in complex and innovatory financial 
arrangements, increased regulatory pressures, the expectations of stakeholders and 
enhancements to Codes and Standards have fundamentally changed the landscape in which 
we work. COVID - 19 and lockdown have added further unanticipated pressures on both 
auditors and audited bodies. In this letter, I set out my expectations of the increased audit 
work which will be required in 2020/21. I also set out the expected fee impact, the need for 
which has recently been acknowledged by both the Redmond Review and MHCLG’s 
subsequent response. I hope this is helpful in setting out the context in which we will work with 
you, as well as a sign of Grant Thornton’s continued commitment to the highest audit quality.  

Looking back to 2019/20 

In February 2020, I wrote to you regarding the increased regulatory focus facing all audit 
suppliers and the impact this would have on the scope of our work for 2019/20 and beyond. I 
referred to this as ‘raising the bar’, reflecting the expectation from the FRC that all audit work 
should now be of level 2a (limited improvement only) or better. I set out my expectation that 
there would be an additional fee requirement for the 2019/20 audit, compared to the scale fee 
published by PSAA, of £10,000 (an increase of 24%). This was reflected in our Audit Plan 
dated March 2020. 

The subsequent COVID 19 pandemic and the issues encountered had a further significant 
impact on the cost of us as auditors discharging our responsibilities. We have not yet 
concluded the audit for 2019/20. On the basis of our work to date, I am no table to give an 
accurate estimation of the fee.  

The main reasons for the further variation are as follows: 

- The disruption caused by COVID - 19, impacting both on your closedown procedures
and our ability to audit remotely; as well as the additional audit considerations

Alison Taylor 
Director of Finance (S151 Officer) 
Carlisle City Council 
By email 

A.2
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including in respect of asset valuations. These meant that like you, we incurred 
considerable extra costs. Across all firms, only 45% of local government audits were 
signed off by the target date of 30 November, which indicates the scale of the 
challenge involved.  

- The Council having to redo its valuation of property plant and equipment and
investment property following auditor challenge on various assumptions and data sets
used by its valuer expert.

In the sections below, I set out the main factors which will impact on the audit fee for 2020/21. 
These include the introduction of the new NAO Code of Audit Practice, with consequent 
implications for Value for Money work; the revision to major auditing standards, including 
those covering estimates and fraud, and the update of Practice Note 10 (the adaptation of 
auditing standards to public sector audits). 

Following the national lockdown in January 2021, COVID - 19 will also continue to impact in a 
large way on the audit, and I have also commented on this below. We also note that the 
Government response to the Redmond Review, published on 17 December 2020 promised 
that MHCLG will provide relevant local authorities with £15 million in additional funding in 
2021/22 to be used to support the additional costs of reporting and audit anticipated related to 
the 2020/21 financial year. 

New audit requirements for 2020/21 – the new NAO Code 

On 1 April 2020, the National Audit Office introduced a new Code of Audit Practice which 
comes into effect from audit year 2020/21. The most significant change in the Code is the 
introduction of a new ‘Auditor’s Annual Report’, which brings together the results of all the 
auditor’s work across the year. The Code also introduced a revised approach to the audit of 
Value for Money. These changes are set out in more detailed in the NAO’s Auditor Guidance 
Note 03 which was published in October 2020.  

We plan to issue our Audit Plan for 2020/21 in July 2021. I have set out below the main 
changes in respect of Value for Money, and the implications for the timing and resourcing of 
our work, as well as for the audit fee.  

There are three main changes arising from the NAO’s new approach. 

 A new set of key criteria, covering governance, financial sustainability and
improvements in economy, efficiency and effectiveness

 More extensive reporting, with a requirement on the auditor to produce a commentary
on arrangements across all of the key criteria, rather than the current ‘reporting by
exception’ approach

 The replacement of the binary (qualified / unqualified) approach to VfM conclusions,
with far more sophisticated judgements on performance, as well as recommendations
on any significant weaknesses in arrangements identified during the audit.

Grant Thornton very much welcomes the changes, which will support auditors in undertaking 
and reporting on work which is more meaningful and makes impact with audited bodies and 
the public. We agree with the move away from a binary conclusion, and with the replacement 
of the Annual Audit Letter with the new Annual Auditor’s Report. The changes will help pave 
the way for a new relationship between auditors and audited bodies which is based around 
constructive challenge and a drive for improvement. 

The following are the main implications in terms of audit delivery: 

 We are aiming to publish our work on the Auditor’s Annual Report at the same time as
the Auditor’s Report on the Financial Statements. To ensure we are able to complete
the necessary work by the due date, we propose to undertake our initial planning in
July 2021and to share the results of our risk assessment with you by 30 July 2021.
We will aim to complete the fieldwork by 15 September 2021. We will allow sufficient
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time for you to comment on our risk assessment and audit findings at each key stage 
before we present the results to Audit Committee.  

 Where auditors identify weaknesses in Value for Money arrangements, there will be
increased reporting requirements on the audit team. We envisage that across the
country, auditors will be identifying more significant weaknesses and consequently
making an increased number of recommendations (in place of what was a qualified
Value for Money conclusion). We will be working closely with the NAO and the other
audit firms to ensure consistency of application of the new guidance.

 The new approach will also potentially be more challenging, as well as rewarding, for
audited bodies involving discussions at a wider and more strategic level. Both the
reporting, and the planning and risk assessment which underpins it, will require more
audit time, delivered through a richer skill mix than in previous years. Our estimate is
that for your audit, this will result in an increased fee of £9,000 (35% of the overall
increase on fees) for 2020/21. This in line with increases we are proposing at all our
local audits.

 PSAA recognise that the additional work required as a result of the new Code will
continue in future years and are consulting on how best to reflect this in any revision
to scale fees with effect from 2021/22. For 2020/21 the fee variation will be approved
by PSAA via the fee variations process in the usual manner.

 There will be increased documentation and reporting requirements on the audit team.
The value for money work will now cover a much wider scope, as set out above. Each
year we will need to assess the arrangements in place across these areas and
explore the arrangements in more detail than previously. We envisage that across the
country, auditors will be identifying more significant risk areas and will be reporting
more extensively than in previous years. The financial and governance aspects of the
COVID - 19 pandemic are likely to feature heavily in our work.

Enhanced auditing standards for 2020/21: ISA 540 - Estimates 
In the period December 2018 to January 2020 the Financial Reporting Council issued a 
number of updated International Auditing Standards (ISAs (UK)) which are effective for audits 
of financial statements for periods beginning on or after 15 December 2019. The single most 
significant of these for this year’s audit is ISA (UK) 540 (revised): Auditing Accounting 
Estimates and Related Disclosures which includes a number of enhancements in respect of 
the audit risk assessment process for accounting estimates. 

In summary, the revised Standard reflects increasing focus from regulators and other 
stakeholders on all key estimates, especially those which are complex, require significant 
judgements. ISA 540 has been enhanced to place increasing demands on auditors to 
understand and assess an entity’s internal controls over accounting estimates. 

In practice, you will see an increased focus during our audit on key internal controls including: 

 How management identifies the need for and applies specialised skills
 The information system as relates to estimates
 How management reviews the outcomes of previous accounting estimates
 The role of those charged with governance: to what extent does the Audit Committee

understand and oversee the estimation process?

We will also look for you to articulate clearly: 

 How management understands the degree of estimation uncertainty related to each
accounting estimate; and
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 How management address this estimation uncertainty when selecting their point
estimate.

The following are examples of where this could apply: 
 Valuations of land and buildings, council dwellings and investment properties
 Depreciation
 Year-end provisions and accruals
 Credit loss and impairment allowances
 Valuation of defined benefit net pension fund liabilities
 Fair value estimates

As the audit progresses, we will discuss the practical ways in which you can support us in 
meeting our obligations through the audit.  

Enhanced auditing standards for 2020/21: ISA 240 - Risks in respect of fraud 
The auditor’s responsibilities in relation to fraud in an audit of the financial statements are set 
out in ISA 240. This was most recently updated in January 2020, with effect for audit year 
2020/21. Note that the FRC is currently consulting on further enhancements to the Standard, 
reflecting concerns expressed amongst others by Sir Donald Brydon that that auditors are not 
doing enough work to detect material fraud. 

In response to the new Standard, and to the increased expectations of regulators, we are 
heightening our focus on fraud risks. The following are examples of where this could apply: 

 Increased scope and coverage of journals testing
 Increased cut off testing
 Increased testing of income and expenditure
 Automated/data interrogation techniques
 Keeping materiality under review throughout the audit.
 More robust reporting (including the use of Statutory Recommendations where

appropriate).

As with estimates, our work in this area may look and feel different to you, and you will notice 
an increased audit presence. We will discuss emerging findings with you, and ensure you 
have an early opportunity to comment on findings.  

Revised ISA (UK) 700 Forming an opinion and reporting on financial statements 
(Updated January 2020):  

This revised Standard is effective for engagements relating to financial periods commencing 
on or after 15 December 2019. The key change is that all auditor’s reports will be required to 
include an explanation as to what extent the audit was considered capable of detecting 
irregularities including fraud. This explanation may include: 

 how the engagement team obtained an understanding of the legal and regulatory
framework applicable to the entity and how the entity is complying with that
framework

 which laws and regulations the engagement team identified as being of significance in
the context of the entity

 the engagement team’s assessment of the susceptibility of the entity’s financial
statements to material misstatement, including how fraud might occur

 the engagement partner’s assessment of whether the engagement team collectively
had the appropriate competence and capabilities to identify or recognize non-
compliance with laws and regulations
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 the engagement team’s understanding of the entity’s current activities, the scope of its
authorization and the effectiveness of its control environment where the entity is a
regulated entity

 in the case of a group audit, how the engagement team addressed these matters at
both at the group and component levels and relevant communications with
component auditors.

Practice Note 10 (PN 10): The application of auditing standards for public sector audits 

Reflecting the differences between public sector and commercial audits, Practice Note 10 
provides guidance for auditors on the application to relevant standards in the public sector. An 
updated version of PN 10 was published in November 2020. This updated version reinforces 
the enhancements described above in respect of estimates and risk of fraud.  

In addition, there is one other major change in PN 10 and this is in respect of the auditor’s 
responsibilities in respect of going concern. As auditors, we are required to obtain sufficient 
appropriate audit evidence regarding, and conclude on:  

 whether a material uncertainty related to going concern exists; and
 the appropriateness of management’s use of the going concern basis of accounting in

the preparation of the financial statements.

The revisions to PN 10 are helpful in that they allow auditors to apply a ‘continued provision of 
service approach’ to auditing going concern where appropriate. Applying such an approach 
enables auditors to change focus somewhat. Whilst we will still undertake relevant work in 
respect of management’s disclosure around going concern, the concept of the ‘material 
uncertainty’ disclosure is far less likely to apply. The NAO’s guidance to auditors makes clear 
that auditor’s focus should instead be based on the financial resilience of the authority. As 
such, there is no reduction in respect of work on going concern and financial resilience, but 
rather a shift in emphasis.   

Other revised Auditing Standards 

In November 2019, the FRC issued an update to ISA 220, covering Quality Control of 
Financial Statements. This revised standard highlights the increased importance for the 
engagement lead auditor in planning, supervising and reviewing the work of the local audit 
team.  

Impact of COVID - 19 
As last year, we expect that our detailed work programme will need to take account of a 
number of risks arising from COVID - 19 related issues, including lockdown. These include 
potential uncertainties around the valuation of property and pension liabilities, as well as the 
accounting for government income received in respect of COVID - 19 pressures. Whilst 
lockdown continues, there are also complications arising from the remote preparation of 
accounts and working papers, as well as challenges for us in providing support for our junior 
team members working remotely. Please note, the proposed fees for 2020/21 set out in the 
letter do not include any additional fees to reflect potential additional work necessary in 
2020/21 due to Covid-19. We continue to monitor developments in this area and will update 
you accordingly as clarity emerges on its impact in the current year. 

Overall impact 
MHCLG has acknowledged, via their response to Redmond, that audit fees need to increase 
due to the additional work being undertaken by auditors and the pressure on the audit market. 
Funding of £15m is being provided to local government to cover these additional costs in 
2020/21. 
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Our estimate is that, for your audit, this will result in an overall fee of £66,733. This is in line 
with increases we are proposing at all our local audits. I set out below the core strategic 
constituents of this fee.  

Total (£) 

Scale fee published by PSAA 41,033 
Plus: 

Ongoing increases to scale first 
identified in 2019/20 
Raising the bar/ regulatory factors 4,050 

PPE 4,100 

Pensions 2,050 

New issues for 2020/21 
Increase in respect of additional work 
on Value for Money under new NAO 
Code  

9,000 

Impact of new auditing standards 6,500 

Sub total 25,700 
Local risk factors (e.g. complex new 
accounting issues / evident reductions 
in quality of accounts prep/ financial 
standing issues) 

nil 

Increase to scale 25,700 
Fee proposed for 2020/21 66,733 

All variations to the scale fee will need to be approved by PSAA. 

Next steps 
I hope this is helpful in explaining how the audit world is changing, as well as the practical 
implications in terms of the Audit Plan, and the benefits to audited bodies from an even more 
rigorous and robust audit. I look forward to discussing this in more detail at our next meeting. 
If you have any questions in the meantime, please don’t hesitate to contact me.  

Yours sincerely 

Gareth Kelly 

Engagement Lead, Public Sector Assurance  
For and on behalf of Grant Thornton UK LLP 
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 Report to Audit Committee  
Agenda 

Item: 

 

A.3 

  

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: No 

Within Policy and 

Budget Framework 
Yes 

Public / Private Public 

 

Title: DRAFT STATEMENT OF ACCOUNTS 2020/21 – UPDATE 

REPORT 

Report of: CORPORATE DIRECTOR OF FINANCE AND RESOURCES 

Report Number: RD 17/21 

 

Purpose/Summary: 

The report provides a brief summary of the progress on the 2020/21 accounts and informs 

the Committee of the outstanding work that still needs to be completed before the draft 

accounts for 2020/21 can be published. 

 

This report also provides information regarding use of estimates in the preparation of the 

2020/21 draft Statement of Accounts in line with enhanced requirements of ISA540 – 

Auditing Accounting Estimates and Related Disclosures, that requires auditors to 

understand and assess an entity’s internal controls over accounting estimates. 

 

 

Recommendations: 

Members are asked to note current position on the 2020/21 accounts and to confirm that 

the Committee has been appropriately briefed on how accounting estimates are used. 

 

 

Tracking 

Audit Committee: 8 July 2021 
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1. 2020/21 DRAFT STATEMENT OF ACCOUNTS 

1.1 The revised Accounts and Audit (Amendment) Regulations 2021 reflect the 

changes of the MHCLG consultation on revised dates for publishing and auditing 

the Statement of Accounts for 2020/21 and 2021/22.  The new requirements 

changed the fixed period for public inspection (previously the first 10 working days 

of June) to start on or before the first working day of August and therefore the 

unaudited accounts must be published at the latest by 31 July. 

 

1.2 At the time of writing, the Draft Accounts were progressing well, and all entries 

required to pull the accounts together were made.  The draft accounts are therefore 

on schedule to be published in July, after which, they will be subject to an audit 

process.  The revised regulations state that the audited accounts should be 

completed by 30 September.  We are liaising closely with the auditors to establish a 

timetable and plan for the audit process. 

 

2. ACCOUNTING ESTIMATES 

2.1 ISA (UK) 540 (Revised December 2018) requires auditors to understand and 

assess an entity’s internal controls over accounting estimates, including: 
• The nature and extent of oversight and governance over management’s 

financial reporting process relevant to accounting estimates; 

• How management identifies the need for and applies specialised skills or 

knowledge related to accounting estimates; 

• How the entity’s risk management process identifies and addresses risks 

relating to accounting estimates; 

• The entity’s information system as it relates to accounting estimates;  
• The entity’s control activities in relation to accounting estimates; and 

• How management reviews the outcomes of previous accounting estimates. 

 

2.2 As part of this process auditors also need to obtain an understanding of the role of 

those charged with governance (which for the Council is the Audit Committee), 

which is particularly important where the estimates have high estimation uncertainty 

or require significant judgement. Specifically do Audit Committee members: 

• Understand the characteristics of the methods and models used to make the 

accounting estimates and the risks related to them; 

• Oversee management’s process for making accounting estimates, including 

the use of models, and the monitoring activities undertaken by management; 

and 

• Evaluate how management made the accounting estimates? 
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2.3 Therefore it is important that the Audit Committee is able to satisfy itself that the 

arrangements for accounting estimates are adequate.   The table at Appendix A 

details the main areas where Accounting Estimates are used, and the 

considerations made by Officers in using the estimation techniques applied in the 

accounts preparation process.  The main areas where estimations are used are: 

 

• Land and Building Valuations 

• Investment Property Valuations 

• Depreciation 

• Fair Value Estimates (Financial Instruments and Investment Property) 

• Pension Valuations 

• Provisions – Business Rate Appeals Provisions, Bad Debt Provisions 

 

 The use of estimates was also considered and explained at the recent Member 

training on Statement of Accounts held on 2nd July. 

 

3. RECOMMENDATIONS 

Members are asked to note current position on the 2020/21 accounts and to confirm 

that the Committee has been appropriately briefed on how accounting estimates are 

used. 

 

 

 

Appendices 

attached to report: 

Appendix A – Use of Accounting Estimates 2020/21 

 

 

Note: in compliance with section 100d of the Local Government Act 1972 the report 

has been prepared in part from the following papers: 

 

•  None 

 

CORPORATE IMPLICATIONS: 

 

LEGAL - The Audit Committee’s terms of reference require it to consider the Council’s 
compliance with its own and other published standards and controls and to consider 

whether appropriate accounting policies have been followed. 

 

Contact Officer: Steven Tickner  Ext: 7280 
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PROPERTY SERVICES - The statement of accounts include the valuations of the 

Councils assets.  The Valuation process to provide the value of the assets is carried out by 

property services in conjunction with external expert valuers.  

 

FINANCE – contained within body of the report 

 

EQUALITY – none 

 

INFORMATION GOVERNANCE – none 
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Appendix A 

Accounting Estimates - General Enquiries of Management 
Question Management response 

1. What are the classes of transactions, events 
and conditions, that are significant to the financial 
statements that give rise to the need for, or 
changes in, accounting estimate and related 
disclosures? 

Significant accounting estimates will be: 
IAS 19 figures (Pensions) 
Asset valuations (including investment property and heritage assets), depreciation and impairments 
Fair value of financial instruments 
Provision for business rate appeals 
General debtor/ creditor accruals (estimation will not be material - generally based on invoice 
amounts) 
Pension assets and liabilities  

2. How does the Council’s risk management 
process identify and addresses risks relating to 
accounting estimates? 

The preparation of the accounts is monitored through the financial services operational risk register 

3. How do management identify the methods, 
assumptions or source data, and the need for 
changes in them, in relation to key accounting 
estimates? 

Through the use of specialists in terms of financial instruments, asset valuations and pensions.  The 
Code of Practice is also referenced for any changes required to accounting estimates, and 
attendance at year-end closedown courses by key staff also helps to identify areas where estimates 
may be subject to change. 

4. How do management review the outcomes of 
previous accounting estimates? 

Through the external audit process, through the attendance at training events and through 
maintaining knowledge of key sector updates in key CIPFA publications such as the Code of Practice. 

5. Were any changes made to the estimation 
processes in 2020/21 and, if so, what was the 
reason for these? 

Asset valuations have been thoroughly revalued as part of the 19/20 accounts with a new valuer 
taken on board following identification of issues with the previous valuations.  The same valuer has 
been used for the 2020/21 accounts closedown process.   
There have been no changes made to estimation processes or methodologies. 
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Question Management response 

6. How do management identify the need for and 
apply specialised skills or knowledge related to 
accounting estimates? 

Through the requirements of the Code and the assessment of knowledge within the Finance Team.  
Specialist areas such as pensions and asset valuations are material items where specialist 
knowledge is required. 

7. How does the Council determine what control 
activities are needed for significant accounting 
estimates, including the controls at any service 
providers or management experts?  

Through assessment of the nature of the estimate, e.g. asset valuations and pensions.  Using 
external valuers then requires an internal cross-checking exercise and validation exercise to be 
carried out to ensure that the provided information is relevant and accurate. 

8. How do management monitor the operation of 
control activities related to accounting estimates, 
including the key controls at any service providers 
or management experts?  

Through validation exercises and meetings with key experts 

9. What is the nature and extent of oversight and 
governance over management’s financial 
reporting process relevant to accounting 
estimates, including: 

- Management’s process for making 
significant accounting estimates 

- The methods and models used 
- The resultant accounting estimates 

included in the financial statements. 

Management oversee the production of all entries relating to accounting estimates.  Accruals are 
authorised by either the Principal Accountant, Financial Services Manager or the Corporate Director.  
This will include review of any working papers and evidence associated with accruals.   
For other accounting estimates, management liaise with appropriate teams, e.g. property, County 
Council Pensions or Treasury Advisors to query and understand the judgements made in the 
assumptions in arriving at any estimated figures.   
The financial statements are primarily prepared by the Principal Accountant and Financial Services 
Manager and therefore close scrutiny of estimates is contained to these two posts to ensure data 
quality. 
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Question Management response 

10. Are management aware of transactions, 

events, conditions (or changes in these) that 

may give rise to recognition or disclosure of 

significant accounting estimates that require 

significant judgement (other than those in 

Appendix A)? 

Those covered at Appendix A will be of most relevance to the Council.  Any other events or 

transactions that arise would be picked up through the preparation of the accounts ensuring that any 

changes or new transactions are included. 

11.  Are the management arrangements for the 

accounting estimates, as detailed in Appendix A 

reasonable? 

Yes – the arrangements have been in place for a number of years and are appropriate to the material 

items stated in the accounts where accounting estimates are necessary. 

12. How is the Audit Committee provided with 

assurance that the arrangements for accounting 

estimates are adequate? 

  

Audit Committee are kept up to date with the process for the final accounts preparation, see early 

sight of accounting policies and are notified of any significant changes affecting the preparation of the 

accounts.  If necessary, between meetings the Committee can be made aware of any changes that 

would affect the accounts 
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Appendix A Accounting Estimates 

Estimate  Method / model used 
to make the estimate 

Controls used to 
identify 
estimates 

Whether 
Management 
have used 
an expert 

Underlying assumptions: 
- Assessment of degree of uncertainty 
 - Consideration of alternative estimates 

Has there 
been a 
change in 
accounting 
method in 
year? 

Land and 
buildings 
valuations 

External Valuers are 
used along with 
information provided by 
the Council’s property 
team 

Internal property 
team validate the 
information 
provided 
Finance section 
also raise queries 
on the movement 
of asset values and 
the use of indices 

Yes Valuation uncertainty due to COVID related 
impact on asset valuations is included in the 
valuation report provided by the valuer. 
Uncertainty estimates are included in the 
accounts and the potential impact they have 
e.g. what a % variance in asset values means 

No 

Investment 
property 
valuations 

External Valuers Internal property 
team validate the 
information 
provided 

Yes Valuation uncertainty due to COVID related 
impact on asset valuations is included in the 
valuation report provided by the valuer. 
Uncertainty estimates are included in the 
accounts and the potential impact they have 
e.g. what a % variance in asset values means 

No 

Depreciation Asset valuation divided 
by asset life. 
Assets are depreciated 
on a straight line basis 

Asset register and 
valuation 
information 
provided by valuer 

No Accurate to the point that asset valuations and 
asset lives provided by valuers are correct.  
Valuers are experts to be able to provide 
accurate estimates of asset lives and asset 
values to determine the appropriate 
depreciation charge for the consumption of that 
asset.   
Other depreciation methods (e.g. reducing 
balance) could be used however as assets are 

No 

Page 46 of 332



 

 

 

 

Estimate  Method / model used 
to make the estimate 

Controls used to 
identify 
estimates 

Whether 
Management 
have used 
an expert 

Underlying assumptions: 
- Assessment of degree of uncertainty 
 - Consideration of alternative estimates 

Has there 
been a 
change in 
accounting 
method in 
year? 

valued every year, the current method is 
deemed more representative 

Valuation of 
defined 
benefit net 
pension fund 
liabilities 

Pension Fund Actuary 
provides information 
based on Council’s 
contributions in year 

Council 
contributions / 
deductions are 
reconciled to ledger 
and provided to 
Fund Actuary to 
carry out the 
valuation exercise 

Yes – Pension 
Fund Actuary 

Uncertainty around asset values, assumptions 
on mortality etc will impact the calculations.  
Sensitivity analysis is provided for variations in 
assumptions 
Actuary uses standard assumptions such as 
mortality, inflation, wage increases, pension 
increases, discount rates 

No 

Fair value 
estimates  

Fair Value estimates for 
Investment properties 
are included in the 
valuation process 
highlighted above. 
Fair Value estimates for 
financial instruments are 
provided through 
Treasury advisors who 
prepare valuations 
Measurements are 
based on IFRS13 (Fair 
Value Measurements) 
requirements 

Financial 
instruments held at 
the balance sheet 
date including, 
Investment 
property, financial 
assets and 
financial liabilities.  
All are reconciled 
back to actual 
balances and 
assets owned on 
that date 

Yes 
Link Asset 
Services for 
Financial 
Instruments 
RICS valuer 
for Investment 
Properties 

Financial Assets are measured at comparable 
market rate on date of valuation, therefore 
decreasing the uncertainty risk.  Similarly with 
Financial Liabilities, measurement is at the new 
loan rate at the balance sheet date thereby 
decreasing the risk of uncertainty 

No 
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Estimate  Method / model used 
to make the estimate 

Controls used to 
identify 
estimates 

Whether 
Management 
have used 
an expert 

Underlying assumptions: 
- Assessment of degree of uncertainty 
 - Consideration of alternative estimates 

Has there 
been a 
change in 
accounting 
method in 
year? 

Level 2 
investment's 

Valuation hierarchy is 
defined per IFRS13 

Inputs are other 
than quoted prices 
that are observable 
for the asset or 
liability, either 
directly or indirectly  

Yes 
 

No 

Level 3 
investment's 

Valuation hierarchy is 
defined per IFRS13 

Where an asset is 
categorised within 
Level 3, 
quantitative 
information about 
significant 
unobservable 
inputs used in the 
Fair Value 
measurement and 
a description of the 
sensitivity of the 
Fair Value 
measurement to 
changes in 
unobservable 
inputs, if a change 
to those inputs 
might result in a 
significantly higher 
or lower Fair Value 

Yes Sensitivity is provided by the valuer, but there is 
a recognition that the valuations provided are 
subject to a higher degree of uncertainty 
depending upon underlying market and 
economic conditions. 
Valuers judgement is also relied upon to carry 
out the valuations in line with the requirements 
of the RICS manual and IFRS13 

No 
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Estimate  Method / model used 
to make the estimate 

Controls used to 
identify 
estimates 

Whether 
Management 
have used 
an expert 

Underlying assumptions: 
- Assessment of degree of uncertainty 
 - Consideration of alternative estimates 

Has there 
been a 
change in 
accounting 
method in 
year? 

measurement, 
together with a 
statement of the 
effect of changing 
one or more of the 
unobservable 
inputs to reflect 
reasonably 
possible alternative 
assumptions if this 
would change the 
Fair Value 
significantly is 
required. 

Provisions – 
NDR Appeals 

In-house information that 
is collated from VOA 
information on submitted 
appeals and stage 
appeals are at.  
Historical success rate 
also factored into the 
equation for calculating 
potential refunds 

Prepared by 
Business Rates 
Team and 
assumptions and 
calculations 
checked by finance 

No Will be degree of uncertainty when providing for 
an appeal that may not be successful and 
which may not follow historical trends 

No 

Accruals (if 
any are  
material) 

Determined on most 
accurate information 
available and 

Backing evidence 
to corroborate 
calculation 

No If based on available evidence there will be a 
lesser degree of uncertainty 

No 
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Estimate  Method / model used 
to make the estimate 

Controls used to 
identify 
estimates 

Whether 
Management 
have used 
an expert 

Underlying assumptions: 
- Assessment of degree of uncertainty 
 - Consideration of alternative estimates 

Has there 
been a 
change in 
accounting 
method in 
year? 

substantiated with 
evidence as to 
calculation 

In most circumstances accruals are based on 
available evidence of an actual charge/receipt.   
Where estimates are used these will be verified 
through an appropriate calculation with an 
appropriate working paper. 

Credit loss 
and 
impairment 
allowances 

Bad Debt Provisions are 
calculated with 
consideration to the 
outstanding debts, 
amounts written off.  
Estimates are then 
made on the likelihood 
of collection which is 
based on historical 
trends of debt collected 
and age of debts 

Outstanding debt 
balances, age of 
debts and historical 
write offs are used 
to calculate an 
appropriate 
provision 

No Consideration of outstanding debts and the 
likelihood of collection alongside historical 
success of collection of debts. 
Provisions are calculated by applying a % of 
outstanding debts at different debt ages.  
Greater % of provision is required for older 
debts that have been outstanding for longer 

No 
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 Report to Audit Committee 
Agenda

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Yes: Recorded in the Notice Ref: KD.09/21 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: TREASURY MANAGEMENT OUTTURN 2020/21 

Report of: CORPORATE DIRECTOR OF FINANCE AND RESOURCES 

Report Number: RD 07/21 

Purpose / Summary: 

This report provides the annual report on Treasury Management (Appendix A), as required 

under both the Financial Procedure rules and the CIPFA Code of Practice on Treasury 

Management.  Also included is the regular report on Treasury Transactions (Appendix B).  

The Audit Committee is invited to make any observations on treasury matters which took place 

during 2020/21.  The Committee is asked to note the report. 

Recommendations: 

That the report be noted and received. 

Tracking 

Executive: 2 June 2021 

Overview and Scrutiny: BTSP 3 June 2021 

Audit Committee: 8 July 2021 (for information only) 

Council: 20 July 2021 

A 4
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Report to Executive  

 

Agenda 

Item: 

  

Meeting Date: 02 June 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Yes: Recorded in the Notice Ref: KD.09/21 

Within Policy and 

Budget Framework 

 

YES 

Public / Private Public 

 

Title: TREASURY MANAGEMENT OUTTURN 2020/21 

Report of: CORPORATE DIRECTOR OF FINANCE AND RESOURCES 

Report Number: RD 07/21 

 

Purpose / Summary: 

This report provides the annual report on Treasury Management (Appendix A), as required 

under both the Financial Procedure rules and the CIPFA Code of Practice on Treasury 

Management.  Also included is the regular report on Treasury Transactions (Appendix B).  

 

 

Recommendations: 

That this report be received and recommended to Council for approval. 

 

 

 

 

 

Tracking 

Executive: 02 June 2021 

Scrutiny: BTSP 03 June 2021 

Audit Committee: 08 July 2021 (for information only) 

Council: 20 July 2021 
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1. BACKGROUND 

1.1 The purpose of this report is to inform Members on various Treasury Management 

issues. 

   

1.2 Appendix A1 to this report sets out a final report on Treasury Management in 2020/21 as 

required by the CIPFA Code of Practice on Treasury Management.  Appendix A2 

highlights some performance measures and Appendix A3 shows the final prudential 

indicators for 2020/21.   

 

1.3 Appendices B1-B3 details the schedule of Treasury Transactions for the period 1 

January 2021 – 31 March 2021. 

 

2. RISKS 

2.1 The Council’s Treasury Management function is responsible for investing the Council’s 

surplus cash balances and managing cash flows appropriately.  The Treasury 

Management Strategy Statement and the Treasury Management Practices are 

completed and approved in line with the CIPFA Code and include appropriate 

mechanisms for dealing with the Council’s investments and borrowing needs. 

 

3. CONSULTATION 

3.1 Business and Transformation Scrutiny Panel will consider the report on 03 June 2021 

and the Audit Committee will do so on 08 July 2021. 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

4.1 That this report be received and recommended to Council for approval. 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1 To ensure that the Council’s investments are in line with appropriate policies including the 

Treasury Management Strategy Statement. 

 

 

Appendices 

attached to report: 

Appendix A1 – Treasury Management 2020/2021 

Appendix A2 – Performance Statistics 

Appendix A3 – Prudential Code and Prudential Borrowing 

Appendix B1 – Treasury Transactions 

Appendix B2 – Investment Transactions 

Appendix B3 – Outstanding Investments 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

 

•  None 

Contact Officer: Emma Gillespie Ext:  7289 
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CORPORATE IMPLICATIONS: 

 

Legal – Treasury Management activities are delegated to the Corporate Director of Finance and 

Resources and Financial Procedure Rule 3.19 requires that she prepare an annual report on 

the topic.  This Report fulfils that obligation. 

 

Property Services – Not applicable  

 

Finance – Included in the report 

 

Equality - This report raises no explicit issues relating to the public sector Equality Duty 

 

Information Governance – No implications 
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APPENDIX A1 

 

TREASURY MANAGEMENT 2020/21 

 

1. INTRODUCTION 

1.1 The CIPFA Code of Practice on Treasury Management (2020) requires that full Council 

should receive both a mid-term and an annual report on treasury management activities 

during the year.  This report on the treasury function during 2020/21, while being first 

presented to the Executive, is therefore required to have the approval of full Council in 

order to comply with the CIPFA Code.   

 

1.2 Regular reports on treasury transactions are presented to the Executive while an interim 

report on treasury management in 2020/21 was presented in November 2020 (RD34/20).    

The purpose of this report is to complete the process of accounting for the treasury 

function in the last financial year in compliance with the Code.  Any funding and other 

financing transactions are detailed and placed in the context of money market conditions 

in 2020/21 while the City Council’s investment activities are also discussed.   

 

Separate papers (A2 and A3) provide information on performance in 2020/21 and on the 

Prudential Code on local authority borrowing. 

 

2. MONEY MARKET CONDITIONS 

2.1 The following table sets out the levels of bank base rate in 2020/21. 

 

     % 

1 April 2020 – 31 March 2021   0.10  Average = 0.10% 

 

2.2 Base rate has remained constant at 0.10% throughout the 2020/21 financial year.  

 

2.3 The pattern of long-term borrowing rates in 2020/21 can be gauged by the following table 

of Public Works Loans Board (PWLB) fixed rate maturity loans during the year.  These 

are the rates cited in the regular Treasury Transactions reports and relate to the type of 

loan that historically has most usually been taken up by the City Council.  
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1 Yr 10 Yr 25 Yr

% % %

1 April 2020 2.09 2.30 2.78

31 March 2021 0.99 1.91 2.39

Highest Rate in 2020/21 2.14 2.48 3.06

Lowest Rate in 2020/21 0.85 1.20 1.73

Span of Rates 1.29 1.28 1.33

 

  

3. LONG TERM FUNDING 

3.1 The Prudential Code on local authority borrowing came into operation on 1 April 2004.  

The principal effect of the Code was to abolish most central government control of local 

authority borrowing, a principle that has been a cornerstone of local government finance 

for over a century.  Instead, authorities must follow the guidance laid down in the Code 

and they will be expected to comply with its requirements.  These cover not just 

borrowing but any decision that determines whether the capital investment plans of an 

authority are affordable, prudent and sustainable.  The Code is discussed in more detail 

in Appendix A3. 

 

3.2 The City Council did not draw down any external long-term loans in 2020/21   The capital 

programme was funded internally from borrowing undertaken in 2019/20, by drawing 

from the authority’s own resources, and from external grants and contributions.   

 

4. DEBT RESCHEDULING 

4.1 The City Council’s long-term loans portfolio at the end of March 2021 consisted of two 

PWLB loans taken out at £9m and £5m (both taken out in 2019/20). Principal on both 

loans will be repaid each year with final repayments due in 2059 & 2039 respectively. 

 

5. LOANS OUTSTANDING 

5.1 Set out below is a schedule of outstanding external loans as at 31 March 2021. 

       

                            £                  

 Public Works Loans Board (PWLB)   13,287,500 

  Short Term Loans             12,800   

 Total Loans Outstanding             £13,300,300 
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6. INVESTMENT TRANSACTIONS 

6.1 As is apparent from the regular ‘Treasury Transactions’ reports, the City Council 

continues to be a frequent investor in the short-term money market and the interest 

earned from these transactions makes a valuable contribution to the overall level of the 

Council’s revenue budget.  Investments are placed only with the institutions that fall 

within the guidelines of the Council’s approved Investment Strategy and a full schedule of 

investments at 31 March 2021 is set out in Appendix B3.  

 

6.2 The total at that date (£14.289m) can be compared with an average figure in 2020/21 of 

over £23.884m and a peak amount of over £34.403m. The closing balance in 2019/20 

was £30.403m (due to receipt of COVID related grants).   

 

6.3 The Investment Strategy for 2020/21 embraced a mixture of longer-term investments and 

monies lent out for shorter periods to meet anticipated cash flow needs e.g. grant and 

precept payment dates. There were no changes made to counter party limits in 2020/21. 

 

6.4 Investment income in 2020/21 at £236,918 was below the original estimate of £265,200.   

Actual investment rates obtained from banks and building society investments in 2020/21 

were generally below expectations when the budget was set. The average yield on the 

Council’s investments held including the property fund in 2020/21 was 1.15%. This is still 

a favourable return considering the position of bank base rates and compares well 

against other local authorities. This performance was assisted by a significant proportion 

of investments being placed for longer terms of up to a year and the use of deposit 

accounts for shorter dated cash requirements.   

 

6.5 At 31 March the investment in the CCLA Property Fund was yielding a return of 4.30%.  

Dividends received in 2020/21 totalled £144,536.59.  The investment has also grown in 

capital value since the investment was placed in July 2014 from £2,836,893 (after entry 

costs of £163,107) to £3,289,358 (an increase of £476,465). The capital value for 

2020/21 decreased by £23,637. The overall increase in value offsets the initial entry 

costs but is still subject to fluctuations in the overall performance of the fund.  However, 

the fund is continuing to grow with more local authorities taking the decision to invest.   

 

7 INVESTMENT STRATEGY 2021/22 

7.1 The Investment Strategy must be agreed before the start of each financial year and the 

2021/22 Strategy was approved by Council on 2 February 2021.  While the principles of 

the Strategy remain fundamentally sound, any amendments to the current schedule of 

investments, if agreed by the Executive, must be approved by Council. 
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8. PERFORMANCE MANAGEMENT

8.1 The CIPFA Code places an increased emphasis on performance monitoring in an

attempt to measure the efficiency of the treasury function.  With treasury management, 

the difficulty in assessing performance arises from the very different circumstances of 

each authority and the fact that, for example, a long-term borrowing decision can affect 

an authority’s measured performance for many years to come. Borrowing decisions 

invariably impact on investment decisions since, in cash flow terms, one can be the 

mirror image of the other.  

8.2 Appendix A2 sets out some performance indicators in respect of both loans and 

investments outturn for 2020/21 and 2019/20.   

9. TREASURY CONSULTANCY SERVICE (TCS)

9.1 The City Council continues to employ Link Asset Services as its treasury management 

consultants.  Link provide daily bulletins on both borrowing and investment issues and 

this helps advise both the investment and funding decisions that are taken by the 

Council.  

10      CONCLUSIONS 

10.1 At the end of March 2021, the City Council has substantial long-term PWLB borrowing of 

£13.287m. The loans will be paid back in equal instalments of principal over the lifetime 

of the loan.  The Medium-Term Financial Plan anticipates external borrowing to support 

the Council’s capital programme in 2021/22 and this will be further assessed during 

future planning of the MTFP during the course of this year. The focus of the authority’s 

treasury management activities also remains very much on the investment aspect of the 

function.  

10.2 Investment conditions were very similar to as they were in 2019/20. The City Council’s 

investment interest was significantly lower than the previous year, however the 

performance achieved was slightly better than bank base rate levels. For this authority, 

as indeed for most others, reduction in investment income poses a very significant 

financial challenge.  This has been alleviated somewhat by the decision to invest in the 

CCLA property fund which has performed well since initial investment.   

10.3 The outlook for interest rates in the UK remains uncertain but there is a general 

expectation that bank base rates will not start to rise again until 2022.  
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 APPENDIX A2 

 

CITY OF CARLISLE 

 

PERFORMANCE MEASUREMENT STATISTICS 

 

 

1. LOANS MANAGEMENT 

2020/21 2019/20

% %

Average External Debt Rate - Carlisle 2.64 6.17

 

 

 Comment 

 Average loan debt statistics tend to reflect borrowing decisions taken over a period of 

many years.   

 

2. INVESTMENT MANAGEMENT (Inc. Property Fund) 

 

2020/21 2019/20

% %

Average Return in Year - Carlisle 1.15 1.31

Average Bank Base Rate in Year 0.10 0.72

 

    

 Comment 

 The City Council’s rate of return in 2020/21 on its investments was below that obtained in 

2019/20; this was in line with expectations when the budget was originally set.   
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APPENDIX A3 

 

THE PRUDENTIAL CODE AND PRUDENTIAL BORROWING 

 

1. Introduction 

1.1 The Local Government Act 2003 brought about a new borrowing system for local 

authorities known as the Prudential Code (the Code).  This gives to Councils much greater 

freedom and flexibility to borrow without government consent so long as they can afford to 

repay the amount borrowed. 

 

1.2 The aim of the Code is to support local authorities when making capital investment 

decisions.  These decisions should also be in line with the objectives and priorities as set 

out in the Council’s Corporate Plan. 

 

1.3 The key objectives of the Code are to ensure, within a clear framework, that the capital 

investment plans of the Council are affordable, prudent and sustainable, or if appropriate 

to demonstrate that they may not be.  A further key objective is to ensure that treasury 

management decisions are taken in accordance with good professional practice and in a 

manner that supports prudence, affordability and sustainability.  These objectives are 

consistent with and support local strategic planning, local asset management planning and 

proper option appraisal.  They also encourage sound treasury management decisions. 

 

2. Prudential Indicators 

2.1 To demonstrate that the Council has fulfilled these objectives, the Code sets out indicators 

that must be used.  It is for the Council itself to set any indicative limits or ratios.  It is also 

important to note that these indicators are not designed to be comparative performance 

figures indicators but to support and record the Council’s decision-making process. 

 

2.2 The final performance indicators for the current year, as compared to those reported in 

during the budget cycle are set out below.  The compilation and monitoring of these 

indicators is central to the operation of the Code.  

 

3 Supported and Unsupported (or Prudential) Borrowing 

3.1 Local authorities have always funded a substantial element of their capital programme via 

borrowing.  This continues to be the case but until the introduction of the Prudential Code 

any local authority borrowing was essentially based upon a government ‘permission to 

borrow’.  This was deemed to be supported borrowing as credit limits were supported 

through funding from Revenue Support Grant.   Following the introduction of the Prudential 

Code in 2003, the permission to borrow was essentially withdrawn and Councils were 

given greater freedom to borrow so long as they can demonstrate that the revenue 
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consequences of such borrowing (i.e. the cost of the debt) are sustainable, affordable and 

prudent in the medium to long term. 

 

2020/21 2020/21

Provisional 

Outturn

Revised 

Estimate

£ £

(i) Capital Expenditure 14,172,212 18,651,300

(ii) Financing Costs

Interest Payable - Re Borrowing 410,476 1,036,100

Investment Income (236,917) (265,200)

Total Financing Costs 173,559 770,900

(iii) Net Revenue Stream

Funding from Govt Grants/Local Taxpayers* 14,074,100 14,074,100

(iv) Ratio of Financing Costs to Net Revenue Stream 1.23% 5.48%

The figures monitor financing costs as a proportion of 

the total revenue stream from government grants and 

local taxpayers.  The increase in the ratio of financing 

costs is mainly attributable to the forecast reduction in 

investment income.

(v) Incremental Impact on Council Tax 0.00 0.00

This indicator allows the effect of the totality of the 

Council’s capital investment decisions to be considered 

at budget setting time.

(vi) Authorised Borrowing Limit 44,100,000 44,100,000

Maximum Level of Borrowing and Other Long term 

Liabilities 13,300,300 13,300,300

The authorised borrowing limit is determined by Council 

prior to the start of the financial year.  The limit must not 

be altered without agreement by Council and should not 

be exceeded under any foreseeable circumstances.  

 
* Business Rates Outturn still to be confirmed 
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2020/21 2020/21

Provisional 

Outturn

Revised 

Estimate

£ £

(vii) Operational Borrowing Limit 39,100,000 39,100,000

Maximum Level of Borrowing and Other Long term 

Liabilities 13,300,300 13,300,300

The operational borrowing limit is also determined by 

Council prior to the start of the financial year.  Unlike the 

authorised limit, it may be breached temporarily due to 

cashflow variations but it should not be exceeded on a 

regular basis.  

(viii) Capital Financing Requirement (CFR) 21,151,091 24,676,000

As at 31 March 

The CFR is a measure of the underlying borrowing 

requirement of the authority for capital purposes. 

 

 

(a) Prudence and Sustainability 

 

2020/21

£

(i) Target New Borrowing to Date 7,000,000

 Long Term Borrowing  taken in 2020/21 0

(ii) Target Percentage of Fixed Rate Long Term Borrowing 100%

Actual as at 31 March 2021 100%

(iii) Target Percentage of Variable Rate Long Term Borrowing 100%

Actual as at 31 March 2021 0%

Prudent limits for both fixed and variable rate exposure have been set at 

100%. This is due to the limited flexibility available to the authority in the 

context of its overall outstanding borrowing requirement.

(iv) Target Minimum Level of Investments Classified as Specified 50.00%

Actual Level of Specified Investments as at 31 March 2021 100.00%

As part of the Investment Strategy for 2020/21, the Council set a 

minimum level of 50% for its specified as opposed to non specified 

investments.  The two categories of investment were defined as part of 

the Strategy but for the City Council non specified investments will 

presently refer mainly to either investments of over one year in duration or 

investments placed with building societies that do not possess an 

appropriate credit rating.  These tend to be the smaller building societies. 
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APPENDIX B1 

TREASURY TRANSACTIONS 

1 JANUARY 2021 TO 31 MARCH 2021 

 

1. LOANS (DEBT) 

 

1.1 Transactions 1 January 2021 to 31 March 2021 

 

 

£ % £ %

P.W.L.B 0 0 112,500 1.80          

P.W.L.B 0 0 125,000 1.33          

Short Term Loans 0 0 0 0

Overnight Borrowing 0 0 0 0

0 237,500

RepaidRaised

 

 

This provides a summary of loans that have been raised or repaid, analysed by type, since 

the previous report. 

 

1.2 Loans (Debt) Outstanding at 31 March 2021 

 

£

P.W.L.B 13,287,500

Short Term Loans 12,800

13,300,300

     

 

1.3 Loans Due for Repayment 

 

PWLB Total

£ £

Short Term Debt at 31 March 2021 475,000 475,000

475,000

 

 

1.4 Interest Rates 

 

Both Link Group and Capital Economics have made no change to their interest rate 

forecasts. Bank Rate is forecast to remain unchanged at 0.10% throughout 2021.  
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2. INVESTMENTS 

 

£ % £ %

Short Term Investments 5,000,000 0.01-0.01 13,000,000 0.01-0.1

5,000,000 13,000,000

Made Repaid

 

 

A full schedule of investment transactions is set out in Appendix B2.  Appendix B3 

shows outstanding investments at 31 March 2021. 

 

3. REVENUES COLLECTED 

Collected

% of Amount 

Collectable

£ %

Council Tax 63,686,663 95.67

NNDR 20,375,547 94.34

2020/21 84,062,210 95.34

Council Tax 62,143,990 97.12

NNDR 43,138,152 97.38

2019/20 105,282,142 97.22

Council Tax 58,790,993 97.36

NNDR 43,904,416 98.42

2018/19 102,695,410 97.80

 

   

 Final collection levels were very similar to those of the previous two years. 

 

4. BANK BALANCE 

At 31 March 2021 the bank balance was £441,907 in credit.   

 

This simply records the Council’s bank balance at the end of the last day covered by the 

report.  
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5. OUTTURN ON TREASURY MANAGEMENT IN 2020/21

Revised 

Estimate Actual Variance

£000 £000 £000

Interest Receivable (265) (237) 28

Interest Payable 1,036 410 (626)

Less Rechargeable (18) (3) 15

1,018 407 (611)

Debt Management 12 23 11

NET BALANCE 765 193 (572)
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APPENDIX B2 

INVESTMENT TRANSACTIONS 1 JANUARY 2021 TO 31 MARCH 2021 

£ £

HSBC 3,000,000.00      HSBC 9,000,000.00     

HSBC 2,000,000.00      Federated 4,000,000.00     

TOTAL 5,000,000 13,000,000

Bfwd 22,221,135        

Paid 5,000,000          

Repaid 13,000,000        

CCLAdecrease 68,223 

.

Total 14,289,358

INVESTMENTS MADE INVESTMENTS REPAID

Page 66 of 332



Appendix B3

Category Borrower Principal (£) Interest 

Rate

Start Date Maturity Date Current 

Days to 

Maturity

Days to 

maturity at 

execution

Total Interest 

Expected (£)

HSBC 6,000,000 0.01% Call1 0

Bank of Scotland PLC 5,000,000 0.58% Call180 0

Total Investments £11,000,000 0.27% £0

Borrower Current 

Market Value 

(£)

Current 

Yield

Start Date Initial 

Investment (£)

Entry Cost 

(£) 1
Initial 

Market 

Value (£)

Unrealised 

Growth (£)

CCLA Property Fund 3,289,358 4.30% 31/07/2014 3,000,000 (163,107) 2,836,893 289,358

1. Entry Costs were charged against Treasury Management Budget in 2014/15

Outstanding Investments as at 31 March 2021

N.B Interest is recognised in the appropriate financial year in which it is due.  The category colour represents the duration of investment recommended by Link Asset Services, the Council’s

Treasury Advisors.  Those investments with No colour, are still within the Council’s investment Strategy and are therefore deemed suitable for investing.
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Weighted 

Average Rate 

of Return

Weighted 

Average 

Days to 

Maturity

Weighted 

Average Days 

to Maturity 

from 

Execution

% of 

Portfolio

Amount % of Colour in 

Calls

Amount of 

Colour in 

Calls

% of Call in 

Portfolio

WARoR WAM WAM at 

Execution

Risk Score 

for Colour 

(1 = Low, 7 

= High)

Mar 

2021

Dec 

2020

Sep 

2020

Jun 

2020

Y Yellow 0.00% - 0.00% - 0.00% 0.00% 0 0 1 0.0 0.2 0.2 0.04

P Purple 0.00% - 0.00% - 0.00% 0.00% 0 0 2 0.0 0.0 0.0 0.0

B Blue 0.00% - 0.00% - 0.00% 0.00% 0 0 3 0.0 0.0 0.0 0.0

O Orange 54.55%     6,000,000 100.00%   6,000,000 54.55% 0.01% 0 0 4 2.2 2.1 1.9 2.7

R Red 45.45%     5,000,000 100.00%   5,000,000 45.45% 0.58% 180 180 5 2.3 1.3 1.5 1.4

G Green 0.00% - 0.00% - 0.00% 0.00% 0 0 6 0.0 0.0 0.0 0.0

NNo Colour 0.00% - 0.00% - 0.00% 0.00% 0 0 7 0.0 0.0 0.0 0.0

100.00%   11,000,000 100.00%  11,000,000 100.00% 0.27% 82 82 4.5 3.6 3.6 4.1

Normal' 

Risk 

Score

3.5 3.5 3.5 3.5

Y

P

B

O

R

G

N/C

Up to 6 months   

Up to 3 months

No Colour

Link's Suggested 

Criteria

Investments Summary Sheet
Weighted Average Risk

Up to 5 Years

Up to 2 Years

Up to 1 Year

Up to 1 Year

Portfolio Composition by Link's 

Suggested Lending Criteria

Yellow Purple Blue Orange Red Green No Colour
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EXCERPT FROM THE MINUTES OF THE 
EXECUTIVE 

HELD ON 2 JUNE 2021 

EX.48/21 TREASURY MANAGEMENT OUTTURN 2020/21 
(Key Decision – KD.09/21) 

Portfolio Finance, Governance and Resources 

Relevant Scrutiny Panel Business and Transformation 
Subject Matter   

The Deputy Leader submitted report RD.07/21 providing the annual report on Treasury 
Management, as required under both the Financial Procedure Rules and the CIPFA Code of 
Practice on Treasury Management.  Also included was the regular report on Treasury 
Transactions for the period 1 January 2021 to 31 March 2021.   

The Deputy Leader moved the recommendation set out. 

The Leader duly seconded the recommendation.  

Summary of options rejected that the report should not be recommended to Council for 
approval 

DECISION 

That Report RD.07/21 be received and recommended to the City Council for approval on 20 
July 2021. 

Reasons for Decision 

To receive the annual report on Treasury Management  

Item A.4 refers
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Report to Audit Committee  
Agenda 

Item: 

 

A.5 

 

Meeting Date: 

 

8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework 

 

YES 

Public / Private Public 

 

Title: INTERNAL AUDIT PROGRESS 2020/21 (MARCH - JUNE) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD10/21 

 

Purpose / Summary: 

This report provides an overview of the work carried out by internal audit since the previous 

Audit Committee (15 March 2021) to June 2021. 

 

Recommendations: 

The Committee is requested to 

 

i) note the progress against the audit plan for 2020/21; 

 

 

 

 

 

 

 

 

 

 

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 
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1. BACKGROUND INFORMATION 

1.1 Management is responsible for establishing effective systems of governance, risk 

management and internal controls. It is the responsibility of management to establish 

appropriate arrangements to confirm that their systems are working effectively, that all 

information within them is accurate and that they are free from fraud or error. 

 

1.2 Internal Audit’s role is to provide independent assurance to senior management and the 

Audit Committee over the adequacy and effectiveness of management’s arrangements 

for governance, risk management and internal control. 

 

1.3 This report summarises the work carried out by Internal Audit in the period March 2021 

to June 2021 in respect of the 2020/21 Audit Plan. 

 

2. PROGRESS AGAINST AUDIT PLAN 

2.1 The Committee is reminded that Internal Audit incurred a number of disruptions during 

2020/21, resulting in the 2021/22 Internal Audit plan (approved at the 15 March 2021 

Committee) including a contingency of 83 days to allow for additional work to be 

delivered within the 2020/21 plan. Additional temporary resource was obtained to 

support this. 

 

2.2 The final outcomes against the audit plan, including performance indicators are 

recorded in the Internal Audit Annual Report (RD11/21). 

 

2.3 11 planned pieces of work (over 10 reports) were completed in the period. 

 

Review Area Assurance Level 

Environmental Strategy Baseline (Follow-Up) Reasonable 

Payroll Reasonable 

Driver Checks (Follow-Up) Reasonable 

Homeless Accommodation (Part 2) Reasonable 

Business Grants Covid 19 (Fraud) Reasonable 

Housing Benefits (including Revenue recovery) Reasonable 

Electoral Registration Reasonable 

Debtors Substantial 

ICT Various Recommendations (Follow-Up) N/A 

Economic Development Major Funding - 

Governance 

Reasonable 

 
2.4 These are considered as separate reports elsewhere on the agenda. 
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3. RISKS 

3.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

4. CONSULTATION 

4.1 not applicable 

 

5. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

5.1 The Committee is requested to 

 

i) note the progress against the audit plan for 2020/21 

 

6. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

6.1  To support the Council in maintaining an effective framework regarding governance, 

risk management and internal control which underpins the delivery the Council’s 

corporate priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider a summary of internal audit activity and summaries of specific internal audit reports. 

This report fulfils that requirement. 

Finance – Contained within the report 

Equality – None 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7520 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – Debtors 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD25/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the main financial system review of Debtors. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 A main financial system audit of Debtors was undertaken by Internal Audit in line with the 

agreed Internal Audit plan for 2020/21. The audit (Appendix A) provides substantial 

assurances and includes 3 medium-graded recommendations. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Internal Audit Report – Debtors – 

Appendix A 
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Audit of Debtors 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 10 June 2021  

Director Draft Issued: 18 June 2021 

Final Report Issued: 21 June 2021 
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Audit Report Distribution  

Client Lead: Finance Officer (Systems, Controls & Development) 

Debtors Administrator 

Chief Officer: Corporate Director Finance & Resources 

Chief Executive 

Others: Financial Services Manager 

Principal Accountant 

Information Governance Manager 

Audit Committee: The Audit Committee, which is due to be held on 08th 

July 2021 will receive a copy of this report. 

 
Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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G2003 - Debtors 

 

1.0 Background 

1.1. This report summarises the findings from the audit of Debtors. This was an internal audit 

review included in the 2020/21 risk-based audit plan agreed by the Audit Committee on 

30th June 2020. 

1.2 Since the last Debtors Audit was carried out in 2017/2018, a change in the team 

management and responsibility of line management of Debtors services has taken 

place. The Debtors Administrator post has moved from the Service Support Team to 

the Finance System Controls & Developments Team who support and provide the 

debt recovery function. The Debtors function is provided by the Accountancy Team 

within the Finance and Resources Directorate. 

1.3 Individual departments raise debtor accounts and invoices and the Debtors 

Administrator checks for errors or omissions issues and monitors debt collection. The 

objectives of the Debtors process is to ensure invoices are raised promptly, accounts 

are managed and recovery action taken where necessary. 

 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

Audit Scope and Limitations. 

2.3 The Audit Scope was agreed with management prior to the commencement of this audit 

review, the Client Lead for this review was the Finance Officer (Systems, Controls & 

Development). The agreed scope was to provide independent assurance over 

management’s arrangements for ensuring effective governance, risk management and 

internal controls of the following scope areas: 

 

• Invoices aren’t raised on a timely, accurate and complete basis resulting in 
delays in receiving, or loss of income. 

• Reputational damage as a result of inaccurate information being issued 
(inaccurate invoices, unnecessary reminders etc). 

• Failure to secure income due to failure to adhere to recovery procedures. 

• Loss of recoverable income due to inappropriately adhering to write-off 
procedures or accountancy issues due to failure to write off unrecoverable debt. 

• Inefficient use of resources due to continuing to provide non-statutory services to 
individuals or organisations with history of non-payment of invoices. 

• Lack of system security leading to fines and reputational damage (access to both 
paper and electronic records). 
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G2003 - Debtors 

 

• Loss or breach of information / fines and sanctions / reputational damage due to 
failure to securely process, retain, share and dispose of records and information.  

• Failure to achieve business objectives due to insufficient governance. 
 

2.4 There were no instances whereby the audit work undertaken was impaired by the 

availability of information. 

 

2.5 It is worth noting that during 2020, due the global pandemic, most Officers carried out 

their duties remotely and some audit testing was limited as no physical paper records 

being available for inspection. 

 

3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix B for definitions). 

 

3.2 From the areas examined and tested as part of this audit review, we consider the 

current controls operating within Debtors Main Audit provide Substantial assurance.    

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix C. Audit recommendations arising from this audit review are summarised 

below: 

 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives achieved  (see section 5.1 or N/A)  

-  

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts (see section 5.2 or N/A) 

 3 

3. Information -  reliability and integrity of financial and 

operational information (see section 5.3 or N/A) 

 - 

4. Security - safeguarding of assets (see section 5.4 or N/A) -  

5. Value – effectiveness and efficiency of operations and 

programmes (see section 5.5 or N/A) 

- - 

Total Number of Recommendations  3 
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4.2 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix A. 

 

4.3 Findings Summary (good practice / areas for improvement): 

Good controls are in place to support the overall governance of Debtors and roles and 

responsibilities are appropriately assigned.  Recommendations have been included in 

this report to help streamline and ensure that the Debtors function is fit for purpose 

looking forward in an everchanging electronic environment. 

 

An Annual review and sign-off by Team Leader would provide assurance that no 

significant changes have taken place within the Service area, which will avoid annual 

rewriting of procedures which do not change much in the established environment. 

 

Management should encourage regular review of the current processes and where 

efficiencies can be achieved from streamlined approaches, these should be actioned. 

 

However any service improvements often require resources to be dedicated and during 

the Pandemic the Finance staff have been required to focus on more critical tasks.   

 

E-invoicing could deliver potential savings and with a clear project plan and dedicated 

team these should be a consideration for management to provide a modern and efficient 

service for customers. 

 

Comment from the Corporate Director Finance & Resources  

A welcome audit review providing a substantial assurance rating which gives me confidence in 

the Debtors function. The need to be more streamlined and to introduce more digital ways of 

working will ensure the continued efficacy of the service. 
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G2003 - Debtors 

 

5.0 Audit Findings & Recommendations 

5.1 Management – Achievement of the organisation’s strategic objectives 

5.1.1 Responsibility for processing Debtors is clearly defined within the Financial Procedures 

Rules as part of the Council’s Constitution. This is available to all Officers via the 

Council’s website. 

 

5.1.2 The Financial Services operational risk register includes a risk regarding the timely 

recovery of debts. The risk has been reviewed and updated recently in line with the 

Council’s Risk Management Policy. 

 

5.1.3 The Authorised signature list is used by officers to ensure that the correct authorisation is 

obtained and is reviewed and updated accordingly by Team Leader. 

 

5.1.4 The previous audit highlighted the need for key performance indicators to be introduced, 

and these have been actioned and are reported on a quarterly basis to the Corporate 

Policy & Performance team as part of the corporate reporting cycle. 

 

5.1.5 As part of the ongoing service, the analysis of the quarterly key performance indicators 

would provide evidence of which service areas continue to make alterations and/or 

cancellations to invoices on a regular basis and could provide some insight into possible 

training requirements. 

 

5.1.6 A detailed structure is in place within the Corporate Financial Services team, representing 

the current staffing. Relief support is provided for when the Debtors Administrator is 

absent from work. However, all the key tasks are not always actioned and can result in 

some backlog being created during busy periods of billing. Management may wish to 

consider the longer term structure of the debtors function, however it is worth noting that 

during the Pandemic and remote home working, the service and invoice billing continued 

without any reported issues. 

 

 

5.2 Regulatory – compliance with laws, regulations, policies, procedures and contracts 

5.2.1 There are procedures in place to process Debtors, which are updated as required. As the 

system has not changed significantly no changes have been made to the procedures 

manual. It was agreed that an annual review of the process would provide greater 

assurances that no significant changes had occurred in the service and it is advised that 

an annual review is documented within the procedure. 
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Recommendation 1 – To implement an Annual Review & Sign-off by Team Leader 

on Debtors process to provide assurances no significant changes have taken place 

within the service in the past year 

 

5.2.2 The service has introduced the issue of invoices electronically, partly as a response to the 

global pandemic (but will also serve to improve efficiency of the service). However, 

introduction of this service has been ad-hoc and not documented in procedures or fully 

communicated to relevant service departments. 

 

5.2.3 Implementation of a change in the way Council data is handled also requires a data 

protection impact assessment to be delivered in consultation with the Information 

Governance Manager. 

 

Recommendation 2 – A project plan should be devised to set out how the Council 

intends to develop the roll-out of electronic invoicing across Council Services, 

including completion of a Data Protection Impact Assessment. 

 

5.2.4 The recovery cycle is established in the Debtors Manual. This is reflected in the controls 

within the debtors IT system; the reminders and recovery letters are printed automatically 

at defined intervals. 

 

5.2.5 During the 2020 Covid pandemic Management took a decision with support from Joint 

Management Team to adopt a lighter touch recovery process for all debt collection and 

this had an impact on the recovery process not being fully automated.  

 

5.2.6 It is worth noting that the existing well-established recovery process was adaptable and 

with the experience of the Debtors Team the remote working did not impact this service.  

The Outstanding Debtors at Year-End were reported in line with previous financial years 

and no increase in Sundry Debtors was resultant from the lighter touch recovery 

approach. 

 

5.2.7 There is a clear separation of duties between officers able to raise debts and those 

responsible for receipt of cash payments. 

 

5.2.8 The Financial Procedure rules delegates responsibility for writing off bad debts to the 

Corporate Director Finance & Resources. The write-offs are reported quarterly to the 

Executive and Business and Transformation Scrutiny Panel. Testing concluded that these 

processes are properly followed.  
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5.2.9 Paper records were not inspected due to current home working and therefore limited 

testing could be undertaken. The team have however advised that the remote home 

working has required more electronic storage and that they envisage less paperwork 

records being retained going forward and will ensure that this practice is adopted when 

the office working is reinstated. 

 

Recommendation 3  – A thorough review should be undertaken of the paper files 

retained by the Debtors Team and ensure more electronic storage is adopted 

 

 

5.3 Information – reliability and integrity of financial and operational information 

5.3.1 Invoices are raised appropriately and detailed information is provided to the debtor. The 

invoices clearly show the payment due date. Appropriate information is provided to 

ensure debtors are aware of how to pay bills and the information required to ensure that 

the payment is matched correctly. 

 

5.3.2 The recovery procedures for Debtors sets out the responsibility for Service Managers to 

monitor the number of invoices raised within 14 days of the service provided. 

 

5.3.3 IT controls prevent employees from creating and printing invoices and then deleting them 

from the system. 

 

5.3.4 The Write-offs are authorised by the Corporate Director Finance & Resources and are 

then actioned within the Debtors system. A reconciliation is undertaken to ensure that the 

reported figures agree. A further reconciliation is undertaken within Finance to ensure the 

authorised write-offs agree with the actual figures in the general ledger. VAT is correctly 

accounted for with regards to write-offs the proposed information separated the net 

amount from the VAT. 

 

5.3.5 The operational tasks for Debtors are all clearly defined and these tasks are all carried 

out in a professional and accurate way. However, some streamlining of these processes 

should be considered within this service, as detailed excel spreadsheets and 

reconciliations are required to provide assurances which could be obtained directly from a 

modern, automated application. 

 

5.3.6 The current Debtors Service is fit for purpose, however some opportunities do exist to 

streamline and improve the processes. Management should encourage these streamlined 

processes and potential efficiencies to be considered and appropriate resources allocated 

to deliver these improvements to the service. 
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5.4 Security – Safeguarding of Assets 

5.4.1 The IT System has appropriate controls in place and there are varying access 

permissions levels dependant on the role of the employee and the functional need. The 

list of users is current, a list of leavers and new starters is sent to the system 

administrator monthly and is actioned promptly. Testing of these controls did not identify 

any issues with the current process. 

 

5.4.2 The existing financial software currently operational at the City Council is Civica (server 

based). Back-up and support for the Financial management system is carried out as part 

of the main Council IT support and automated back-up recovery process. 

 

5.4.3 However, any requests for Live to Test environment database copies would only be 

actioned upon request from the client / service department to IT and need to be 

scheduled and planned into existing workloads. These database copies would provide a 

safe environment for updates and any new process to be tested before making the 

changes to the Live environment. The last recorded Live to Test copy was actioned by IT 

in 2018. 

 

5.4.4 As the Debtors service continues to evolve, it is advised that more regular testing to back-

up system copies are maintained and utilised to ensure that full functionality of any new 

processes are reviewed and signed-off in a Test Environment before being full 

implemented into the Service. Ongoing reviews and service improvements should be 

encouraged at all times, however due to the recent Pandemic and remote home working, 

plans for any service enhancements had been put on hold. 

 

 

5.5 Value – effectiveness and efficiency of operations and programmes  

5.5.1 There are clear procedures for sending debts to the outside collection agency for 

recovery after internal processes have been exhausted.  As explained in 5.2.4 above this 

process was not tested as part of the Main Debtors Audit due to a lighter touch approach 

on Debt Recovery during the review period. 

 

5.5.2 Bad Debts are written off against a central code. If there is a technical accounting reason 

why the bad debt cannot be written off, such as Section 106 agreement, then the invoice 

will need to be cancelled and not written off.  The Corporate Director of Finance & 

Resources would consider any implications when reviewing the proposed write-off list. 
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Appendix A – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – To implement 

an Annual Review & Sign-off by 

Team Leader on Debtors process to 

provide assurances no significant 

changes have taken place within the 

service in the past year 

M Inaccurate/inefficient/in
appropriate debt 
recovery due to failure 
to adhere to agreed 
process 

Set up a reminder to review and 
sign off current procedure 
manual annually (as 
documented per 5.2.1). 

Financial 
Services 
Manager 

30 June 2021 

Recommendation 2 – A project plan 

should be devised to set out how 

the Council intends to develop the 

roll-out of electronic invoicing 

across Council Services, including 

completion of a Data Protection 

Impact Assessment. 

 

 

M 

Inefficient recovery of 
debt 
 
Reputational damage 
to council through 
continual late or 
inaccurate invoicing 

Include within the ledger 
development planning, in liaison 
with ICT. 

Financial 
Services 
Manager 

31 March 2022 

Recommendation 3  – A thorough 

review should be undertaken of the 

paper files retained by the Debtors 

Team and ensure more electronic 

storage is adopted 

M Breach of data 
protection legislation, 
resulting in fines and 
sanctions 

More use of e-records since 
March 2020 has taken place. 
Paper records will be dealt with 
following the return to office 
working. 

Financial 
Services 
Manager 

31 March 2022 
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Appendix B - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of 
internal control designed to 
achieve the system objectives 
and this minimises risk. 
 

The control framework tested are 
suitable and complete are being 
consistently applied. 
 
Recommendations made relate to 
minor improvements or tightening 
of embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  
 

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there 
are an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses 
in the system of internal control 
puts achievement of system 
objectives at risk. 
 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  
 

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited/None Fundamental weaknesses have 
been identified in the system of 
internal control resulting in the 
control environment being 
unacceptably weak and this 
exposes the system objectives to 
an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 
 
Control is generally weak/does not 
exist. 
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Appendix C 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations; 

high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – Economic Development – Major 

Funding (Governance) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD27/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the review of Economic Development – Major Funding (Governance). 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 An audit of Economic Development – Major Funding (Governance) was undertaken by 

Internal Audit in line with the agreed Internal Audit plan for 2020/21. The audit (Appendix 

A) provides reasonable assurances and includes 6 medium-graded recommendations. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Internal Audit Report – Economic 

Development – Major Funding 

(Governance) – Appendix A 
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Audit of Major Funding Streams 

Economic Development 

(Governance) 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 18th June 2021  

Director Draft Issued: 23rd June 2021 

Final Report Issued: 24th June 2021 
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Audit Report Distribution  

Client Lead: Regeneration Manager 

 

Chief Officer: Corporate Director (Economic Development) 

Chief Executive 

Others: Head of Planning Policy 

Project and Performance Manager 

Audit Committee: The Audit Committee, which is due to be held on 8th July 

2021 will receive a copy of this report. 

 
Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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C2002 – Major Funding Streams (Governance) 

 

1.0 Background 

1.1. This report summarises the findings from the audit of Major Funding Streams within 

Economic Development (Governance). This was an internal audit review included in the 

2020/21 risk-based audit plan agreed by the Audit Committee on 30th July 2020. 

 

1.1 Over £200m of funding has been secured for housing, economic development, and 

regeneration projects in Carlisle. The City Council are the Lead Authority for a number 

of these including St Cuthbert’s Garden Village, Future High Street Fund and Town Deal 

– the latter two of which have a cumulative value is over £30m. The City Council are 

now in the process of contracting with the MHCLG to deliver these projects and 

programmes. This will require the City Council to act as the Accountable Body and in 

the case of the Town Deal, support the business case appraisal process. The City 

Council is also delivering improvements to Carlisle Station and The Citadels as part of 

the wider £350m Borderlands Programme. Best practice arrangements for the 

Borderlands Programme, which is based at Northumberland County Council, are 

considered as part of this report. 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations, and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

Audit Scope and Limitations. 

2.3 The Client Lead for this review was the Regeneration Manager and the agreed scope 

was to provide independent assurance over management’s arrangements for ensuring 

effective governance, risk management and internal controls of the following risks: 

 

• Governance arrangements have not been fully developed for the future 

delivery of major regeneration work, including Future High Streets Fund, 

Town Deal Funding, and St Cuthbert’s Garden Village 

• Regeneration projects are not delivered in line with the Authority’s project 

management arrangements 

• Project delivery is not dynamic, leading to response time delays and slow 

delivery 

• Advice and guidance on best practice followed by partners delivering similar 

regeneration projects has not been sought 

• The Authority’s Departments are not working together in a unified project 

delivery process. 
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2.4 There were no instances whereby the audit work undertaken was impaired by the 

availability of information. 

3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix B for definitions). 

 

3.2 From the areas examined and tested as part of this audit review, we consider the 

current controls operating within Major Funding Streams (Governance) provide 

reasonable assurance.    

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix C. Audit recommendations arising from this audit review are summarised 

below: 

 

 

4.2 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix A. 

 

 

 

 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives achieved  (see section 5.1)  

- 4 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts (see section 5.2) 

- 1 

3. Information -  reliability and integrity of financial and 

operational information (see section 5.3 or N/A) 

 1 

4. Security - safeguarding of assets (N/A) - - 

5. Value – effectiveness and efficiency of operations and 

programmes (see section 5.4) 

- - 

Total Number of Recommendations - 6 
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4.3 Findings Summary (good practice / areas for improvement): 

An Economic Development Major Projects Group has been established to liaise with 

project leads, co-ordinate activity across the City Council, support corporate objectives, 

and manage funding as projects are moved into pre-delivery and delivery phases. The 

group meets monthly and minutes are documented. Formally agreeing the previous 

minutes, establishing documented terms of reference, further developing management 

information reporting, and tracking actions will further increase the likelihood of 

successful outcomes.  

 

A dedicated project management office has been agreed by SMT and will go to 

Executive for approval 5th July. It is in an advanced stage of development and will help 

to ensure that the necessary resources and skills are in place to manage major projects. 

Formal consideration of PMO staff cover at short notice will help to ensure continuation 

of service. 

 

Management are developing risk registers for all major projects. Finalisation of the 

registers with robust mitigating actions and regular review will reduce the likelihood of 

project risk escalation. 

 

A project management handbook is available to guide project development and delivery, 

although it requires further review and update to align with current best practice. 

 

The Council utilises a SharePoint repository for filing and easy access to major project 

documents, and further development of the site will increase the confidence of users. 

 

Management actively seek to learn from other high achieving organisations and embed 

best practice in processes and procedures. In doing so, care should be taken to ensure 

that duplication of information is minimised. 

 

To reduce the likelihood of decisions being deferred by non-constituted governance 

groups, consideration should be given to development of written procedures between 

meetings, which are then ratified and documented at the next available meeting. 

 

 

Comment from the Corporate Director (Economic Development): 

I welcome this report as it will provide assurances that the right processes are in place. 
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5.0 Audit Findings & Recommendations 

5.1 Management – Achievement of the organisation’s strategic objectives 

5.1.1 Standing agenda item 1, in the minutes of the first Economic Development Major Projects 

Group on 8th December 2020 is, ‘Purpose of the meeting/ roles and responsibilities. Under 

this agenda point, the minutes record that, ‘This was the first meeting for some time and 

would be an opportunity to liaise with project leads and co-ordinate activity across the City 

Council and support corporate objectives. The significant amount of investment coming our 

way needs managed as we move into pre-delivery and delivery phases’. Documented 

terms of reference will further clarify the specific purpose(s) of the group to members. As a 

starting point for drafting the terms of reference, it is advised that management consider 

the group’s delegated authority, and the decisions outside the day to day project 

management arrangements that they are brought together to make. Standing agenda items 

may then benefit from being aligned to those specific terms of reference. Including 

documented roles and responsibilities in the terms of reference will clarify to individual 

members why they have been asked to attend, and what they are invited to contribute. 

Review of the terms of reference at the start of each meeting may increase the likelihood 

that discussions and decision remain aligned to the group’s purpose. The Chair may wish 

to task a member of the group with ensuring that the discussions remain aligned.  

 

Recommendation 1 – Document terms of reference for the Economic Development 

Major Projects Group. 

 

5.1.2 Actions are assigned and recorded in the minutes of the Economic Development Major 

Projects Group. The minutes record that actions have been reviewed, but do not record 

individual outcomes. The likelihood of successful outcomes of actions assigned will be 

enhanced by creating and maintaining an action tracker for the group, and it is advised that 

management consider the following headings: 

• Action assigned 

• Person action assigned to 

• Date assigned 

• Date due 

• Priority 

• Status: complete/ in progress/ overdue etc 

 

Responsibility should then be assigned to monitor, record, and track each action raised by 

the Group through to completion. 

 

Recommendation 2 – Outcome of individual group actions to be recorded. 
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5.1.3 The minutes of the Major Projects Economic Development Group record that the minutes 

of the previous meeting have been ‘noted’. To further enhance the transparency of the 

discussions and decisions that took place, it is advised that minutes record that all group 

members present at the previous meeting have read the previous minutes (specify the 

date) and agree the content as accurate.  

 

5.1.4 A dedicated Economic Development Project Management Office (PMO) has been agreed 

by SMT and will go to Executive for approval 5th July. The proposal includes the use of 

Microsoft Project online and Power BI reporting tool to improve the efficiency and 

effectiveness of project management administration. Documented continuation of service 

arrangements should be formally considered and documented for the PMO, including 

provision for how software training/ expertise will be shared amongst users, with alternative 

staff available to administer projects using Microsoft Project online at short notice. Due to 

the specialist nature of the work, it is also advised that management consider a dedicated 

resource for writing Power BI reports. Other services have also expressed the need for a 

Power BI report writer and management should consider if a dedicated resource that can 

work across services, will add organisational value. 

 

Recommendation 3 – Review PMO continuation of service arrangements.  

 

5.1.5 The project update report for SMT is also regularly provided to members of the Economic 

Development Major Project Group. The report details the following: ‘Update providing SMT 

with high level overview of Economic Development programme and the status of key 

projects.  The challenges, opportunities, risk and options are presented to inform SMT and 

highlight areas for their consideration, to address any issues, advise on crucial decisions 

taken and identify support required to ensure projects progress as required in order to meet 

key milestones.’ 

The report provides useful information for the group, although it is advised that when terms 

of reference have been agreed (see rec 1), management consider developing specific 

management information reporting that further aligns to the group’s documented purpose. 

A new highlight report has been developed for the SMT. Management indicated that it was 

well received and will be taken forward as part of the reporting to the Economic 

Development Major Project Group (see rec. 2,). 

 

5.1.6 The Economic Development directorate operates an Economic Development/ Major 

Projects risk register. Audit were informed that the register is considered regularly by the 

Departmental Management Team and the Economic Development Major Projects Group 

(although the minutes of the Group do not always articulate this clearly). Audit were also 

informed that operational risk registers are under development for all major projects, but 

not yet fully drafted and subject to regular review/ update. 
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5.1.7 It is advised that all project risks are included in their individual risk registers rather than a 

separate overarching register. Individual project risk registers should then be subject to 

regular review and update at the Economic Development Major Projects group, with 

escalating risks highlighted to more senior groups. 

Audit found that for fully drafted project risk registers, the wording of mitigating actions could 

be further developed to align directly with the risk. For example, the following risk is 

detailed, ‘Cost escalation – Programme becomes less viable, produces lower value for 

money, places strain on council budget’. The mitigating action is, ‘The project has been 

fully costed including between 10% and 15% contingency. The Council would be 

responsible for cost overrun’. Consideration should be given to rewording the mitigating 

action to demonstrate how overspend will be regularly monitored and overspend escalated 

in a timely manner so corrective action can be taken. Costing of the project is good practice, 

but regular monitoring and escalation will mitigate the risk. For all risks, the mitigating 

actions should consider what future event(s) are in place to manage, monitor and take 

informed decisions on risk escalation. 

It is also advised that when drafting project risk registers, only key risks that have a major 

impact on project progression are recorded, helping to keep the risk assessment process 

manageable and ensuring quality over quantity. 

 

Recommendation 4 – Finalise risk registers for all major projects with regular 

documented review and update. 

 

 

5.2 Regulatory – compliance with laws, regulations, policies, procedures and contracts 

5.2.1 Service guidance for Authority projects is detailed in a project managers handbook, last 

updated in December 2017. Audit found that for major projects, the project management 

process and documentation is led by the requirements of the specific grant funding 

application, rather than the process detailed in the project management handbook. The 

project management handbook process is more aligned to internally funded projects. 

Consequently, Audit were not able to ascertain that major projects wholly follow the project 

management guidance, but this reflects the requirement to review and update the guidance 

in line with current practice. 

When the project management guidance is updated, management may wish to consider 

drafting it as a best practice guide, moving away from a requirement to complete prescribed 

documents and proformas, reflecting that there are different grant funding requirements 

and more than one method to reach a desired outcome. An addendum to the project 

management handbook can then reflect how best practice will be applied to individual 

projects to reach those desired outcomes. Responsibility for ensuring that best practice as 

detailed in the handbook is being followed, should be assigned and compliance reviewed.  
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Management may wish to consider the Borderlands Inclusive Growth Deal Programme 

Handbook as best practice, and it is currently being drafted with the following content: 

 

• Purpose of the document 

• Borderlands overview 

• Strategic context (benefits of the project) 

• Roles and responsibilities (including project management office, accountable 

bodies, and partner organisations) 

• Governance and compliance (including governance structures, audit, scrutiny, 

freedom of information and General Data Protection Regulation 

• Transparency (decision making process) 

• Delivering the deal (including programme management process, approvals process, 

contracting, project initiation visit, monitoring, inspections, evaluation, audit, change 

control, funding recovery, annual report, communications and branding, risk 

management and monitoring and evaluation. 

 

The above should be considered in the context of the specific requirements of the 

Borderlands Programme, and their unique funding arrangements. The City Council’s 

project management handbook will apply across several major projects.  

 

Recommendation 5 – Review and update the project management handbook.  

 

 

5.3 Information – reliability and integrity of financial and operational information 

5.3.1 The Council utilises a SharePoint repository for filing and easy access to major project 

documents, although further work is required to ensure content is wholly current and 

complete for all major projects. Effective update and maintenance of the repository will 

enhance the confidence of users, increase visits to the site, and reduce the need to circulate 

documents via email. 

As a starting point, management may wish to review which key project documents should 

be held on the site, the purpose they each serve in the project process, how and when they 

will be used, and who will require input and access. In addition to completed key major 

project documents and proformas, consideration should be given to including governance 

structure diagrams, agendas, minutes, reports, risk registers, action, and human resource 

planners. 

Documented service guidance will clarify the documents to be filed, along with allocation 

of responsibility for site maintenance and management update/ reporting on completeness. 

Statistics on the use of the SharePoint repository are readily available to users including 

number of unique viewers and site visits in the last week. This is a useful tool for measuring 

the effectiveness of the repository as improvements are made. 
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For the Borderlands partnership, a decision was taken that key documents (business case, 

grant determination, minutes of approval meeting) will be held by the accountable body 

(Northumberland County Council) on a shared access site, because the accountable body 

will outlast the partnership. There are two people that deal with this, one at the accountable 

body and an identified lead within the PMO. It was suggested that best practice would be 

to have one person responsible for the process. 

 

Recommendation 6 – Review the use of SharePoint Repository 

 

5.3.2 The Borderlands approach to ensuring that there is a unified delivery process is heavily 

focussed on circulating forward plans so that when additional support is needed everybody 

knows what is happening, what the deadlines are and what needs to go to the Partnership 

Board. The Borderlands PMO is developing service level agreements with relevant services 

so it is clear what the written responsibilities are for providing support, for example 

communications planning and democratic services. Forward planning at Borderlands is 

currently based mainly around email, with regular meetings between the PMO and Lead 

Officers, Chief Officers and Accountable Bodies. 

 

5.3.3 Management informed Audit that there is a Joint Member Working Group where County 

Council and City Council Members get together to discuss major projects and ensure that 

thinking is aligned. Business is taken to this group in advance of other Board meetings such 

as Town Deal, St Cuthbert’s Garden Village etc, and it acts as an informal sounding board. 

Minutes are recorded, but there is no formal requirement to do so because it is not a 

constituted meeting. 

 

5.3.4 For the Borderlands programme, only certain governance group minutes are documented 

and freely available to the public. The dividing line for Borderlands is where a decision is 

going to be taken to the Partnership Board or Economic Forum. Although documented, 

everything discussed in governance groups up until this stage is classed as a 

recommendation and therefore not made available to the public. Subject to certain caveats 

though, this information is available through freedom of information request to the authority.  

 

5.3.5 Audit were provided with a future high street fund implementation plan which uses a best 

practice proforma originating from the Borderland’s programme. There may be some 

duplication of information between the future high street fund implementation plan and 

other key documents such as the business plan. The Borderlands PMO are aware that their 

document includes a level of duplication but are required to complete the plan in a specified 

format for deal sign off by government. It is advised that if Borderland’s proformas are used 

for major projects at Carlisle City Council, the content is assessed on its own merit, adds 

value to the project and avoids unnecessary duplication. 
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5.4 Value – effectiveness and efficiency of operations and programmes  

5.4.1 The Borderlands programme uses three supporting documents for their performance 

report: a progress tracker, delivery milestones and financial spend. The role of their PMO 

office is neutral and part of their remit is to examine evidence provided by project 

management that performance reported is accurate. To further increase the robust 

reporting arrangements already in place at Carlisle City Council, management may wish to 

consider assigning responsibility to the PMO office to corroborate project delivery status 

reported against key milestones, prior to governance group circulation. 

 

5.4.2 Management informed Audit that further information is sometimes requested by Non-

constituted governance groups, deferring major project decisions to subsequent meetings. 

Borderlands use a system of ‘written procedures’ if a decision is required by the Partnership 

Board between meetings via email, with the outcome documented and ratified at the next 

board meeting. A short report is sent, with an accompanying brief template recording the 

fact that the Leaders and Forum Chair have agreed to the recommendations as set out in 

the report. It states that ‘The Board is recommended to make the following decisions’, 

including the reason why the decision needs to be made quickly rather than waiting to the 

next board meeting. The response from Board members would include ‘approve’ or ‘not 

approve’ or ‘agree that the decision cannot be taken as a written procedure’. If any member 

of the Board does not agree, then the decision is deferred to the next meeting. 

Consideration should also be given to using the Economic Development Major Project 

Group to scope out the necessary information in advance of senior governance groups 

taking major project decisions, reducing the likelihood of deferral. For constituted 

governance groups, it is advised that management liaise with the Democratic Services 

Officer in the first instance to consider if any improvements that can be made to timeliness 

of the decision-making cycle. 

 

Page 101 of 332



C2002 – Major Funding Streams (Governance) 

 

Appendix A – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – Document 

terms of reference for the 

Economic Development Major 

Projects Group. 

 

M Lack of group focus 
leading to inefficient use of 
time and duplication of 
workload. 

Document specific terms of 
reference for the group. 

Regeneration 
Manager/ 
Project and 
Performance 
Manager 

30/06/21 

Recommendation 2 – Outcome 

of individual group actions to be 

recorded. 

 

M Actions are not completed 
in a timely manner. 

Establish an action tracker 
which is subject to regular 
review and update. 

Regeneration 
Manager/ 
Project and 
Performance 
Manager 

30/06/21 

Recommendation 3 – Review 

PMO continuation of service 

arrangements.  

 

M Project administration 
process delays. 

Formal consideration of robust 
contingency arrangements for 
PMO, to include: 
 
Shared project management 
software training across PMO 
 
 

Corporate 
Director 
(Economic 
Development
) 

31/07/21 

Recommendation 4 – Finalise 

risk registers for all major 

projects with regular 

documented review and update. 

 

M Project risks escalate and 
management unaware. 

Finalise project risk registers 
then subject to regular review 
and update. 

Regeneration 
Manager/ 
Head of 
Planning 
Policy 

31/07/21 

  

Page 102 of 332



C2002 – Major Funding Streams (Governance) 

 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 5 – Review 

and update the project 

management handbook. 

M Projects do not follow best 
practice or achieve positive 
outcomes. 

Review and update the project 
management handbook.  

Project and 
Performance 
Manager in 
consultation 
with project 
managers. 

31/12/21 

Recommendation 6 – Review 

the use of SharePoint 

Repository. 

 

M Project decisions delayed 
through availability of 
project documentation. 

Review use of SharePoint 
repository. 
 
Assign responsibility for 
management of repository. 
 
Regularly update major projects 
group on missing content. 

Project and 
Performance 
Manager in 
consultation 
with service 
managers 

31/07/21 
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Appendix B - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of 
internal control designed to 
achieve the system objectives 
and this minimises risk. 
 

The control framework tested are 
suitable and complete are being 
consistently applied. 
 
Recommendations made relate to 
minor improvements or tightening 
of embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  
 

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there 
are an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses 
in the system of internal control 
puts achievement of system 
objectives at risk. 
 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  
 

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited/None Fundamental weaknesses have 
been identified in the system of 
internal control resulting in the 
control environment being 
unacceptably weak and this 
exposes the system objectives to 
an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 
 
Control is generally weak/does not 
exist. 
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Appendix C 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations; 

high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
 

Page 105 of 332



 

Page 106 of 332



Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – Homeless Accommodation (Part 2) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD21/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the review of Homeless Accommodation. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 An initial review of Homeless Accommodation was undertaken in March 2020. However, 

due to the emerging global pandemic certain elements of audit testing could not be 

undertaken. A second audit to complete testing was undertaken by Internal Audit in line 

with the agreed Internal Audit plan for 2020/21. The audit (Appendix A) provides 

reasonable assurances and includes 4 medium-graded recommendations. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Internal Audit Report – Homeless 

Accommodation (Part 2) – 

Appendix A 
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Draft Report Issued: 27th April 2021  

Director Draft Issued: 7th May 2021 

Final Report Issued: 19th May 2021 
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Audit Report Distribution  

Client Lead: Homeless Accommodation Manager 

Homeless Prevention and Accommodation Manager 

 

Chief Officer: Corporate Director of Governance and Regulatory 

Services 

Chief Executive 

Others: Homeless Accommodation Assistant Manager 

Information Governance Manager 

Audit Committee: The Audit Committee, which is due to be held on 8th July 

will receive a copy of this report. 

 
Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from the audit of Homeless Accommodation (Part2). 

This was an internal audit review included in the 2020/21 risk-based audit plan agreed 

by the Audit Committee on 30th July 2020. 

 

1.2. Carlisle City Council directly owns and manages 50 units of direct access community 

based supported emergency accommodation for single homeless and families to whom 

we owe a statutory responsibility to accommodate in line with the Housing Act 1996 

(Part VII Homelessness) amended by the Homelessness Act 2002, and the 

Homelessness Reduction Act 2017. 

 

1.3. The accommodation schemes are staffed 24 hours a day and provide responsive out of 

hours homelessness services to anyone who is or at risk of homelessness within the 

District. Emergency placements are available for priority homeless cases to ensure that 

the service always offers responsive flexible safe provision for vulnerable people; and 

actively seeks to assist people to secure alternative permanent accommodation options 

appropriate to their individual needs. 

 

1.4. Management make an informed decision if and where the Council can house an 

applicant through consideration of room availability, previous stay history and the 

applicant’s personal circumstances. 

 

1.5. This review is a continuation of the previous audit in May 2020 when some of the testing 

could not be finalised due to the pandemic outbreak.  

 

1.6. Following the global pandemic outbreak, Management have faced significant challenges 

to ensure continuation of service and have adapted their working practices to 

accommodate social distancing arrangements, for the safety of both staff and residents.   

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

Audit Scope and Limitations. 

2.3 The Client Lead for this review was the Homeless Accommodation Manager and the 

Homeless Prevention and Accommodation Manager, and the agreed scope was to 

provide independent assurance over management’s arrangements for ensuring 

effective governance, risk management and internal controls of the following risks: 
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• Failure to achieve business objectives due to insufficient governance. 

• Loss or breach of information / fines and sanctions / reputational damage due to 

failure to securely process, retain, share and dispose of records and 

information. 

• Failure to effectively manage risks resulting in inadequate safeguarding 
arrangements and staff and service users being put at risk. 

• Failure to meet statutory obligations resulting from the introduction of the 
Homelessness Reduction Act 2017. 

 

2.4 There were no instances whereby the audit work undertaken was impaired by the 

availability of information.  

3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix B for definitions). 

 

3.2 From the areas examined and tested as part of this audit review, we consider the 

current controls operating within Homeless Accommodation (Part 2) provide 

reasonable assurance.    

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix C. Audit recommendations arising from this audit review are summarised 

below: 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives achieved  (see section 5.1) 

- 1 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts (see section 5.2) 

- 3 

3. Information -  reliability and integrity of financial and 

operational information (see section 5.3) 

- - 

4. Security - safeguarding of assets (see section 5.4) - - 

5. Value – effectiveness and efficiency of operations and 

programmes (see section 5.5) 

- - 

Total Number of Recommendations - 4 
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4.2 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix A. 

 

4.3 Findings Summary (good practice / areas for improvement): 

The Homelessness Prevention and Accommodation Service has continued to provide a 

vital front-line service under challenging circumstances throughout the pandemic. 

Management have adapted their policies, procedures, and processes to minimise the 

risk of COVID infection to all, whilst taking care of vulnerable residents in need. 

The service staffing structure is up to date, and job descriptions accurately reflect staff 

roles. 

Personal information is retained and disposed of in line with the Corporate Records 

Management Policy, and fair processing notices are displayed throughout the schemes. 

Clear, up to date on-line staff rotas are in place, with two bank staff covering absence 

of permanent staff. 

Occupancy is managed effectively for both main sites and the dispersed properties. 

Staff training records are maintained, demonstrating continuous professional 

development. 

Resident paper records are held in locked cabinets within a staff only access area and 

a clear desk policy is operating effectively. Access to electronic files is restricted and 

key documents are password protected. 

Residents are assisted with Housing Benefit applications, minimising personal liability 

for accommodation costs. 

For the protection of staff at both schemes when dealing with sometimes volatile and 

unpredictable residents, CCTV is in operation and working effectively. 

Residents are contacted twice daily to verify their safety, and this is recorded. 

There is a comprehensive service guidance in place and staff are kept informed on 

current developments through regular meetings and discussion, although this is not 

regularly documented through formal supervision. 

There are comprehensive arrival and departure processes in place. Relevant guidance 

and forms would benefit from review to accurately reflect current practice. 

Management record all third-party requests for personal information such as CCTV 

footage to assist police investigations. Completion, authorisation, and retention of all 

third-party information request forms will further verify management agreement for the 

information release. 

Current practice is for management to hold daily case conversations with staff, rather 

than formal case reviews. This is not wholly in line with service guidance, although 

management have indicated they are now flagging up more issues than they were 

previously. 

 

 

 

 

Page 113 of 332



E2004 – Homeless Accommodation 

 

Comment from the Corporate Director of Governance and Regulatory Services: 

Thank you to the Audit Team for the audit and recommendations which have been agreed.  I 

would like to publicly commend the Homelessness Manager and her team for continuing to 

deliver a vital service during the pressured time of the pandemic.  This placed enormous strain 

on our resources and by that I mean our staff.  They have done a fantastic job in addition to 

undergoing the audit process at the same time. 
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5.0 Audit Findings & Recommendations 

5.1 Management – Achievement of the organisation’s strategic objectives 

5.1.1 The staffing structure is up to date, and job descriptions accurately reflect staff roles. 

 

5.1.2 There is a comprehensive ‘Information, Policies, Procedures & Health & Safety Guidance 

for Operational Staff’ (service guidance) document in place. Staff are aware of the 

document and it is available in both hard copy and electronic formats. 

 

5.1.3 Management hold a regular weekly team meeting, keeping staff informed of current 

developments and training opportunities. Staff also indicated that management are always 

available to discuss matters arising, offering advice and guidance when required. Although 

there is regular discussion and meetings between Management and staff, action focussed 

supervision every 6 – 8 weeks is not formally documented in line with service guidance. 

 

Recommendation 1 – Management to formally record supervision meetings with all 

staff every 6 – 8 weeks in line with service guidance. 

 

 

5.2 Regulatory – compliance with laws, regulations, policies, procedures and contracts 

5.2.1 A retention schedule and disposal log for both paper and electronic documents is in place 

and regularly maintained, demonstrating service compliance with the Corporate Records 

Management Policy. 

 

5.2.2 Service guidance details that Fair processing notices should be displayed throughout the 

accommodation schemes. The notice explains to residents how Carlisle City Council will 

store and process their personal data. A copy of the notice is displayed in the general area 

of both schemes, and in residents’ rooms. 

 

5.2.3 There is a comprehensive arrival procedure for new residents. Service guidance details 

that, ‘all relevant documentation should be completed in full, including signing and dating 

as per the arrival check list.’ Management informed Audit that there is limited availability of 

completed check lists because they are used only as a prompt to carry out the checks and 

are destroyed when the residents leave the scheme. Individual tasks on the arrival check 

lists are initialled by staff when completed, and other key notes are recorded on the list, 

although the form is not always wholly completed. 
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5.2.4 When a resident exits the scheme, a similar departure procedure is followed, using a 

departure check list. It could not be wholly demonstrated that the departure check list is 

regularly completed, verifying to management that all requirements detailed in the staff 

guidance have been completed. 

 

Recommendation 2 – Amendment of service guidance and forms to reflect current 

practice, and document how completion of future arrival and departure checks will 

be verified. 

 

5.2.5 Service guidance details that third-party request forms must be completed by any agency 

that wishes to obtain personal information held, including Police requests for CCTV 

footage. Management document all third-party requests for information, detailing the 

requester name, date, reason for the request, and if information was provided. There were 

some examples where third-party request forms were not wholly completed and authorised 

by management or staff with delegated authority. 

 

Recommendation 3 – Forms to be completed and retained for all third-party 

information requests. 

 

5.2.6 Service guidance details that premises health and safety inspections and monitoring, 

includes a weekly room check ensuring that any potential risk of harm is minimised. Staff 

are required to complete, sign, date and initial a document to demonstrate that every room 

has been checked for fire sensors, tidiness, cleanliness, and damage. Management 

informed Audit that due to the global pandemic and social distancing requirements to 

protect both staff and clients, this had not taken place at the required frequency, although 

it is now being reinstated. Daily premises and repairs checks are carried out, although it 

could not be demonstrated that the results are regularly recorded and retained. To minimise 

any potential risk of harm and maximise safety to all within the scheme, it is advised that 

key risks (such as fire sensor checks) are identified and regularly checked, with the 

outcome recorded and retained.  

 

5.2.7 Service guidance details that case reviews are carried out every six weeks by senior staff 

to monitor quality and used to inform service development and strategic planning. Full case 

review audits are required to be carried out by an independent reviewing officer / manager 

who is independent, to monitor and improve quality every 6-8 weeks. Management 

informed Audit that due to the global pandemic and the pressure for bed space, rather than 

doing formal case reviews, management have had daily conversations about cases and 

finding that staff are flagging up more issues than before. Management have found it 

challenging to adapt the review form to all cases, due to the different complexities of the 

cases. 
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Recommendation 4 – Management to review service guidance requirement to record 

case reviews. 

 

5.3 Information – reliability and integrity of financial and operational information 

5.3.1 A delegation of authority for Homeless Accommodation Services is in place and has been 

recently updated during the audit (March 2021) and authorised by management. The 

document delegates authority to named staff and identifies processes they can authorise 

on behalf of management. 

 

5.3.2 Clear, up to date on-line rotas are provided to staff. Management informed Audit that there 

are two bank staff. This number is kept intentionally low, adding value to the service through 

regular shift availability, and providing a variety of experience. 

 

5.3.3 A handover meeting is carried out at the end of a shift with a handover record form 

completed. Service guidance details that staff document on the handover form the disposal 

of any medication left by ex-residents. Although discussions take place during staff 

handovers and the handover record documented, the record is not always wholly 

completed, verifying that all key information has been passed on. Management informed 

Audit that completion of the handover record is not a key activity and that priority may be 

given to other events that may be occurring. To ensure there is a record of all key 

information passed on, it is advised that the handover record form is completed in full on a 

consistent basis. 

 

5.3.4 Daily welfare checks are carried out on each resident and recorded, verifying that they are 

safe, and not absent for more than three continuous days for housing benefit claim 

purposes.  

 

5.3.5 Efficient management of occupancy for both main sites and the dispersed properties is 

demonstrated through documented occupancy monitoring spreadsheets. 

 

5.3.6 Staff training records are documented, demonstrating continuous professional 

development. 

 

5.4 Security – Safeguarding of Assets 

5.4.1 Resident paper records are held in locked cabinets within a staff only access area. The 

keys to the locked cabinets are stored in an unlocked key cabinet within the staff area. To 

further increase the security access arrangements already in place, management may wish 

to consider using a pin access wall safe to hold keys. Should a resident or anyone else 
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gain unauthorised access to the staff area, this would help prevent easy access to the 

locked cabinets, and/or safe. 

 

5.4.2 Management operate a clear desk policy which was observed as working effectively. 

 

5.4.3 Access to electronic files is restricted and key documents are password protected. 

 

 

5.5 Value – effectiveness and efficiency of operations and programmes  

 

5.5.1 Homeless Advice Accommodation Officers advise and assist residents on Housing Benefit 

applications, minimising personal liability for accommodation costs.  

 

5.5.2 Robust rental income monitoring is in place, demonstrating that residents are held 

accountable for all costs incurred under their licence agreement. 

 

5.5.3 For the protection of staff at both schemes dealing with sometimes volatile and 

unpredictable residents, CCTV cameras are located throughout the buildings, recording 24 

hours a day, and can be viewed remotely at either scheme. A copy of the corporate 

surveillance policy and procedures is held with other relevant CCTV documentation at both 

schemes. 
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Appendix A – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – 

Management to formally record 

supervision meetings with all 

staff every 6 – 8 weeks in line 

with service guidance. 

 

M Lack of documentary 
evidence to demonstrate 
that staff are fully 
supported in their role. 
 

Structured, scheduled 1:1 
sessions to be diarised and 
documented using formal 
template. 

HAM / AHAM Immediately 

Recommendation 2 – 

Amendment of service guidance 

and forms to reflect current 

practice, and document how 

completion of future arrival and 

departure checks will be 

verified. 

 

M Key checks documented in 
service guidance are not 
carried out and 
management may be 
unaware. 

Review service guidance and 
forms; ensure that file check 
systems ensure this is verified. 

HAM / AHAM Immediately 

Recommendation 3 – Forms to 

be completed and retained for 

all third-party information 

requests. 

 

M Management cannot fully 
demonstrate authorised 
release of personal 
information to third parties. 

Raise with staff in team 
meetings and add as regular 
agenda item. 
 
Amend current request form to 
include management decision 
and sign off. Establish 
management monitoring 
system.  

HAM / AHAM To update new 
recording system 
from 01 April 21 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 4 – 

Management to review service 

guidance requirement to record 

case reviews. 

M Quality of case 
management and resident 
welfare is not formally 
verified by Senior staff. 
 

 

Simplify recording template and 
monitoring systems, and review 
service guidance. 

AHAM / 
HPASM 

Immediately 
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Appendix B - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of 
internal control designed to 
achieve the system objectives 
and this minimises risk. 
 

The control framework tested are 
suitable and complete are being 
consistently applied. 
 
Recommendations made relate to 
minor improvements or tightening 
of embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  
 

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there 
are an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses 
in the system of internal control 
puts achievement of system 
objectives at risk. 
 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  
 

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited/None Fundamental weaknesses have 
been identified in the system of 
internal control resulting in the 
control environment being 
unacceptably weak and this 
exposes the system objectives to 
an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 
 
Control is generally weak/does not 
exist. 
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Appendix C 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations; 

high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report - Payroll 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD19/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the main financial system review of Payroll. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 A main financial system audit of Payroll was undertaken by Internal Audit in line with the 

agreed Internal Audit plan for 2020/21. The audit (Appendix A) provides reasonable 

assurances and includes 7 medium-graded recommendations. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Internal Audit Report – Payroll – 

Appendix A 
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Audit of Payroll 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 26th March 2021  

Director Draft Issued: 19th April 2021 

Final Report Issued: 20th April 2021 
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Audit Report Distribution  

Client Lead: Payroll and ITrent Supervisor 

 

Chief Officer: Corporate Director Finance and Resources 

Deputy Chief Executive 

Chief Executive 

Others: Payroll Advisor 

Information Governance Manager 

Audit Committee: The Audit Committee, which is due to be held on 8th 

July will receive a copy of this report. 

 
Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from the audit of Payroll. This was an internal audit 

review included in the 2020/21 risk-based audit plan agreed by the Audit Committee on 

30th July 2020. 

1.2 Staff costs are the largest item of expenditure for most Council services. It is therefore 

important that payments are accurate, timely, made only where they are due for services 

to the Council and that payments accord with individuals’ conditions of employment. It 

is also important that all payments are accurately and completely recorded and 

accounted for. In doing so the Payroll service must analyse and implement legislative 

changes insofar as they affect local government workforce including all in relation to HM 

Revenue and Customs, the Pensions Regulator, and Local Government Pension 

Scheme. 

1.3 In November 2020 the HR & Payroll Service transferred from the Finance & Resources 

Directorate to Community Services as part of a wider restructure of Council services. 

 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

Audit Scope and Limitations. 

2.3 The Client Lead for this review was Payroll and ITrent Supervisor and the agreed scope 

was to provide independent assurance over management’s arrangements for ensuring 

effective governance, risk management and internal controls of the following risks: 

 

• Failure to achieve business objectives due to insufficient governance. 

• Lack of checks and controls, resulting in incorrect payroll processing. 

• Systems controls are not adequate and unauthorised access is gained (including 

fraudulent records) and/ or payroll is not run successfully. 

• Fines and reputational damage due to inappropriate access or release of 

confidential data. 

 

2.4 There were no instances whereby the audit work undertaken was impaired by the 

availability of information. 
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3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix B for definitions). 

 

3.2 From the areas examined and tested as part of this audit review, we consider the 

current controls operating within Payroll provide reasonable assurance.    

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix C. Audit recommendations arising from this audit review are summarised 

below: 

 

 

4.2 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix A. 

 

 

 

 

 

 

 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives achieved  (see section 5.1)  

- 4 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts (see section 5.2) 

- 2 

3. Information -  reliability and integrity of financial and 

operational information (see section 5.3) 

- - 

4. Security - safeguarding of assets (see section 5.4) - - 

5. Value – effectiveness and efficiency of operations and 

programmes (see section 5.5) 

- 1 

Total Number of Recommendations - 7 
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4.3 Findings Summary (good practice / areas for improvement): 

A good system of processes and checks are in place to deliver the monthly payroll for 

the Authority and nine Community Centres.  

Payroll is part of the wider HR and payroll service with two specialist staff in place. The 

absence of a Head of Service (recruitment in progress) has impacted on some of the 

managerial activities undertaken, such as regular review of the operational risk register, 

and completion of the 2021/22 service plan. 

Payroll delivery is critical to the Authority, works on a strict timetable, and the service 

would benefit from further planning for continuity of service, should either of the two key 

staff be absent at short notice. 

Review of documented procedures for further alignment to the requirements of the 

financial regulations would enhance both transparency and business continuity. 

 

Comment from the Deputy Chief Executive: 

The recruitment of an interim Head of Service for HR and Payroll will assist with the adoption 

and completion of these seven recommendations. The 2021/22 Service Plan will also focus on 

the business continuity and organisational resilience aspects of this review. 
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5.0 Audit Findings & Recommendations 

5.1 Management – Achievement of the organisation’s strategic objectives 

5.1.1 The Payroll Team structure is in place and supported by current job descriptions which 

have been regularly reviewed. 

 

5.1.2 The Authority’s financial regulations detail the overarching requirements of the Payroll 

Service. There are some key documented procedure notes in place that align to the 

financial regulations. The service would benefit from a thorough review of all the 

requirements of the financial procedures relating to payroll, ensuring that documented 

procedures interpret all requirements and detail how the service maintains compliancy. For 

example, how the service is kept updated on, and fully complies with taxation and national 

insurance regulations, and how it ensures proper authorisation procedures are in place for 

variations to pay. 

 

5.1.3 Procedure notes are written in a processing style and may benefit from review to ensure 

they will be fully understood if a new member of staff is brought in to run the payroll at short 

notice. There is a suite of wider policies, guidance documents and forms on the intranet, 

some of which would benefit from review ensuring that they remain current. 

 

Recommendation 1 – Review of staff procedure notes, and wider suite of policies, 

guidance documents and forms on the intranet to ensure alignment to financial 

regulations, clarity for new members of staff, and regular update. 

 

5.1.4 A payroll critical service recovery plan is in place, documented on the intranet and dated 

October 2018, in line with other services. The plan would benefit from further development 

to demonstrate that all key disaster scenarios have been considered, and there are 

comprehensive, fully tested, and documented planning arrangements in place that will be 

actioned effectively in an emergency. For example, the documented recovery action for 

‘loss of staff’, details, ‘use other staff, reduce customer service levels’. Further 

documentation would help to clarify who the other staff are, whether they are technically 

skilled in payroll services, internal or external to the Authority, and if there are clearly 

documented procedures in place for them to follow. 

 

Recommendation 2 – Review the critical service recovery arrangements to ensure 

that there are fully tested and documented planning arrangements in place for all 

key scenarios, that can be actioned at short notice. 
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5.1.5 Documented monthly payroll checklists are in place, one for the four Carlisle payrolls and 

one for the nine Community Centres. Both check lists were provided for February 2021. 

The Carlisle checklist was signed and dated by the staff member that carried out the 

processes, but the Community Centre checklist was not.  

 

Recommendation 3 – A consistent approach should be adopted to verify that all 

activities on both payroll checklists are completed. 

 

5.1.6 There is a salary timetable in place for 2021/22 which is accessible to all staff on the 

intranet. 

 

5.1.7 The payroll staff work closely together and regularly communicate on payroll matters. The 

wider HR & Payroll team hold an informal meeting to catch up on staff movements and 

other changes in staff circumstances. Payroll staff do not have regular appraisals to assess 

performance and review training requirements. Internal Audit are planning to work with 

Organisational Development to ensure appropriate action is taken corporately to ensure 

appraisals are both complete and timely. 

 

5.1.8 The corporate service planning cycle did not take place in 2020/21 following the first 

COVID-19 lock down in March 2020. The last available service plan for HR & Payroll was 

for 2019/20. Management have informed Audit that the 2021/22 HR and Payroll Service 

Plan will be progressed when recruitment for a new HR Manager is concluded. 

 

5.1.9 There are two risks detailed in the HR & Payroll Operational risk register relating directly to 

the Payroll Service. The risks are not subject to regular review by payroll staff in line with 

the risk management framework. The key risk of Payroll staff being absent at short notice 

is not considered in the operational risk register (this should also be considered in the 

response to recommendation 2). Assurance that mitigating actions are working correctly is 

not regularly sought, and they have not been fully tested. 

 

Recommendation 4 – Payroll operational risks to be reviewed on a quarterly basis in 

line with the risk management framework and include the key risk that staff may be 

absent at short notice. 

 

5.1.10 Regular financial monitoring is in place for HR & Payroll Services with no issues reported. 
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5.2 Regulatory – compliance with laws, regulations, policies, procedures and contracts 

5.2.1 The Authority runs payroll services for 9 local community centres. There are contracts in 

place for 8 of the 9 Community centres.  

 

Recommendation 5 – Contracts to be put in place for the provision of payroll 

services to all Community centres. 

 

5.2.2 HR & Payroll have a data retention log in place, in line with the corporate records 

management policy. The log details the length of time that classifications of data should be 

held, although this does not wholly align with the requirements of the financial regulations. 

The data retention log does not consider how the Authority complies with the data retention 

requirements of individual community centre contracts. There is a disposals log in place, 

but document disposals have not been made and the log has not been maintained. 

 

Recommendation 6 – Personal data to be retained and disposed of for the Authority 

and Community Centres in line with the corporate records management policy. 

 

 

5.3 Information – reliability and integrity of financial and operational information 

5.3.1 The standard errors and warnings report run monthly draws attention to potential payroll 

data errors in ITrent. As salaries have risen over time, and the parameters set have 

remained the same, the report regularly warns about high salaries unnecessarily. It is 

advised that the parameters are adjusted, reflecting current levels of pay. 

 

5.3.2 A high net pay report is collated and investigate monthly. 

 

5.3.3 Permanent new starters were found to be attached to payroll accurately. Claims for 

overtime, enhancement payments, and notification of casual employment forms were all 

found to be authorised by an appropriate manager, and then filed on the Payroll server for 

future reference. Four out of the five leaver forms randomly tested were found to be 

authorised by an appropriate manager, although verification of authorisation had not been 

retained for one of them. 
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5.4 Security – Safeguarding of Assets 

5.4.1 Payroll data is held off site on a pen drive for the purpose of business continuity. The data  

is encrypted and password protected. 

 

5.4.2 ITrent access rights are monitored appropriately and as a built-in control for the prevention 

of fraud, ITrent does not allow Payroll staff to adjust their own pay. 

 

5.4.3 For permanent staff there is segregation of duty between the HR pre-employment checks 

and the attachment of contracts to ITrent by payroll staff, increasing the safeguard against 

bogus employees. For casual staff, there is segregation of duty between the recruiting 

manager who carries out pre-employment checks, and Payroll staff.  

 

 

5.5 Value – effectiveness and efficiency of operations and programmes  

5.5.1 Payroll staff have completed the mandatory Data Protection and Cyber Security e-learning. 

 

5.5.2 There are some small historical differences with statutory and non-statutory deductions, 

between the payroll software, general ledger and bank that are unresolved. It is advised 

that these small differences are investigated, and arrangements put in place to ensure that 

they do not arise in the future. 

 

5.5.3 It is also advised that the development of further ITrent and Business Object reports is 

investigated with a view to improving the accuracy and efficiency of payroll data provided 

to finance for BACS payments and general ledger uploads. 

 

5.5.4 Changes in tax code notifications are regularly updated. 

 

5.5.5 MHR (ITrent providers) regularly notify the payroll service when there is a new upgrade 

available for ITrent, although not all releases are updated. 

 

Recommendation 7 – Management to keep a record of the availably of software 

releases and document the reasons if ITrent is not updated with a release. 

 

 

Page 133 of 332



G2005 - Payroll 

 

Appendix A – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – Review of 

staff procedure notes, and wider 

suite of policies, guidance 

documents and forms on the 

intranet to ensure alignment to 

financial regulations, clarity for 

new members of staff, and 

regular update. 

 

 

M Service cannot wholly 
demonstrate that they 
have interpreted and 
applied the financial 
regulations that relate to 
payroll. 
 
New staff are unclear on 
how to run payroll at short 
notice. 
 
Key forms and documents 
are not current. 

Ensure that there are clear 
procedure and guidance 
documents for payroll staff, that 
align to financial regulations. 
Ensure that documents and 
forms are updated on the 
intranet and dated so that all 
staff know they are 
using/viewing the most update 
version. 
 

HR Manager 
/Payroll &     
i-Trent  
Supervisor 

31/03/22 

Recommendation 2 – Review 

the critical service recovery 

arrangements to ensure that 

there are fully tested and 

documented planning 

arrangements in place for all key 

scenarios, that can be actioned 

at short notice. 

 

M Payroll unable to be run. 
Comprehensive planning 
not in place for alternative 
arrangements. 

Review the critical service 
recovery arrangements and 
agree on a plan and ensure it is 
documented. 

Deputy TC & 
CE / 
HR Manager 
/Payroll &     
i-Trent  
Supervisor 

31/12/21 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 3 – A 

consistent approach should be 

adopted to verify that all 

activities on both payroll 

checklists are completed. 

 

M Key processes have not 
been completed in line with 
documented procedures 
and Management are 
unaware. 

Payroll Processing Checklists 
are initial and dated 
appropriately.   

i-Trent & 
Payroll 
Supervisor/ 
Payroll 
Officer 

01/04/21 - Done 

Recommendation 4 – Payroll 

operational risks to be reviewed 

on a quarterly basis in line with 

the risk management framework 

and include the key risk that 

staff may be absent at short 

notice. 

 

 

M Risks escalate out of 
control and management 
are unaware. 

Operational risks to be regularly 
reviewed and updated in line 
with the risk management 
framework. 
 
Operational risks to include the 
key risk that staff may be absent 
at short notice. 
 

HR Manager 
/Payroll &     
i-Trent  
Supervisor 

31/12/21 

Recommendation 5 – Contracts 

to be put in place for the 

provision of payroll services to 

all Community centres. 

 

M Terms of the arrangement 
are unclear and subject to 
challenge. 
Contracts not signed or 
dated could be subject to 
legal challenge. 

Chase completion of payroll 
contract with Currock 
Community Centre which can 
then be signed off by Legal 
Services. 

Payroll & i-
Trent  
Supervisor / 
Legal 
Services 
(Legal 
Trainee)  

30/09/21 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 6 – Personal 

data to be retained and 

disposed of for the Authority and 

Community Centres in line with 

the corporate records 

management policy. 

 

M Carlisle City Council may 
not comply with UK GDPR 
and could be subject to 
legal challenge. 

To dispose of payroll filing in line 
with retention and disposal 
rules.  Ensuring that the 
disposal log is updated 
correctly.   

HR Manager 
/ Payroll & i-
Trent  
Supervisor 

31/03/22 
(depending on 
Covid 19 & 
access to the 
office) 

Recommendation 7 – 

Management to keep a record of 

the availably of software 

releases and document the 

reasons if ITrent is not updated 

with a release. 

 

M Reasons for not updating 
ITrent available software 
releases not fully 
transparent. 

To create and keep an update a 
log of i-Trent system updates.  

HR Payroll & 
i-Trent  
Supervisor 
Manager/ 
Lead ICT 
Officer 

30/06/21 
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Appendix B - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of 
internal control designed to 
achieve the system objectives 
and this minimises risk. 
 

The control framework tested are 
suitable and complete are being 
consistently applied. 
 
Recommendations made relate to 
minor improvements or tightening 
of embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  
 

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there 
are an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses 
in the system of internal control 
puts achievement of system 
objectives at risk. 
 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  
 

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited/None Fundamental weaknesses have 
been identified in the system of 
internal control resulting in the 
control environment being 
unacceptably weak and this 
exposes the system objectives to 
an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 
 
Control is generally weak/does not 
exist. 
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Appendix C 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations; 

high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
 

Page 138 of 332



Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – Electoral Registration 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD24/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the review of Electoral Registration. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 An audit of Electoral Registration was undertaken by Internal Audit in line with the agreed 

Internal Audit plan for 2020/21. The audit (Appendix A) provides reasonable assurances 

and includes 11 medium-graded recommendations. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Internal Audit Report – Electoral 

Registration – Appendix A 
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Audit of Electoral Services 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 19 April 2021 

Director Draft Issued: 16 June 2021 

Final Report Issued: 22 June 2021 
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Audit Report Distribution  

Client Lead: Electoral Services Officer 

 

Chief Officer: Corporate Director Governance & Regulatory Services 

Chief Executive 

Others: Information Governance Manager 

 

Audit Committee: The Audit Committee, which is due to be held on 8 July 

2021 will receive a copy of this report. 

 
Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from the audit of Electoral Services. This was an 

internal audit review included in the 2020/21 risk-based audit plan agreed by the Audit 

Committee on 30th July 2020. 

1.2 The City Council is responsible for compiling and maintaining the electoral register for 

the area through an annual canvas, alongside organising and administrating individual 

elections (both national and local). 

 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

Audit Scope and Limitations. 

2.3 The Client Lead for this review was the Electoral Services Officer and the agreed 

scope was to provide independent assurance over management’s arrangements for 

ensuring effective governance, risk management and internal controls of the following 

scope areas: 

 

• Failure to achieve business objectives due to insufficient governance. 

• Loss or breach of information / fines and sanctions / reputational damage due to 
failure to securely process, retain, share and dispose of records and information. 

• Day to day management of the electoral processes is not compliant with electoral 
law and Electoral Commission guidelines, including management of elections. 

• Electoral register is not complete and accurate leading to potential elector 
ineligibility or the casting of multiple votes. 

• Failure of the third party to provide service in line with Council requirements. 
 

2.4 There were no instances whereby the audit work undertaken was impaired by the 

availability of information. 

3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix B for definitions). 
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3.2 From the areas examined and tested as part of this audit review, we consider the 

current controls operating within Electoral Services provide reasonable assurance. 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix C. Audit recommendations arising from this audit review are summarised 

below: 

 

 

4.2 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix A. 

 

4.3 Findings Summary (good practice / areas for improvement): 

There are generally good systems of internal control in place that provide assurances 

that risks are adequately controlled. The use of the Xpress system and supporting 

guidance from the Electoral Commission ensures the Council is able to comply with its 

statutory requirements in relation to administrating individual annual canvasses and 

elections. 

 

However, eleven recommendations have been made in total, spanning various 

aspects of the service, identifying the need for improvements to achieve best practice 

in relation to governance, risk management and internal control. 

 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives achieved (see section 5.1)  

- 3 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts (see section 5.2) 

- 2 

3. Information -  reliability and integrity of financial and 

operational information (see section 5.3) 

 5 

4. Security - safeguarding of assets (N/A) - - 

5. Value – effectiveness and efficiency of operations and 

programmes (see section 5.4 or N/A) 

- 1 

Total Number of Recommendations - 11 
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The Governance framework could be improved by developing local procedural notes 

(including responsibilities outside of the Electoral Services Team) and ensuring the full 

Electoral Services team is involved in the completion of the service’s operational risk 

register, as well as ensuring risk registers for individual elections are provided to 

Senior Management for review. 

 

Documentation completed for individual elections need to be developed in line with 

best practice. 

 

The Information Governance framework also requires a number of improvements, 

including updating the existing privacy statement and ensuring a relevant registration 

with the Information Commissioner is held. The team should also enhance their 

retention records by implementing a disposal log. Individuals accessing the electoral 

register should sign a relevant declaration and a process needs embedding to ensure 

information provided to both the DWP and an external printing firm is done so securely 

and confidentially in line with data protection legislation. 

 

There is also a need to perform market testing to ensure the Council’s long-standing 

relationship with the provider of temporary portacabins provides adequate value for 

money. 

 

Comment from the Corporate Director of Governance and Regularity Services. 

Thank you for the audit and recommendations. I cannot speak highly enough of the electoral 

services team for the way they have operated and successfully delivered an election during 

the pandemic. Fantastic. Improvements can always be made and the recommendations will 

be implemented. 
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5.0 Audit Findings & Recommendations 

5.1 Management – Achievement of the organisation’s strategic objectives 

5.1.1 The Council has an Electoral Services team, which is managed by the Electoral Services 

Officer. The team is supported by an appropriate structure and up-to-date job 

descriptions. Management consider there are sufficient resources in place to achieve 

service objectives. 

 

5.1.2 The team has sufficient experience and guidance to ensure cover can be provided should 

any officer vacate or be absent from their post long-term. The Electoral Services Officer is 

currently undertaking professional training in electoral administration to enhance this 

control area. The team are all members of the Association of Electoral Administrators, 

which provides up to date information, guidance and training. 

 

5.1.3 A Cumbria Election Officers Group meets regularly, with representation from all six district 

councils, which serves as an information sharing service.  

 

5.1.4 Regular team meetings are carried out and actions are clearly communicated to team 

members where necessary. The Electoral Services Officer has regular meetings to 

update the relevant Senior Manager (Corporate Director of Governance & Regulatory 

Services).  

 

5.1.5 No team members have received a recent appraisal. Internal Audit are implementing an 

approach to ensure timelier completion of appraisals at a corporate level.  

 

5.1.6 The service utilises the Civica Xpress system as election management software. The 

software is specifically designed to manage elections and complies with statutory 

legislation. Guidance is available both manually (printed handbooks) and built into the 

system. Further guidance is available on the Electoral Commission’s website, including 

provision of handbooks to assist with the management of polling days. Training is also 

provided on use of the system on a regular basis. 

 

5.1.7 The Electoral Commission provides guidance and checklists for individual canvassing 

and elections. Checklists are completed by the team in line with best practice and 

relevant data is uploaded and reported to central government after each event. Progress 

against the checklists is monitored by the Electoral Commission.  

 

5.1.8 Further information is received by the Council in relation to legislation from a number of 

sources, including updates from the Electoral Commission, the North West Group of the 

Association of Electoral Administrators and expert solicitors.  
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5.1.9 The Electoral Services Officer also maintains hand-written procedural notes for city 

council specific processes, although the notes are not formalised or available to other 

officers. 

 

5.1.10 A number of other Council Services have responsibilities in relation to electoral 

administration; for example the Corporate Director of Finance and Resources has 

responsibilities in terms of setting pay rates for election staff and submitting returns and 

ICT have responsibility for providing software and hardware to support the election 

process. These additional responsibilities are not currently recorded, posing a risk that 

these could not be delivered should key posts be vacated. 

 

Recommendation 1 – A review of all responsibilities for electoral services should 

be conducted across the Council and assurances should be obtained that 

arrangements are in place to cover these responsibilities (named substitutes and 

formal procedures). In addition, local procedural notes should be formalised and 

made available to all officers. 

 

5.1.11 The Council’s operational risk register includes a risk in relation to failure of the Electoral 

Services register. Suitable mitigating actions are in place to manage the risk, which is 

reviewed on a relevant basis. However, neither the Electoral Services officer or other 

team members are currently involved in completing or reviewing the operational risk 

register 

 

Recommendation 2 – The Electoral services team should be involved in completing 

and reviewing the relevant operational risk register. 

 

5.1.12 The Electoral Services Officer completes risk registers for individual elections. It was 

noted that the responsible officer and date of completion fields have not been completed; 

it is advised that the full template is utilised for future registers. 

 

5.1.13 Additional risk management considerations have been considered in relation to the global 

pandemic as part of the preparation for the 2021 elections; the Electoral Services Officer 

has worked closely with the Health and Safety Manager to ensure relevant risks have 

been appropriately mitigated. 

 

5.1.14 Risk registers for individual elections are not currently presented to management. 

 

Recommendation 3 – Risk registers for individual elections should be presented to 

Senior Management to provide assurances that appropriate actions are in place to 

manage risk. 
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5.1.15 Financial monitoring takes place on a regular basis, with regular meetings between 

Finance and Electoral Services. No concerns have been identified in relation to the 

financial performance of the service. 

 

5.1.16 The Electoral Services Officer has frequent meetings with the Chief Executive (the 

authority’s returning officer) to keep them informed of progress. Additionally, regular 

reports are prepared for the relevant portfolio holder.  

 

5.1.17 The Electoral Commission has published guidance on the performance information that 

should be collated and the previous audit report recommended regular formal reporting 

should be in place. However, discussions during the audit indicated sufficient assurances 

are provided to Senior Managers through one to ones and completion of mandatory 

guidance for the Electoral Commission ensure performance standards are adhered to. 

 

 

5.2 Regulatory – compliance with laws, regulations, policies, procedures and contracts 

5.2.1 The Electoral register is maintained and updated through the issue of annual Household 

Enquiry Forms to all households asking for updates to residents eligible to vote. Where 

responses haven’t been received follow-up phone calls and physical visits are undertaken 

to maximise the accuracy of information held. Guidance is made available to canvassing 

officers. Physical visits were cancelled in 2020 due to potential safety concerns because 

of the global pandemic.  

 

5.2.2 New properties are identified through regular reports provided by the Council’s planning 

department. Properties are also checked against the national gazetteer and new 

properties are uploaded onto the Xpress system and provided a unique reference 

number.  

 

5.2.3 The electoral register was last published on 1st December 2020, in line with agreed 

timescale set by the Electoral Commission. 

 

5.2.4 Controls are built into Xpress to ensure only eligible individuals are entitled to vote and 

regular reports are reviewed to prevent individuals from submitting more than one vote 

during elections.  

 

5.2.5 A project planner is in place, utilising the Electoral Commission’s template to specify 

deliverables and tasks required by the Service for individual elections. However, the 

document has not been updated since 2017 and it is advised the document is refreshed. 
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5.2.6 Individual election plans are also in place in line with Electoral Commission templates, 

though it is noted an evaluation section is not currently included by the Council and 

further best practice documentation such as Electoral Services activity plans and 

engagement strategies are not currently completed. 

 

Recommendation 4 – Individual election plans should include an evaluation 

section and further documentation should be complete such as Activity Plans and 

Engagement Strategies, in line with recognised best practice. 

 

5.2.7 Timetables are prepared for individual elections in line with Electoral Commission 

guidance. Dates were confirmed as correctly recorded on the timetables. 

 

5.2.8 The Council has a long-standing arrangement with a local printer to publish polling cards 

and ballot papers. Due to the length of time this arrangement has been in place the 

original agreement could not be located. It is unlikely appropriate arrangements have 

been put in place to ensure the printers handle sensitive information in line with recent 

data protection legislation (GDPR). 

 

Recommendation 5 – A formal agreement should be put in place between the 

authority and printing service that specifies how data protection legislation is 

adhered to. 

 

5.2.9 Venues are booked as polling stations prior to individual elections and arrangements are 

in place to ensure venues are appropriately accessible on election day. A booking form is 

completed to cover all required arrangements. Regular risk assessments are also 

undertaken of venues by Council officers. 

 

5.2.10 The service employs officers to manage polling stations during elections. A register of 

existing officers is maintained, who are invited to carry out work on an annual basis. 

Where necessary further campaigning is undertaken to employ new officers. 

 

5.2.11 Application/registration forms are completed by all officers and relevant training is 

provided prior to any election. 

 

 

5.3 Information – reliability and integrity of financial and operational information 

5.3.1 A privacy statement is in place for the Electoral Services, published on the City Council’s 

website. The statement generally includes relevant information, but it is noted there is no 

reference to the National Fraud Initiative, which uses information in the Electoral register 

to identify potential frauds and errors. 
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Recommendation 6 – The Electoral Services privacy statement should be updated 

to include reference to the National Fraud Initiative. 

 

5.3.2 While the Council is registered with the ICO (Information Commissioner Office) as a data 

controller, the ICO advise that a separate registration is required for the electoral 

registration officer. Historically the Council has had a separate registration in place, but 

this is not currently active. 

 

Recommendation 7 – The Council should ensure the Electoral Registration Officer 

has a separate registration with the ICO. 

 

5.3.3 All officers within the team have undertaken mandatory training in relation to cyber-

security and information governance and have had appropriate CRB checks prior to 

handling sensitive personal information. 

 

5.3.4 Sensitive personal information is retained by the team both electronically (Xpress) and 

physically. All information is stored securely, only accessible by relevant officers and is 

deleted/destroyed within appropriate timescales included in the service’s retention 

schedule. It was identified during the audit that a disposal log is not maintained by the 

service. 

 

Recommendation 8 – A disposal log should be retained by the service. 

 

5.3.5 The electoral services register is maintained within Xpress and access is appropriately 

restricted (using passwords) to relevant personnel only. Information is backed up daily. 

 

5.3.6 Changes to legislation are managed within the system through application of software 

patches prepared by Civica.  

 

5.3.7 The public has a right of access to the electoral register. A system is in place to ensure 

access is supervised by Customer Services (to prevent copies being taken). It is 

recommended by the Electoral Commission that individuals accessing the register are 

required to sign a declaration to ensure they use the information appropriately and should 

state their name and address. This is not currently in place. 

 

Recommendation 9 – Individuals accessing the electoral register should be 

required to sign an appropriate declaration (including provision of their name and 

address).  

 

 

 

Page 150 of 332



E2003 – Electoral Services 

 

5.3.8 Copies of the register can be purchased by credit agencies and provided to political 

parties on request. It was confirmed during the audit that copies of the register are 

supplied using secure online portals. 

 

5.3.9 Information within the register is also shared with the (DWP) Department of Work and 

Pensions to identify potential frauds. There is currently no data sharing arrangement in 

place with the DWP. 

 

5.3.10 As the information is shared for statutory reasons a data sharing agreement is unlikely to 

be required (in addition it is unlikely the DWP will prepare and sign such an agreement 

with every authority in the United Kingdom). However, to ensure information is provided 

securely and confidentially a MOU (memorandum of understanding) should be in place 

specifying how information is shared (A similar MOU is already in place between the 

DWP and Revenues and Benefits). 

 

Recommendation 10 – A Memorandum of Understanding should be in place 

between the Council and the DWP stating how and why sensitive personal 

information in the electoral register is shared between both parties. 

 

5.3.11 A process is in pace to ensure electoral information is transported securely by presiding 

officers during elections. Training is provided on this process. 

 

 

5.4 Value – effectiveness and efficiency of operations and programmes  

5.4.1 The Council obtain portacabins for temporary polling stations. A long-standing 

arrangement is in place with a local supplier. The cost of temporary portacabins varies 

from between £10K-£30K per annum. 

 

5.4.2 The Electoral Services Officer does not believe an alternate firm can provide portacabins. 

However, a review on google indicate various potential suppliers exist nationally. The 

Council has not tested the market to ensure the current supplier provides value for 

money.  

 

Recommendation 11 – Regular market testing should take place to ensure value for 

money is achieved for the provision of temporary portacabins. 
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Appendix A – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – A review 

of all responsibilities for electoral 

services should be conducted 

across the Council and 

assurances should be obtained 

that arrangements are in place 

to cover these responsibilities 

(named substitutes and formal 

procedures). In addition, local 

procedural notes should be 

formalised and made available 

to all officers. 

M Lack of guidance for City 
Council specific tasks. 

Electoral Services Officer will 
formalise their procedure notes 
and will consult Director on 
review of responsibilities.  

Electoral 
Services 
Officer / 
Corporate 
Director 
Governance 
& Regulatory 
Services 

30 November 
2021 

Recommendation 2 – The 

Electoral services team should 

be involved in completing and 

reviewing the relevant 

operational risk register. 

M Failure to identify and 
mitigate all relevant risks. 

Will prepare document to be 
amended/updated when 
necessary. 

Electoral 
Services 
Officer 

30 November 
2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 3 – Risk 

registers for individual elections 

should be presented to Senior 

Management to provide 

assurances that appropriate 

actions are in place to manage 

risk. 

M Failure to identify and 
mitigate all relevant risks. 

Will prepare a risk register and 
make available for SMT. 

Electoral 
Services 
Officer 

30 November 
2021 

Recommendation 4 – Individual 

election plans should include an 

evaluation section and further 

documentation should be 

complete such as Activity Plans 

and Engagement Strategies, in 

line with recognised best 

practice. 

M Failure to adhere to all 
relevant statutory 
requirements. 

Add this to the planner already 
used in Electoral Services, 
however time constraints in the 
weeks leading up to an election 
may limit the content. 

Electoral 
Services 
Officer 

30 November 
2021 

Recommendation 5 – A formal 

agreement should be put in 

place between the authority and 

printing service that specifies 

how data protection legislation is 

adhered to 

M Breach or loss of sensitive 
personal information. 

Consult with Information 
Governance Manager on 
wording and send document to 
SciPrint. 

Electoral 
Services 
Officer 

30 November 
2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 6 – The 

Electoral Services privacy 

statement should be updated to 

include reference to the National 

Fraud Initiative. 

M Breach of data protection 
legislation through failing 
to adequately notify 
individuals on how data will 
be processed. 

Consult with Information 
Governance Manager and put in 
place. 

Electoral 
Services 
Officer 

30 November 
2021 

Recommendation 7 – The 

Council should ensure the 

Electoral Registration Officer 

has a separate registration with 

the ICO. 

M Breach of data protection 
legislation. 

Consult with Information 
Governance Manager and put in 
place. 

Electoral 
Services 
Officer 

30 November 
2021 

Recommendation 8 – A disposal 

log should be retained by the 

service 

M Breach of data protection 
legislation. 

Consult with SST. Electoral 
Services 
Officer 

30 November 
2021 

Recommendation 9 – 

Individuals accessing the 

electoral register should be 

required to sign an appropriate 

declaration (including provision 

of their name and address). 

M Breach or loss of sensitive 
personal information. 

Consult with Customer Services 
and prepare suitable declaration 
form. 

Electoral 
Services 
Officer 

30 November 
2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 10 – A 

Memorandum of Understanding 

should be in place between the 

Council and the DWP stating 

how and why sensitive personal 

information in the electoral 

register is shared between both 

parties. 

M Breach or loss of sensitive 
personal information. 

Consult with Information 
Governance Manager regarding 
implementing this 
recommendation. 

Electoral 
Services 
Officer 

30 November 
2021 

Recommendation 11 – Regular 

market testing should take place 

to ensure value for money is 

achieved for the provision of 

temporary portacabins. 

M Value for money not 
achieved 

Investigate costs of temporary 
offices prior to an election to 
ensure best value. 

Electoral 
Services 
Officer 

01 May 2021 
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Appendix B - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of 
internal control designed to 
achieve the system objectives 
and this minimises risk. 
 

The control framework tested are 
suitable and complete are being 
consistently applied. 
 
Recommendations made relate to 
minor improvements or tightening 
of embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that 
may result in a degree of 
unacceptable risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  
 

Any high graded recommendations 

would only relate to a limited 

aspect of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there 
are an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses 
in the system of internal control 
puts achievement of system 
objectives at risk. 
 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  
 

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited/None Fundamental weaknesses have 
been identified in the system of 
internal control resulting in the 
control environment being 
unacceptably weak and this 
exposes the system objectives to 
an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 
 
Control is generally weak/does not 
exist. 
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Appendix C 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations; 

high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report - Environmental Strategy Baseline 

(Follow-Up) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD18/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the follow up review of the Environmental Strategy Baseline. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 A follow-up audit of Environmental Strategy Baseline was undertaken by Internal Audit in 

line with the agreed Internal Audit plan for 2020/21. The original audit completed in August 

2020 provided partial assurance and included 4 recommendations (2 high graded). The 

follow-up, appended as Appendix A of this report found assurances have increased to 

reasonable and includes 3 medium graded recommendations. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Appendix A – Environmental 

Strategy Baseline Data (Follow-up) 
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Audit follow up of Environment 

Strategy - Baseline Data 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 22nd February 2021  

Director Draft Issued: 25th February 2021 

Final Report Issued: 09th March 2021 
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Audit Report Distribution  

Client Lead: Policy and Communication Manager 

Policy & Performance Officer 

Chief Officer: Corporate Director of Economic Development 

Deputy Chief Executive 

Chief Executive 

Audit Committee The Audit Committee, which is due to be held on 8th July 

2021 will receive a copy of this report. 

 

Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from a follow up audit of Environment Strategy - 

Baseline Data. This was an internal audit review included in the 2020/21 risk-based 

audit plan agreed by the Audit Committee on 30th July 2020. 

 

1.2. The original audit was carried out in August 2020, resulting in a conclusion of partial 

assurance and four recommendations (two high graded). A management action plan 

was completed detailing agreed actions, responsible manager and implementation 

dates to address the recommendations (Appendix A). This follow-up report provides an 

update on progress made against this action plan. 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

2.3 The Client Lead was asked to provide an update on progress made implementing the 

agreed actions. Internal Audit then undertook testing as necessary to confirm that 

actions have been fully implemented and that controls are working as intended to 

mitigate risk 

 

Audit Scope and Limitations. 

2.4 The original scope was to provide independent assurance over management’s 

arrangements for ensuring effective governance, risk management and internal controls 

of the following risk areas: 

 

• Failure to achieve business objectives due to insufficient governance (specific to 

data collection, recording and reporting activity). 

• Loss or breach of information / fines and sanctions / reputational damage due to 

failure to securely process, retain, share, and dispose of records and information. 

• Data used to determine the City Council’s baseline carbon footprint is incomplete, 
inaccurate and/or lacks integrity leading to an inability to meet reporting 
requirements. Resulting in reputational damage and potential sanctions.  

 

2.5 It is the responsibility of management to monitor the effectiveness of internal controls to 

ensure they continue to operate effectively. 

 

2.6 There were no instances whereby the audit work undertaken was impaired by the 

availability of information. 
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3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix C for definitions). 

 

3.2 Where the findings of the follow up confirm that actions have been successfully 

implemented and controls are working effectively, the internal audit assurance opinion 

may be revised from that provided by the original audit. 

 

3.3 From the areas examined and tested as part of this follow up review, we consider the 

current controls operating within Environment Strategy – Baseline Data provide 

reasonable assurance (revised from partial assurance). 

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily 

sample based, full coverage of the system and complete assurance cannot be given to 

an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix D.  

 

4.2 The previous audit included four recommendations (See Appendix A) of which: 

 

• One agreed action has been successfully implemented. 

• Three agreed actions have been partially implemented. 

 

4.3 Audit recommendations arising from this audit review are summarised below: 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic objectives - 2 

2. Regulatory - compliance with laws, regulations, policies, procedures 

and contracts 

- - 

3. Information - reliability and integrity of financial and operational 

information 

- 1 

4. Security - safeguarding of assets - - 

5. Value – effectiveness and efficiency of operations and programmes - - 

Total Number of Recommendations - 3 
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4.4 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix B. 

 

4.5 Findings Summary: 

Good progress has been made on the data quality review of the baseline, resulting in 

removal of the high graded recommendations. There remains some outstanding work 

needed to give complete confidence on the data accuracy of the baseline.  

 

The Policy and Communications Team have now developed and documented actions 

in relation to the data quality of baseline data, in the Carbon Emissions Calculations 

Action Plan and Issue Log. Audit found that further development of this document, to 

include actions for all data sets documented in a SMART manner, will assist the Team 

in concluding the baseline in a timely manner. 

 

Responsibilities for monitoring and managing collection and assessment of nearly all 

data sets has now been documented in the Carbon Emissions Calculations Procedure. 

Audit found that further development of this document, to include responsibilities for 

monitoring and managing collection and assessment of all data sets, will also assist the 

Team in concluding the baseline in a timely manner. 

 

The process and associated responsibilities for monitoring and managing data 

collection, assessment and reporting activity of the data sets has now been 

communicated accordingly. 

 

Data definitions have now been developed for nearly all data sets and recorded in 

SharePoint. Audit found that some data definitions were still to be defined and recorded. 

 

The Policy and Communication Team has carried out and documented a significant 

number of data quality checks on the baseline data, although not wholly in line with the 

Carbon Emissions Calculations Procedure and Council Data Quality Policy. Audit 

identified some additional data quality findings, and further work is required to develop 

SMART actions to conclude all outstanding data quality findings identified, in a timely 

manner. 

 

Comment from the Corporate Director of Economic Development: 

I welcome the report which provides reassurance that good progress is being made. The timely 

follow up audit and revised assurance (partial to reasonable) is welcomed by all the teams that 

work with the data that make up the organisation’s carbon footprint. I am satisfied with the 

action plan in place to conclude all outstanding data quality findings identified. 
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5.0 Audit Findings & Recommendations 

5.1 Recommendation 1 – Development of a document Project/ Activity Action Plan 

5.1.1 It was previously recommended that a documented Project/Activity Action Plan should be 

developed to clearly communicate objectives, required actions, responsibilities, 

timescales and inform risk management activity related to Environmental Strategy data 

collection/assessment activity and reporting. 

 

5.1.2 The Policy and Communications Team have developed a documented Carbon Emissions 

Calculations Action Plan and Issue Log along with a Carbon Emissions Calculations 

Procedure. 

 

5.1.3 The Action Plan and Issue Log details required actions and timescales for the completion 

of baseline data sets. The Carbon Emissions Calculations Procedure details the 

responsibilities for monitoring and managing collection and assessment of the data sets. 

 

5.1.4 There is significant detail in the Action Plan and Issues Log on the barriers to complete 

the baseline data sets. The documented actions to overcome those barriers would benefit 

from being detailed in a Specific, Measurable, Achievable, Relevant and Time-bound 

(SMART) manner, increasing the focus on concluding the baseline in a timely manner.  

 

5.1.5 Actions for nearly all the baseline data sets are included in the Action Plan and Issues 

log, although some are still to be documented. 

 

5.1.6 The responsibilities for monitoring and managing collection and assessment of data sets 

is predominantly detailed in the Carbon Emissions Calculations Procedure, although 

some are still to be documented. 

 

Recommendation 1 - SMART Actions should be documented to conclude the 

baseline for all data sets, and then subject to regular review and update. 

Responsibilities for monitoring and managing collection and assessment of all 

data sets to be documented. 

 

5.2 Recommendation 2 – Clear and comprehensive local data definitions should be 

formally developed 

5.2.1 It was previously recommended that clear and comprehensive local data definitions 

should be formally developed relevant to the City Council to inform and support 

Environmental Strategy data collection/assessment activity and reporting. 
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5.2.2 Data definitions have been developed for nearly all data sets and recorded in SharePoint, 

although some are still to be defined and documented. 

 

5.2.3 Management indicated that data definitions may be subject to further review and 

alignment following future discussions with local partners. 

 

Recommendation 2 - Data definitions to be defined and documented for all data 

sets. 

 

5.3 Recommendation 3 – Details and arrangements for data quality activity 

5.3.1 It was previously recommended that details and arrangements for the completion of data 

quality activity should be developed and communicated accordingly. 

 

5.3.2 The Policy and Communication Team are responsible for assessing data quality, and this 

responsibility is now documented in the Carbon Emissions Calculations Procedure. 

 

5.3.3 The Carbon Emissions Calculations Procedure details how the data quality checks should 

be carried out in line with the Council Data Quality Policy. 

 

5.3.4 The Policy and Communication Team carried out and documented a significant number 

of data quality checks on the baseline data, although not wholly in line with the Carbon 

Emissions Calculations Procedure and Council Data Quality Policy. 

 

5.3.5 Subsequently, some further data quality findings identified by Audit were recorded and 

discussed with the Policy and Communication Team. 

 

5.3.6 The data quality findings are not considered likely to have a major impact on the baseline 

data calculations, but all are considered worthy of further investigation and conclusion by 

the Policy and Communication Team before the baseline is finalised. 

 

5.3.7 Management indicated that they intended to develop a dashboard to automate future data 

quality checks using Microsoft Power BI. 

 

Recommendation 3 - SMART actions for the investigation and conclusion of all the 

remaining data quality findings to be documented. Future data quality checks to be 

assessed in line with the Carbon Emissions Calculations Procedure and the Data 

Quality Policy, with clear documentation of findings and conclusions. 
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5.4 Recommendation 4 – Monitoring and managing data collection, assessment, and 

reporting  

5.4.1 It was previously recommended that the process and associated responsibilities for 

monitoring and managing data collection, assessment and reporting activity should be 

developed and communicated accordingly. 

 

5.4.2 The process and associated responsibilities for monitoring and managing data collection, 

assessment and reporting activity of the data sets is now detailed in the Carbon Emissions 

Calculations Procedure. 

 

5.4.3 The Carbon Emissions Calculations Procedure was communicated to Officers with the 

above responsibilities on 8th January 2021. 
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Appendix A – Original Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 1 – A 

documented Project/Activity 

Action Plan should be 

developed to clearly 

communicate objectives, 

required actions, 

responsibilities, timescales 

and inform risk management 

activity related to 

Environmental Strategy data 

collection/assessment 

activity and reporting. 

H Lack of clarity in 
relation to 
requirements and 
allocated 
responsibilities 
leading to 
confusion, inefficient 
use of resources 
and exposure to 
unidentified risk/s.  

An action plan to 
complete the 
organisational carbon 
footprint is being 
progressed, this plan 
will be a detailed sub-
plan of an action in the 
Policy & Communication 
Service Plan. This plan 
will allocate roles and 
set a timescale for the 
completion of the work. 

Policy & 
Communicati
on 

31/7/2020 In Part 

Recommendation 2 – Clear 

and comprehensive local 

data definitions should be 

formally developed relevant 

to the City Council to inform 

and support Environmental 

Strategy data 

collection/assessment 

activity and reporting. 

H Lack of clarity in 
relation to the value 
and completeness 
of data leading to an 
inability to confirm 
data quality and the 
achievement of 
overarching 
requirements. 

Ongoing work to 
formally develop local 
data definitions will be 
completed and 
definitions will be 
subject to regular 
review/revision as data 
availability/maturity 
improves. 

Policy & 
Communicati
on 

31/8/2020 In Part 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 3 – 

Details and arrangements 

for the completion of data 

quality activity should be 

developed and 

communicated accordingly. 

M Lack of clarity in 
relation to allocated 
responsibilities 
leading to 
inconsistent practice 
and lack of 
assurance in 
relation to data 
quality. 

Policy and 
Communications Team 
arrangements and 
responsibilities for 
ensuring the quality of 
data processed by the 
Team in accordance 
with local data 
definitions will be 
developed and 
communicated to team 
members. 
The Policy and 
Communications Team 
will develop a 
dashboard to monitor 
data quality and 
highlight issues to be 
followed up with source 
data owners. 

Policy & 
Communicati
on 

31/8/2020 In Part 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 4 - The 

process and associated 

responsibilities for 

monitoring and managing 

data collection, assessment 

and reporting activity should 

be developed and 

communicated accordingly. 

M Lack of clarity in 
relation to allocated 
responsibilities 
leading to 
inconsistent practice 
and lack of 
assurance in 
relation to objective 
achievement. 

The Policy and 
Communications Team 
process and associated 
responsibilities for 
monitoring and 
managing data 
collection, assessment 
and reporting in 
accordance with local 
data definitions will be 
developed. This will be 
communicated to Policy 
and Communications 
Team members and 
shared with source data 
owners. 

Policy & 
Communicati
on 

31/8/2020 Yes 
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Appendix B – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 - SMART 

Actions should be documented 

to conclude the baseline for all 

data sets, and then subject to 

regular review and update. 

Responsibilities for monitoring 

and managing collection and 

assessment of all data sets to 

be documented. 

M Lack of clarity in relation to 

requirements and allocated 

responsibilities leading to 

confusion, inefficient use of 

resources and exposure to 

unidentified risk/s. 

1.1 Updated action plan  

A rolling SMART action plan will 

be updated and maintained for 

all data items.  

This action plan will be 

reviewed fortnightly as 

recommendations are being 

implemented. 

 

1.2 Procedure Note 

The Procedure Note will be 

updated to capture all 

responsibilities for monitoring 

and managing collection and 

assessment of all data sets.  

Policy and 
Communicatio
ns Manager 

April 2021 
 
 
 
 
 
 
 
 
 
 
April 2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 2 - Data 

definitions to be defined and 

documented for all data sets. 

M Lack of clarity in relation to 

the value and 

completeness of data 

leading to an inability to 

confirm data quality and the 

achievement of 

overarching requirements. 

Data definitions will be 

concluded and documented for 

all data items in the carbon 

footprint calculations (currently 

in SharePoint). 

 

Where future data items are 

developed, these will also be 

concluded and documented in 

the carbon footprint 

calculations.  

 

Policy and 
Communicatio
ns Manager  

March 2021 
 
 
 
 
 
 
September 2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 3 - SMART 

actions for the investigation and 

conclusion of all the remaining 

data quality findings to be 

documented. Future data quality 

checks to be assessed in line 

with the Carbon Emissions 

Calculations Procedure and the 

Data Quality Policy, with clear 

documentation of findings and 

conclusions. 

M Lack of clarity in relation to 

allocated responsibilities 

leading to inconsistent 

practice and lack of 

assurance in relation to 

data quality. 

SMART actions will be added to 

the action plan in (recommendation 

1) for all the remaining data quality 

findings identified by Management 

and Audit. 

Each action will then be 

investigated, with the conclusion 

documented in the action plan. 

 

 

Where relevant, conclusions will be 

linked to the Carbon Emissions 

Calculations Procedure on data 

quality assumptions and business 

rules. 

 

Completion of Power Bi Data 

Health Check scorecard, linked 

once again to the Carbon 

Emissions Calculations Procedure 

assumptions and business rules. 

Policy and 
Communicati
ons Manager  

October 2021 
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Appendix C - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of internal 
control designed to achieve the 
system objectives and this 
minimises risk. 

 

The control framework tested are 
suitable and complete are being 
consistently applied. 

Recommendations made relate to 
minor improvements or tightening of 
embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there are 
an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses in 
the system of internal control puts 
achievement of system objectives 
at risk. 

 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited / 

None 

Fundamental weaknesses have 

been identified in the system of 

internal control resulting in the 

control environment being 

unacceptably weak and this 

exposes the system objectives to 

an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 

Control is generally weak/does not 

exist. 
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Appendix D 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations 

used; high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – Business Grants Covid-19 (Fraud) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD22/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the fraud review of Business Grants made by the Council because of the Covid-19 pandemic. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 A fraud audit of Business Grants made by the Council because of the Covid-19 pandemic 

was undertaken by Internal Audit in line with the agreed Internal Audit plan for 2020/21. 

The audit (Appendix A) provides reasonable assurances and includes 3 medium-graded 

recommendations. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

  

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Internal Audit Report – Business 

Grants Covid-19 (Fraud) – 

Appendix A 

  

Page 178 of 332



 
 

 

 

Audit of Business Grants 

(Covid 19 Assurances) 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 06 May 2021 

Revised Draft Issued: 21 May 2021 

Director Draft Issued: 08 June 2021 

Final Report Issued: 21 June 2021 
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Audit Report Distribution  

Client Lead: Revenues and Benefits Operations Manager 

Chief Officer: Corporate Director Finance & Resources 

Chief Executive 

Others: Revenues Team Leader 

Systems Control and Support Manager 

Audit Committee: The Audit Committee, which is due to be held on 8th July 

2021 will receive a copy of this report. 

 
Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from the audit of Business Grants (Covid 19 

Assurances). This was an internal audit review included in the 2020/21 risk-based audit 

plan agreed by the Audit Committee on 30th July 2020. 

1.2 In March 2020 a central government decision was made announcing the closure of all 

non-essential businesses as part of preventative measures to control the spread of 

Covid-19. To support businesses forced to close the government also announced two 

grant funds, the Small Business Grant Fund and the Retail, Hospitality and Leisure 

Grant Fund. 

1.3 Local authorities were provided with funding by central government and were 

responsible for administrating payments to businesses within their jurisdiction. 

1.4 Following delivery of a grant application exercise Carlisle City Council paid a total of 

£26.6M to local businesses under the schemes. 

1.5 Given the rapid nature of the process (necessary to provide timely support to 

businesses) it was recognised a higher level of risk exposure to fraud risks was inherit 

and authorities have been required by Central Government to deliver post-event 

assurances over how fraud risk has been managed. This audit is part of that 

assurance process. 

 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

Audit Scope and Limitations. 

2.3 The Client Lead for this review was the Revenues and Benefits Operation Manager and 

the agreed scope was to provide independent assurance over management’s 

arrangements for ensuring effective governance, risk management and internal controls 

of the following scope areas: 

 

• The Council receives and processes payments for fraudulent/erroneous claims in 
relation to grants made available to support businesses during the Covid-19 
pandemic. 
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2.4 There was one instance whereby audit work undertaken was impaired by the availability 

of information. This is included in the report and a recommendation has been made to 

ensure Internal Audit receive this information at a future date. 

3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix B for definitions). 

 

3.2 From the areas examined and tested as part of this audit review, we consider the 

current controls operating within payment of business grants (Covid -19) provide 

reasonable assurance.    

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix C. Audit recommendations arising from this audit review are summarised 

below: 

 

 

4.2 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix A. 

 

 

 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives achieved (N/A)  

- - 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts (see section 5.1) 

- 1 

3. Information -  reliability and integrity of financial and 

operational information (N/A) 

  

4. Security - safeguarding of assets (see section 5.2) - 2 

5. Value – effectiveness and efficiency of operations and 

programmes (N/A) 

- - 

Total Number of Recommendations - 3 
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4.3 Findings Summary (good practice / areas for improvement): 

The Council has put together a clear, efficient and logical process to administer payment 

of grants to businesses in line with government guidance. The hard work of the team is 

acknowledged and the efficient payment of £26M under challenging working conditions 

is a considerable achievement. 

 

No confirmed instances of fraud were identified during the review. However, Internal 

Audit identified several grant payments made to businesses where evidence indicated 

premises were either closed (or potentially closed) or potentially being used for storage 

as at the time the scheme was announced. While these payments may not appear 

wholly appropriate, guidance issued by government (including subsequent clarifying 

FAQs) support the eligibility of these payments as all premises identified qualified for 

the Small Business Rate Relief. Revenues and Benefits have applied a consistent 

interpretation of the guidance issued. It is recommended these queries are considered 

as part of a suggested post-event risk assessment to obtain further assurance over their 

eligibility. 

 

No assurances can be obtained that Revenues and Benefits have submitted regular 

assurance reports or performed a risk assessment of the grant payment process, 

meaning understanding of the exposure to fraud and error is limited. 

 

Internal Audit has been unable to review grant payments for recently registered 

businesses due to the non-provision of information and no data has been provided to 

allow further fraud checks to have been raised by the National Fraud Initiative. 

 

Comment from the Corporate Director Finance and Resources 

A thorough and useful audit review which provides assurance on over £26.6million payments 

made to more than 2,000 eligible businesses by the Revenues & Benefits Team in very 

challenging circumstances which is a credit to the working of that Team 

 

The findings from the audit review will be used to support the Post Payment Assurance Plan 

and the Fraud Risk Register which we are required to submit to the MHCLG. Along with other 

reconciliation reports and weekly returns made, it should be noted that a requested Post 

Payment Assurance (PPAS) Verification Process return was submitted to the MHCLG in early 

June providing evidence and assurances processes undertaken to support a sample of 15 

grant payments made 
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5.0 Audit Findings & Recommendations 

5.1 Regulatory – compliance with laws, regulations, policies, procedures and contracts 

5.1.1 Local Government was provided with guidance on how to administer the scheme, 

including specifying the eligibility criteria to qualify for a grant payment. The Revenues & 

Benefits team received a copy of the guidance, which was used to inform the application 

and payment process. Subsequent FAQ guidance has also been issued to clarify issues 

and gaps identified within the guidance. 

 

5.1.2 The guidance specifies that businesses should not be in liquidation or dissolved at 11 

March 2021 and premises should not be used for personal use. Car parks were also 

exempt from payment. 

 

5.1.3 The NNDR (National Non-Domestic Rates) software (Academy) was interrogated to 

identify those businesses that appeared to qualify for the scheme i.e. those that qualified 

for Small Business Rates Relief and those classified as Retail, Hospitality or Leisure that 

qualify for the Expanded Retail Discount. 

 

5.1.4 Revenues and Benefits wrote to each business identified, asking them to complete, 

authorise and submit an application form confirming their eligibility for payment. The 

application includes a disclaimer that provision of false information is a criminal offence 

(fraud) and that the Council has the right to recover any grants paid that are subsequently 

found to be ineligible. 

 

5.1.5 Any business that was not contacted that believed it was entitled to a grant was also 

given the opportunity to complete an application form if they contacted the Council. 

 

5.1.6 Applications received were subject to verification checks by the Revenues and Benefits 

team. Internal guidance was prepared in line with government guidance to assist this 

process. Bank details were subject to verification checks using suitable software. 

 

5.1.7 A verification exercise was also undertaken by the team, though this was limited to tracing 

bank account details and ensuring payments were accurate. 

 

5.1.8 Payments for eligible claims were generated through financial services and a final 

reconciliation was performed to ensure all payments had been accurately made. 

 

5.1.9 All application forms have been retained on file on the Revenues and Benefits electronic 

server. Forms have been placed in separate folders for those approved (2,269), rejected 

by the Council (52), declined by the business (39) and those currently under appeal (4). 
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5.1.10 Reasons for rejection have not always been stated, but where they have it is for reasons 

stated within the government guidance such as car parks, premises confirmed as empty, 

or with too high a rateable value to qualify. The current status of the four appeals is also 

undocumented. It is advised that records are updated to demonstrate reasons for 

rejection and list the outcome of appeals to improve management information retained in 

relation to these grant payments.  

 

5.1.11 A folder for duplicate applications contains 769 records – while these have all been 

identified, this is indicative of the high level of risk exposure to fraud and error. 

 

5.1.12 As part of post-event assurance checks central government requested monthly assurance 

reports and a risk-assessment. No evidence has been provided that these have been 

submitted. There is a risk that the Council is not aware of the level of risk exposure it has 

faced during payment of these grants. 

 

Recommendation 1 – A post-event risk assessment should be undertaken 

(accounting for the findings from this audit review) to inform management’s 

understanding of the fraud risk exposure faced by the Council. 

 

 

5.2 Security – Safeguarding of Assets 

5.2.1 The Council was due to provide data relating to grant payments to the National Fraud 

Initiative (a biennial data matching exercise to identify fraud and error within the public 

sector). NFI matches were published in March 2021. The Council has not submitted any 

data in relation to grant payments and therefore no match reports have been produced as 

part of the exercise. 

 

Recommendation 2 – The Council should determine if grant data can be provided 

to the NFI retrospectively to enable production of relevant data matching reports. 

 

5.2.2 At the start of the administration process Internal Audit was nominated as the key fraud 

contact and received fraud alerts from national intelligence sources such as the National 

Anti-Fraud Network. A small number of queries were raised with the Council, but 

investigations identified no instances of fraudulent payments being made. 

 

5.2.3 Following communication with Eden District Council (July 2020) two instances were 

identified of fraudulent registrations claiming to have a business occupying premises the 

Council was aware of being empty (similar attempts had been identified by Eden). 
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5.2.4 The subsequent investigation concluded registrations were fraudulent. However, no 

further action was taken as the Council has not incurred any financial loss as a result of 

these fraudulent claims (as the attempted fraud had been identified prior to any payments 

being made). 

 

5.2.5 Internal Audit requested management information from Academy to identify those grant 

payments more exposed to the risk of fraud and error. This included a request for 

accounts that had recently been registered with the Council, as there was a greater risk 

these were anticipatory registrations to inform a subsequent fraudulent application. This 

information has not been provided. 

 

Recommendation 3 – Internal Audit should be provided with a record of new and 

recent accounts to enable further assurances that grant payments have been made 

to eligible businesses. 

 

5.2.6 Following a review of information provided internal audit selected the following sample of 

applications (with a total sample value reviewed of £1.08M): 

 

• 10 businesses with insufficient account information to determine the name and nature 

of the business. 

• 10 businesses that recently changed their bank account details. 

• 10 businesses with owners registered at an address a considerable distance from 

Carlisle 

• 10 random selections 

• 50 businesses (23 matches) where registered owners had received more than one 

payment. 

 

5.2.7 Using a combination of online search engines, online maps, social media and Companies 

House registrations checks were made that applicants were from legitimate businesses 

that were operational on the qualifying date (11 March 2020). Checks were also made 

that applications had been appropriately completed and that there was evidence linking 

the registered owner to the business. Queries were raised with the Revenues and 

Benefits team who carried out further investigation where necessary. 

 

5.2.8 A number of queries were raised relating to multiple payments being made to one 

business registered at the same address. These were all found to relate to businesses 

separated into two separate entities by the Valuation Office Agency following a significant 

legal ruling (Woolway Vs Mazaar). While such payments may not be fully the spirit of the 

intentions of the grant these are considered to represent legally separate entities and are 

therefore considered legitimate. 
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5.2.9 The following further queries were raised: 

 

• Three payments of £10K were made to business premises that were verified as 

containing stock but were not open for business on 11 March 2020. 

• Two payments of £10K relating to business that are now inactive where it is not 

clear the date they ceased trading (making it possible this was prior to 11 March 

2020). 

• Two payments of £10K relating to premises that may be used for personal 

reasons. 

 

5.2.10 All these premises were legitimate business premises, registered with the Council prior to 

the 11th March 2020 qualifying date and were all confirmed as qualifying for Small 

Business Rate Relief on the date specified. The subsequent FAQ guidance issued by 

central Government stated that businesses qualifying for this relief were eligible and 

nothing in the guidance appeared to preclude these particular businesses from qualifying, 

though there is a degree of uncertainty over whether businesses were insolvent on the 

qualifying date. 

 

5.2.11 Due to the necessity in enforcing a swift lock-down the government was obligated to roll 

out support rapidly and naturally some elements of the guidance were open to 

interpretation. Revenues and Benefits have applied their approach consistently and are 

confident that these payments are legitimate. However, the issues raised by Internal Audit 

should be incorporated into the post-event risk assessment to provide greater assurance 

(See recommendation 1). 
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Appendix A – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – A post-

event risk assessment should 

be undertaken (accounting for 

the findings from this audit 

review) to inform management’s 

understanding of the fraud risk 

exposure faced by the Council. 

Medium Failure to understand and 
mitigate the risk exposure 
faced as part of the 
payment of grants to 
businesses. 

The findings from this review will 
be considered to understand the 
fraud risk exposure that may 
have occurred in administering 
the SBGF and RHLGF 
processes. 

Revenues & 
Benefits 
Operations 
Manager 

31st October 
2021 

Recommendation 2 – The 

Council should determine if 

grant data can be provided to 

the NFI retrospectively to enable 

production of relevant data 

matching reports 

Medium Failure to identify 
fraudulent or erroneous 
grant payments. 

Clarification to be sought if data 
can be provided for matching 
reports to be obtained. 

Revenues & 
Benefits 
Operations 
Manager 

31st July 2021 

Recommendation 3 – Internal 

Audit should be provided with a 

record of new and recent 

accounts to enable further 

assurances that grant payments 

have been made to eligible 

businesses 

Medium Failure to identify 
fraudulent or erroneous 
grant payments. 

Data to be provided for further 
assurance to be determined. 

Systems 
Control and 
Support 
Manager 

31st August 2021 
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Appendix B - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of 
internal control designed to 
achieve the system objectives 
and this minimises risk. 
 

The control framework tested are 
suitable and complete are being 
consistently applied. 
 
Recommendations made relate to 
minor improvements or tightening 
of embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  
 

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there 
are an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses 
in the system of internal control 
puts achievement of system 
objectives at risk. 
 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  
 

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited/None Fundamental weaknesses have 
been identified in the system of 
internal control resulting in the 
control environment being 
unacceptably weak and this 
exposes the system objectives to 
an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 
 
Control is generally weak/does not 
exist. 
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Appendix C 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations; 

high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – Housing Benefits (Including Revenue 

Recovery) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD23/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the main financial system review of Housing Benefits (Including Revenue Recovery). 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 A main financial system audit of Housing Benefits (including revenue recovery) was 

undertaken by Internal Audit in line with the agreed Internal Audit plan for 2020/21. The 

audit (Appendix A) provides reasonable assurances and includes 11 recommendations (1 

high graded). 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Internal Audit Report – Housing 

Benefits (Including Revenue 

Recovery) – Appendix A 
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Audit of Housing Benefits and 

Overpayment Recovery 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 12th April 2021  

Director Draft Issued: 18th May 2021 

Final Report Issued: 15th June 2021 
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Audit Report Distribution  

Client Lead: Revenues and Benefits Operations Manager 

Benefits Team Leader 

Recovery Team Leader 

Quality Assurance Officer 

Chief Officer: Corporate Director Finance and Resources 

Chief Executive 

Audit Committee: The Audit Committee, which is due to be held on 8th July 

2021 will receive a copy of this report. 

 
Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from the audit of Housing Benefits and 

Overpayments. This was an internal audit review included in the 2020/21 risk-based 

audit plan agreed by the Audit Committee on 30th July 2020. 

1.2 The Carlisle City Council financial procedure rules require that all claims for housing 

benefit must be examined in accordance with Government regulations. The primary 

legislation governing Housing Benefit is the Social Security Contributions and Benefits 

Act 1992. Operationally, the governing regulations are statutory instruments arising from 

that act. They are the Housing Benefit Regulations 2006, and the Housing Benefit 

(Persons who have attained the qualifying age for state pension credit) Regulations 

2006. Universal Credit is legislated for in the Welfare Reform Act 2012, and the statutory 

instruments arising from that act. 

1.3 In November 2020 the Revenues & Benefits Service transferred from the Corporate 

Support directorate to Finance & Resources as part of a wider restructure of Council 

services. 

 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

Audit Scope and Limitations. 

2.3 The Client Lead for this review was Revenues and Benefits Operations Manager and 

the agreed scope was to provide independent assurance over management’s 

arrangements for ensuring effective governance, risk management and internal controls 

of the following scope areas: 

 

• Failure to achieve business objectives due to insufficient governance  

• Failure to adhere to Government Regulations 

• Inaccurate payments due to errors 

• Fraudulent claims undetected 

• Records Management – Fines and reputational damage resulting from loss/ theft of 

sensitive personal information 

• System failures resulting in loss of information and loss of access to process claims 

• Failure to recover Housing Benefit overclaims efficiently and effectively 
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2.4 There were no instances whereby the audit work undertaken was impaired by the 

availability of information. 

3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix B for definitions). 

 

3.2 From the areas examined and tested as part of this audit review, we consider the 

current controls operating within Housing Benefits and Overpayments provide 

Reasonable assurance.    

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix C. Audit recommendations arising from this audit review are summarised 

below: 

 

 

4.2 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix A. 

  

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives achieved (see section 5.1)  

- 5 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts (see section 5.2) 

1 1 

 

3. Information - reliability and integrity of financial and operational 

information (see section 5.3) 

- 1 

4. Security - safeguarding of assets (see section 5.4 - 1 

5. Value – effectiveness and efficiency of operations and 

programmes (see section 5.5) 

- 2 

Total Number of Recommendations 1 10 
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4.3 Findings Summary (good practice / areas for improvement): 

The Revenues and Benefits service is split into three key areas: Benefits including the 

assessment of housing benefit claims, Revenues including the overpayment recovery 

of housing benefits, and the Systems Support Team providing systems support for 

housing benefit under a service level agreement for Carlisle, Allerdale and Copeland 

District Councils. 

 

The audit was focused on the process of housing benefit assessment, and the 

overpayment recovery of housing benefit. 

 

Since the first COVID lockdown in March 2020, the Revenues and Benefits service has 

faced increased pressures such as the test and trace payments support scheme 

(supporting people with financial loss for COVID 19 who are forced to isolate), business 

grants, and has had to adapt quickly to agile working arrangements,  ensuring continuity 

of service. 

 

The Department for Works and Pensions (DWP) continues the roll-out of Universal 

Credit (UC) to replace Housing Benefits. Universal Credit went live in 2018 in Carlisle, 

but the service still has to administer ongoing HB cases until those people have a 

legitimate change that moves them to UC, or the government decide that they want to 

move everyone from HB to UC, but that has not been determined yet. 

   

The audit found that there were good working practices in place including a 

comprehensive quality assurance process, ensuring that individual officers process 

claims accurately and efficiently. Performance of Assessment Officers is reported 

quarterly to the Executive, and monthly to Revenues and Benefits management. 

Technical training needs are delivered internally by the Quality Assurance Officer. 

 

There is a single high-grade recommendation because Audit were not able to confirm if 

debt write offs are regularly reviewed by management, prior to being sent to the 

Corporate Director Finance and Resources for authorisation in line with financial 

regulations. 

 

Other opportunities for further improvement were also identified. The Risk Based 

Verification policy, which reduces the need to check evidence for some claims and 

enables the team to focus on claims flagged as less likely to be accurate and/ or 

potentially fraudulent, has been agreed and published, but requires review to further 

align with current practice. 

Overpayment Recovery internal procedure documents would benefit from regular 

review and update with consideration given to DWP good practice guidance. A collection 

and recovery policy has been drafted, but not finalised and published. 
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Comment from the Corporate Director Finance and Resources: 

A useful Audit review providing a reasonable assurance which complements the work 

undertaken by Mazars on the HB Subsidy Claim. There are several recommendations which 

have all been accepted by Management; and the high graded recommendation will be 

implemented during the next quarterly review of outstanding debt. 

The housing benefit assessment work delivers in excess of £21million in financial support to 

eligible claimants, and it is pleasing that this important and significant service is deemed to be 

working effectively and delivering a good and reasonable service to the public. 
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5.0 Audit Findings & Recommendations 

5.1 Management – Achievement of the organisation’s strategic objectives 

5.1.1 The Revenues and Benefits team structure is in place and supported by job descriptions. 

Most job descriptions are current, but some would benefit from review to ensure they 

remain accurate. For example, the job descriptions for Benefits Team Leader and Senior 

Appeals Officer were last reviewed in April 2014. The Quality Assurance Officer reports 

directly to the Revenues and Benefits Operations Manager, although the relevant job 

description details that the role is responsible to Benefits Team Leaders. It is advised that 

job descriptions are reviewed if there is a major change to content, or they have not been 

reviewed for more than five years. 

 

5.1.2 The corporate service planning cycle did not take place for 2020/21 due to the first COVID-

19 lock down in March 2020. The last available service plan for Revenues and Benefits 

was dated 2019/20. It is advised that the Revenues and Benefits service plan for 2021/22 

is finalised with clear objectives for assessments and overpayment recovery. 

 

5.1.3 Operational risks are recorded and reviewed by the Revenues and Benefits Operational 

Team Manager every three months in line with the corporate risk management framework. 

The operational risk management arrangements in place could be enhanced with regular 

formal review by the wider Revenues and Benefits management team. General failure of 

ICT systems is considered as part of the operational risk. It is advised that where ICT risks 

are not mitigated by the corporate ICT service, the operational risk register should detail 

which specific ICT risks are being considered, with clear mitigating actions documented for 

each of those specific risks.  

 

Recommendation 1 – Operational risk management arrangements to include regular 

consultation with wider stakeholders. 

 

5.1.4 Corporate performance is reported quarterly to the Executive for the average number of 

working days to process new benefit claims and the average number of working days taken 

to process benefit claimants’ change in personal circumstances. Regular, individual 

performance reports are also collated monthly for Management, detailing the process 

accuracy of claims. 

 

5.1.5 Suitable guidance is in place for Assessment staff, both in hard copy and electronically, 

enabling housing benefit claims to be processed accurately. Procedure notes are in place 

for the Quality Assessment Officer, but they would benefit from regular review and update. 

A suite of documented procedure notes, general standards, training notes and guidance 

manuals is in place for Overpayment Recovery staff. These guidance documents would 
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also benefit from regular review and update. The DWP publish relevant good practice 

guidance for Local Authorities to consider when documenting service procedures. 

 

Recommendation 2 – Guidance documents to be regularly reviewed and updated 

with consideration given to DWP good practice. 

 

5.1.6 The Revenues and Benefits Operational Manager holds regular informal meetings with 

individual managers on a weekly basis. Since the first COVID lockdown in March 2020, 

formal monthly management meetings have not been recorded. Documented assigned 

actions, and the subsequent conclusion to those actions would benefit from further clarity 

in the action notes.  

 

Recommendation 3 – Regular Management meetings to be clearly recorded, and 

conclude previous actions raised. 

 

5.1.7 Corporate appraisal guidance details that appraisals give individuals, teams, and their 

manager an opportunity to review performance, agree future objectives and to determine 

learning and development requirements which will help to achieve those objectives. 

Revenues and Benefits staff performance is not regularly assessed using the corporate 

appraisal process. Internal Audit are planning to work with Organisational Development to 

ensure appropriate action is taken corporately to ensure appraisals are both complete and 

timely. 

 

5.1.8 Regular financial monitoring is in place with no reported issues.  

 

5.1.9 Audit were informed that Assessment staff training needs are identified and delivered 

internally by the Quality Assurance Officer, and that Overpayment Recovery staff training 

needs are identified and delivered by the Recovery Team Leader. External training has 

also been provided to staff on occasion, although this has not taken place for some time. 

The service does not have a documented record of training assessment for all staff, fully 

demonstrating regular assessment of technical and softer skill requirements. 

 

Recommendation 4 – Staff training requirements to be regularly assessed with 

outcomes recorded. 

 

5.1.10 Management have drafted a Collection and Recovery Policy which sets clear objectives for 

staff to follow, and includes links to other relevant corporate policies, such as anti-poverty. 

The policy is still to be finalised. 

 

Recommendation 5 - Collection and Recovery Policy to be finalised and published. 
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5.1.11 The Overpayment Recovery Team is small and if a key member of staff is off sick/ leaves 

at short notice, this could adversely affect performance. It is advised that Management 

regularly review the arrangements in place for trained, alternative staff to cover work of 

absent colleagues, ensuring business continuity. 

 

 

5.2 Regulatory – compliance with laws, regulations, policies, procedures, and 

contracts 

5.2.1 The Revenues and Benefits Operations Manager is a full member of the Institute of 

Revenues Rating and Valuation. IRRV forum alerts and newsletters received are regularly 

circulated to the management team. 

 

Suitable testing has been carried out by external Accountants as part of the Housing Benefit 

Assurance Process (HBAP) for the Authority’s claim for Housing Benefit subsidy. The report 

for the claim year ending 31st March 2020 was provided on 22nd January 2021 and 

management have agreed the recommendations. A report to Audit Committee on 20th May 

2021 recommends that the contents of the Housing Benefit Subsidy Report for 2019/20 are 

noted. 

 

5.2.2 Management are kept informed of any changes to legislation through provision of regular 

circulars from the Department of Work and Pensions (DWP). 

 

5.2.3 The introduction of Universal Credit continues to be monitored by the service. 

 

5.2.4 The Service Level Agreement with the Authority’s collection agent was due to be reviewed 

on 31st March 2019, but not yet been undertaken. Future debt collection arrangements are 

under review and may now be going out to tender. Documented procedure notes for 

‘Referring a debt to a collection agency’, detail that monthly referrals will be made to the 

agent. Evidence of only two referrals was available in 2019. The Service Level Agreement 

details that review meetings will take place with the debt collection agent. Management 

informed us that although quarterly review meetings take place, they have been suspended 

due to the Pandemic and are not formally documented. 

 

Recommendation 6 – Update the current arrangements in place with the Authority’s 

collection agent  
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5.2.5 The Authority’s Financial Procedures detail that write-off of debts should be authorised by 

the Corporate Director Finance and Resources. Authorisation of debts written off between  

January and March 2020 and October and December 2020 was provided by management 

electronically in the form of a cut and paste signature on an excel sheet, although 

authorisation of debts written off between April and September 2020 had not been retained. 

Debts initiated by Recovery Officers are not subject to management review prior to being 

sent to the Corporate Director Finance and Resources for authorisation. 

 

Recommendation 7 – Debts to be formally reviewed by management prior to 

authorisation. Documentary evidence of authorisation by Corporate Director to be 

retained. 

 

 

5.3 Information – reliability and integrity of financial and operational information 

5.3.1 Electronic information is retained within Academy. The previous audit identified no 

archiving facility was available within Academy, but that the system owners were working 

on a GDPR compliant archiving tool. 

 

5.3.2 This tool has now been provided but has currently not been tested or implemented by the 

Council due to time constraints. 

 

Recommendation 8 - The Systems Support Team should apply the archiving tool 

provided to the Academy system to ensure historic records no longer required are 

deleted on a timely basis. 

 

 

5.4 Security – Safeguarding of Assets 

5.4.1 Revenues and Benefits staff are subject to a one-off basic disclosure barring service check 

on employment, in line with corporate requirements. 

 

5.4.2 Staff also complete regular declarations of interest in relation to friends and family that may 

be service users to ensure they do not process claims where there is a potential conflict of 

interest. Documentation is held in paper copy at the Civic Centre (held securely), so it was 

not possible to view during the audit. Internal Audit will verify documentation once staff have 

returned to the Civic Centre. It is advised that consideration is given to ensuring these 

documents are held electronically to improve access.  

 

5.4.3 Under normal circumstances, Revenues and Benefits staff receive annual fraud refresher 

training from DWP. The latest session was held on 23rd February 2021. 
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5.4.4 The National Fraud Initiative exercise is undertaken every two years to investigate data 

matches between government organisations, and fraudulent activity. The latest exercise 

for 2020/21 is in progress. 

 

5.4.5 The real-time data initiative is in place and is used to match Housing Benefit data held by 

the authority with PAYE data held by HMRC. The DWP provide alerts based on the data 

matching exercise, informing the authority of potential fraud and error. The DWP used to 

provide the Authority with a report on the outcomes as a percentage of alerts to the 

authority. The last report related to the authority’s performance in Q1 2019/20. 

 

5.4.6 When the Revenues and Benefits team suspect fraudulent activity, a referral is made to 

the DWP fraud team. Progress on referrals is not currently provided by DWP. 

 

5.4.7 Management informed Audit that they have no control or influence over DWP activities, 

although bi-monthly/quarterly telephone calls are made with the DWP Liaison Lead. It is 

advised that management continue to seek updates from the DWP lead on when the 

regular provision of fraud referral updates and performance information will be resumed. 

 

5.4.8 Assessment Officers and the QA Officer access personal information on DWP benefits 

through Searchlight Software. The DWP regularly carry out test checks with the Authority, 

to verify the reasons why sensitive documents have been accessed. 

 

5.4.9 The Revenues and Benefits office can only be accessed by using a key fob, and 

management informed Audit that under normal circumstances, access is subject to review 

every six months with the Facilities Manager. The most recent review of access was 

undertaken in February 2021, although the previous review was undertaken prior to the 

first COVID lockdown in March 2020. 

 

Recommendation 9 – Management to review access to Revenues and Benefits Office 

on a regular basis with the Facilities Manager.  

 

5.4.10 Access to Revenues and Benefits Academy software is managed appropriately by the 

Systems Support Team and reviewed on a regular basis. System data is backed up daily. 
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5.5 Value – effectiveness and efficiency of operations and programmes  

5.5.1 A suitable Quality Assurance (QA) Officer post in place for the Housing Benefits Service. 

The QA Officer reports directly to the Revs and Bens Operations Manager, maintaining 

segregation of duty in the reporting structure from other managers and staff. The QA officer 

does on occasion process claims during busy periods. It is advised that management 

consider whether segregation of duties should be fully observed between the work of 

Assessment Officers and the QA Officer, and if any assessments carried out by the QA 

Officer should be quality checked. 

 

5.5.2 Appropriate and consistent checks are carried out on Assessment Officer processing, 

increasing the accuracy and efficiency of Housing Benefit Claims. 

 

5.5.3 The Risk Based Verification (RBV) policy, which reduces the need to check evidence for 

some claims and enabling the team to focus on claims flagged as less likely to be accurate 

and/ or potentially fraudulent, was agreed by the Audit Committee on 17th July 2017. 

Current RBV risk classification practices are not wholly aligned to the policy. 

 

Recommendation 10 – Management to implement the RBV policy or review and 

amend the policy to align with current practice.  

 

5.5.4 Management are regularly updated on outstanding debt, debt written-off and debt 

recovered, along with comparisons to prior year data. 

 

5.5.5 Key Overpayment Recovery staff identified that letters to debtors would benefit from review 

to improve the clarity of information provided; and that letters are sometimes raised to the 

incorrect address, increasing administration time and risk of data protection breaches. It is 

advised that management liaise with wider Overpayment Recovery staff that raised the 

concerns, to consider how changes to the administration processes highlighted may add 

further value to the service. 

 

5.5.6 Overpayment Recovery staff are set a broad team aim to recover more than the previous 

collection year in percentage terms.  Although this broad aim is in place, staff are not set 

clear recovery targets, with performance measured against those targets to demonstrate 

that all stages of the recovery process (prompt notifications, reminders, further recovery 

action to be taken) are actioned efficiently and effectively. 

 

Recommendation 11 – Clear recovery targets to be set for Overpayment Recovery 

staff in line with DWP good practice guidance. 
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Appendix A – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – 

Operational risk management 

arrangements to include regular 

consultation with wider 

stakeholders. 
 

M Key stakeholders have not 
been consulted on 
operational risks. 

Wider consultation to be applied 
to Risk Register quarterly 
reviews 

Revenues 
and Benefits 
Operations 
Manager 

31st October 
2021 

Recommendation 2 – Guidance 

documents to be regularly 

reviewed and updated with 

consideration given to DWP 

good practice. 
  

M Content of key documents 
not current or align to DWP 
good practice guidance. 

Documentation to be reviewed 
in accordance with DWP 
circulars and relevant good 
practice guidance 

Revenues 
and Benefits 
Operations 
Manager 

31st December 
2021 

Recommendation 3 – Regular 

Management meetings to be 

clearly recorded, and conclude 

previous actions raised. 

 

M Management decision 
making process lacks 
transparency. 
 
Staff are not kept regularly 
informed. 

Regular management meetings 
to resume with actions to be 
captured and documented. 
 

Revenues 
and Benefits 
Operations 
Manager 

30th June 2021 

Recommendation 4 – Staff 

training requirements to be 

regularly assessed with 

outcomes recorded. 

 

M Staff are not fully trained to 
carry out their role. 

All staff training requirements to 
be captured and documented. 

Revenues 
and Benefits 
Operations 
Manager 

31st January 
2022 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 5 - Collection 

and Recovery Policy to be 

finalised and published. 

 

M Service priorities are 
unclear to staff. 

Documentation to be reviewed 
and formally approved for 
publication. 

Recovery 
Team Leader 

31st December 
2021 

Recommendation 6 – Update 

the current arrangements in 

place with the Authority’s 

collection agent. 

 

M Level of service of 
Collection Agent is not 
formally agreed and falls 
below expectations. 

Agreement to be reviewed with 
monitoring arrangements and 
information reviews to be re-
instated. 

Recovery 
Team Leader 

30th September 
2021 

Recommendation 7 – Debts to 

be formally reviewed by 

management prior to 

authorisation. Documentary 

evidence of authorisation by 

Corporate Director to be 

retained. 

 

H Clear segregation of duties 
is not maintained. 
 
 
Debts are not written off in 
line with the Financial 
Regulations. 

Authorisation process and 
approval by Recovery Team 
Leader to be documented. 
 

Recovery 
Team Leader 

31st October 
2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 8 - The 

Systems Support Team should 

apply the archiving tool provided 

to the Academy system to 

ensure historic records no 

longer required are deleted on a 

timely basis. 

 

M Authority may not be fully 
compliant with UK GDPR 

Archiving processes to be 
commenced and appropriate 
records removed. 

Systems 
Support and 
Control 
Manager 

31st March 2022 

Recommendation 9 – 

Management to review access 

to Revenues and Benefits Office 

on a regular basis with the 

Facilities Manager. 
 

M Inappropriate access 
gained to the Revenues 
and Benefits Office. 

Periodic access reviews to 
continue bi-annually and user 
approved reports to be retained 

Revenues 
and Benefits 
Operations 
Manager 

31st July 2021 

Recommendation 10 – 

Management to implement the 

RBV policy, or review and 

amend the policy to align with 

current practice. 
 

M Evidence gathering 
processes are inefficient. 

Policy to be reviewed to align 
with operational practice, 
including the monitoring of risk 
categories assigned. 

Revenues 
and Benefits 
Operations 
Manager 

31st October 
2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 11 – Clear 

recovery targets to be set for 

Overpayment Recovery staff in 

line with DWP good practice 

guidance. 

M Overpayment recovery is 
not efficient and effective 

Target performance to be 
determined, based on previous 
years collection performance. 

Recovery 
Team Leader 

31st October 
2021 
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Appendix B - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of 
internal control designed to 
achieve the system objectives 
and this minimises risk. 
 

The control framework tested are 
suitable and complete are being 
consistently applied. 
 
Recommendations made relate to 
minor improvements or tightening 
of embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  
 

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there 
are an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses 
in the system of internal control 
puts achievement of system 
objectives at risk. 
 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  
 

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited/None Fundamental weaknesses have 
been identified in the system of 
internal control resulting in the 
control environment being 
unacceptably weak and this 
exposes the system objectives to 
an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 
 
Control is generally weak/does not 
exist. 
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Appendix C 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations; 

high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – Driver Checks (Follow-Up) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD20/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the follow up review of Driver Checks. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 A follow-up audit of Driver Checks was undertaken by Internal Audit in line with the agreed 

Internal Audit plan for 2020/21. The original audit completed in December 2019 provided 

partial assurance and included 4 recommendations (3 high graded). The follow-up, 

appended as Appendix A of this report found assurances have increased to reasonable 

and includes 4 recommendations (1 high graded). 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7280 

Appendixes Driver Checks (Follow-up) – 

Appendix A 
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Audit follow up of 

Driver Checks 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 13 April 2021  

Director Draft Issued: 27 May 2021 

Final Report Issued: 2 June 2021 
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Audit Report Distribution  

Client Lead: Fleet and Depot Manager 

Neighbourhood Services Manager 

Chief Officer: Deputy Chief Executive 

Chief Executive 

Corporate Director Governance & Regulatory Services 

Others: Safety, Health & Environmental Manager 

Service Support Supervisor 

HR Manager 

Payroll & iTrent Supervisor 

Audit Committee The Audit Committee, which is due to be held on 08th 

July 2021 will receive a copy of this report. 

 

Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from a follow up audit of Drivers Checks. This was 

an internal audit review included in the 2020/21 risk-based audit plan agreed by the 

Audit Committee on 30th July 2020. 

 

1.2. The original audit was carried out in December 2019, resulting in a conclusion of partial 

assurance rating and four recommendations. A management action plan was completed 

detailing agreed actions, responsible manager and implementation dates to address the 

recommendations (Appendix A). This report provides an update on progress made 

against this action plan. 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

2.3 The Client Lead was asked to provide an update on progress made implementing the 

agreed actions. Internal Audit then undertook testing as necessary to confirm that 

actions have been fully implemented and that controls are working as intended to 

mitigate risk 

 

Audit Scope and Limitations. 

2.4 The original scope was to provide independent assurance over management’s 

arrangements for ensuring effective governance, risk management and internal controls 

of the following risk areas: 

 

• Officers and Members are driving on Council business without appropriate licence 

and/or insurance requirements in place resulting in financial and or reputational 

damage and legal proceedings against the Council 

 

2.5 It is the responsibility of management to monitor the effectiveness of internal controls to 

ensure they continue to operate effectively. 

 

2.6 There were no instances whereby the audit work undertaken was impaired by the 

availability of information, however some testing was limited due to the recent changes 

in working patterns resulting from Covid-19 Pandemic and Lockdown / Stay at Home 

restrictions for many Officers during 2020 and early 2021. 
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3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix C for definitions). 

 

3.2 Where the findings of the follow up confirm that actions have been successfully 

implemented and controls are working effectively, the internal audit assurance opinion 

may be revised from that provided by the original audit. 

 

3.3 From the areas examined and tested as part of this follow up review we consider the 

current controls operating within Drivers Check Follow-up Audit provide reasonable 

assurance, revised from partial assurance from the original audit carried out in 

2019/2020. 

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix D.  

 

4.2 The previous audit included 4 recommendations (See Appendix A) of which: 

 

• 2 agreed action has been successfully implemented. 

• 2 agreed actions have been partially implemented. 

 

4.3 Audit recommendations arising from this audit review are summarised below: 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives 

- 1 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts 

1 2 

3. Information -  reliability and integrity of financial and operational 

information 

- - 

4. Security - safeguarding of assets - - 
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4.4 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix B. 

 

4.5 Findings Summary: 

There is a comprehensive policy established which places responsibility for checking 

insurance and driving licenses with line managers. The Council’s travel policy also 

places onus on individuals to obtain suitable insurance. 

 

During the original Driver’s Check audit it was identified that not all line managers were 

aware of the policies or their responsibilities to carry out appropriate checks.  The agreed 

follow-up actions and the increased communication and awareness driven by the Fleet 

and Depot Manager has improved the awareness greatly across the City Council 

regarding the required checks to be carried out.  

 

A few minor improvements and the ability to provide updates electronically in the future 

will ensure that the required Driver Checks are embedded across the Council and best 

practice is adhered to. Ensuring that The Drivers Handbook is printed and circulated to 

relevant Line Manages in Q1 2021/2022 and to add this resource material to The City 

Council e-library is a priority. This will enable regular updates and ensure all future 

changes are communicated across the organisation when UK Drivers legislative and 

policy changes are adopted and incorporated by the Council. 

 

Currently there is no process to review driving licences of Elected Members who travel 

on their Council business, although insurance details are checked for those Members 

that submit travel claims. It was proposed by the audit that driving licenses are checked 

for Members; however legal advice provided indicated such checks could not be 

enforced as Councillors are not employees of the Council and carry out their official 

business in their own capacity. Therefore, the Council needs to decide whether this 

information could be collected on a voluntary basis and update the handbook and 

procedure accordingly. 

 

The Council should further explore electronic sign-in and communication messaging 

and prompts for all Driver Check reminders to enable a more streamlined and efficient 

approached and to have a robust process of checking carried out for Pool Car bookings. 

 

Comment from the Deputy Chief Executive 

Following the previous review, it is positive to note the progress made by the fleet team and 

other officers engaged. The issue related to Member checks will be progressed in conversation 

with the Portfolio Holder and Executive. 

5. Value – effectiveness and efficiency of operations and 

programmes 

- - 

Total Number of Recommendations  1 3 
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5.0 Audit Findings & Recommendations 

5.1 Recommendation 1 & 2 – Guidance and Communication 

5.1.1 Significant work has been undertaken to develop and prepare a Drivers Handbook that 

clarifies the responsibilities for managers, staff and elected members driving on Council 

business in a fleet or privately owned vehicle. The handbook reminds all officers of the 

importance of managing road risk.  These duties have been appropriately 

communicated to staff and relevant Line Managers. The handbook was approved by 

SMT in September 2020 and printing of this handbook is due to be fully published and 

printed in Spring 2021 and will reinforce the line manager’s responsibilities and duties to 

carry out driver checks. 

 

5.1.2 The Drivers Handbook should also be added to the Council’s e-library now that it has 

been approved by SMT Maintaining an electronic version will enable regular updates 

either by legislative law or changes to Council Policies to be easily updated and 

communicated to staff. 

 

5.1.3 Checks can be undertaken centrally by the garage; these are completed by the Fleet 

Team and maintained on a secure website alongside a spreadsheet listing officers 

confirmed as cleared to drive on Council business. Not all checks are carried out 

centrally and the responsibility is therefore with the respective Line Manager to 

undertake the minimum required on-line checks of the driver’s licence, to check for  

appropriate insurance cover and MOT certificate where necessary.  The checks also 

include a  declaration by each Officer that they are fit to drive on Council business. 

 

5.1.4 Audit testing indicated that the required checks were being carried out and the relevant 

and current documents and certificates were being obtained and held by line managers 

and were also held securely on 3rd party system by The Fleet team. They were either 

being held electronically or in paper copies in the office and had the same approach as 

those departments who had central checks carried out by the Fleet and Depot Manager. 

 

5.1.5 Audit testing reviewed a combination of checks that would be carried out by relevant 

Line Managers for new starters [10 staff members] and mileage claims submitted by 

officers whilst driving on Council business [15 staff members]. Findings for the total 

sample of 25 can be summarised below: 

 

• 8 of the 25 sample were checked by Fleet Management 

• 2 of the 25 sample were confirmed as never driving on Council Business and 

therefore required no checks 

• 1 of the 25 sample had since left the Council during the year 
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• 13 of the 25 sample had checks carried out by Line Managers, of which 3 have 

submitted records for inspection, the remaining paper copies are held in Civic 

Offices and will be followed up by Internal Audit when staff return to the office. 

• 1 of the 25 sample did not carry out any checks due to not having knowledge of 

their duty as Line Manager [see below] 

 

5.1.6 In one instance, it was identified that a line manager was not included in the e-mail 

circulation and therefore had no knowledge of his duties, subsequently after further 

investigation, it was identified that the relevant mailing list was not up to date. 

 

Recommendation 1 – The approved Drivers Handbook should be printed and 

circulated to relevant Line Managers & Elected Members and added to the City 

Council E-library. 

 

Recommendation 2 – A process should be established to ensure the management 

briefing mailing list are is to date so all relevant officers receive relevant 

information 

 

5.2 Recommendation 3 – Document checks 

5.2.1 The previous processes needed to be reviewed and assurances and controls put into 

place to ensure that driver checks are carried out for all relevant Officers. 

 

5.2.2 The updated process developed for Drivers Checks has not been implemented as a 

centralised standardised process; however, with the improved communications the 

majority of Line Managers are now carrying out necessary checks. 

 

5.2.3 Inconsistencies were identified in relation to carrying our Driver Checks for Elected 

Members. The Driver’s handbook (signed by the Council Leader) states that “the 

standards set out in this handbook apply to all elected members, employees and non-

employees driving council feet or hire vehicles as well as driving their own vehicles on 

approved Council business” and the Neighbourhood Services Manager has been advised 

it is best practice to adopt a consistent approach for any individual driving on Council 

business. 

 

5.2.4 Currently the Payroll department will check that Elected Members have adequate 

insurance prior to any mileage claims being paid, but no formal checking of Elected 

Member driving licences is currently undertaken. 
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5.2.5 The Corporate Director of Governance and Regulatory Services has provided legal advice 

that the Council is unable to enforce Members to provide this information, as they are not 

employed by the Council and carry out official business in their own capacity. It was also 

advised that the Council could potentially be held vicariously liable if the information is 

collected and an accident was to happen (this is inconsistent with the current approach, 

as insurance documentation is currently obtained by Payroll, whereas licenses are not 

reviewed). 

Recommendation 3 – It should be determined whether appropriate and consistent 

checks are carried out for Members on a voluntary basis. The handbook and 

associated procedures should be updated to reflect any agreed changes to the 

procedure. 

 

5.3 Recommendation 4 – Pool Cars 

5.3.1 Arrangements for pool car bookings are available on the Council’s intranet. The 

bookings are managed by the Service Support Team.  As part of the original audit The 

Service Support Supervisor confirmed there are no checks undertaken on pool car 

drivers. 

 

5.3.2 As part of the original 2019/2020 audit, recommendation 4 [see Appendix A] stated that 

a process should be in place to ensure all staff driving a pool car have an appropriate 

licence in place. The Fleet & Depot Manager has confirmed that this has not progressed 

as pool cars have not been utilised during the global pandemic. It is recognised that this 

action still therefore requires to be implemented. 

 

Recommendation 4 – A process should be in place to ensure all staff driving a 

pool car have an appropriate licence in place. 
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Appendix A – Original Management Action Plan 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementtion 
Date 

Actioned 

Recommendation 1 – All 

officers should be 

regularly reminded of 

their responsibility for 

carrying out necessary 

driver checks. 

H Officers driving on 
Council business 
without appropriate 
licence and/or 
insurance. 

All managers given 

guidance and reminded of 

their responsibilities via 

email (November 2018 

and December 2019).   

Fleet and 
Depot 
Manager 
 
 
 

Completed 
 
 
 
 

Yes 

Payroll & Fleet to co-

ordinate regular quarterly 

reminders to all officers.  

Payroll to review feasibility 

of loading relevant 

documents into iTrent and 

issuing automated 

reminders from the system 

Fleet & 
Depot 
Manager / 
Payroll & 
iTrent 
Supervisor 

30 April 2020 Yes 
 
 
 
No 
 

Skillgate module to be 

developed for managers 

and permitted drivers to 

further embed checking 

process and highlight 

improved guidance. 

Fleet and 
Depot 
Manager 

30June 2020 In Part 
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Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementtion 
Date 

Actioned 

Recommendation 2 – 

The Driver Handbook 

should be presented to 

and reviewed by Senior 

Management to 

determine if it should be 

implemented and to 

what extent it replaces 

the current road risk 

policy. 

M Insufficient guidance 
in place for officers. 

Handbook for Drivers to 
be reviewed and approved 
by SMT. 
 

Fleet and 
Depot 
Manager 

30 April 2020 Yes 
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Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementtion 
Date 

Actioned 

Recommendation 3 – 

Current processes 

should be reviewed to 

ensure there are 

assurances that driver 

checks are carried out 

for all relevant officers. 

H Officers driving on 
Council business 
without appropriate 
licence and/or 
insurance. 

Managers to ensure 
checks are carried within 
their remit in line with 
existing policy and 
repeated guidance. 
 
Payroll to check ‘permitted 
drivers list’ before paying 
any mileage allowance for 
staff using their own 
vehicles. 
 
Fleet office will continue to 
provide advice and remind 
all officers of their 
responsibilities in line with 
existing policy to check 
drivers. 
 
Fleet office to also provide 
monitoring role to ensure 
compliance prioritising 
risk-based approach 
(highest mileage first). 
 

All managers 
 
 
 
 
 
Payroll & 
iTrent 
Supervisor 
 
 
 
Fleet and 
Depot 
Manager 
 
 
 
 
Fleet and 
Depot 
Manager 
 

30 April 2020 Yes (majority) 
 
 
 
 
 
Yes 
 
 
 
 
 
Yes 
 
 
 
 
 
 
Yes 
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Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementtion 
Date 

Actioned 

Recommendation 4 – A 

process should be in 

place to ensure all staff 

driving a pool car have 

an appropriate licence in 

place 

 

 

 

H Officers driving on 
Council business 
without appropriate 
licence and/ or 
insurance 

Additional check to be 
introduced as part of pool 
car booking system (Fleet 
and SST to review option 
to share list of checked 
drivers to allow for a more 
efficient checking process) 
 
Fleet office will continue to 
provide advice and remind 
managers of their 
responsibilities in line with 
existing policy to check 
drivers. 
 

 30 April 2020 No progress due to 
global pandemic. 
 
 
 
 
 
 
Yes 
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Appendix B – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – The approved 

Drivers Handbook should be printed 

and circulated to relevant Line 

Managers & Elected Members and 

added to the City Council E-library. 

M Officers driving on Council 
business without 
appropriate licence and / 
or insurance 

The Handbook for Drivers 
will be available 
electronically for officers / 
managers and elected 
members with access to the 
intranet. Printed copies will 
be available for drivers 
without intranet access and a 
copy will be placed in each 
fleet vehicle, including pool 
cars. 
This is being further 
enhanced through the 
development of a Skillgate 
module to monitor 
awareness and improve 
compliance. 

Fleet and 
Depot 
Manager 

15 May 2021 

Recommendation 2 – A process 

should be established to ensure the 

management briefing mailing list are 

is to date so all relevant officers 

receive relevant information. 

M Officers do not receive  
notifications on changes to 
travel policy and 
reminders and duties for 
Driver Check obligations  

Post interview check-lists to 
be updated to identify new 
managers. SST to perform 
annual check of distribution 
list. HR forms to be updated. 

HR Advisor / 
Service 
Support 
Supervisor 

30 May 2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 3 – It should be 

determined whether appropriate and 

consistent checks are carried out for 

Members on a voluntary basis. The 

handbook and associated 

procedures should be updated to 

reflect any agreed changes to the 

procedure. 

M Elected Members driving 
on Council business 
without appropriate licence 
and/ or insurance 

Pursue option to request 
license information from 
Members as part of checks 
made by Payroll, or on a 
voluntary basis. Otherwise 
electronic handbook will be 
updated to remove 
references to Members and 
volunteers.  

Neighbourho
od Services 
Manager 

30 August 2021 

Recommendation 4 – A process 

should be in place to ensure all staff 

driving a pool car and hire car have 

an appropriate licence in place 

H Officers driving on Council 
business without 
appropriate licence and/or 
insurance 

Access to the third-party 
licence checking bureau 
granted to SST so checks of 
pool vehicle users can be 
carried out. Drivers of hire 
vehicles have their licences 
checked routinely by Fleet. 
If drivers are not on the 
database, both parties will 
request confirmation from 
the driver’s line manager that 
a licence check has been 
conducted satisfactorily 

Fleet and 
Depot 
Manager in 
discussion 
with service 
support 

01 May 2021 
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Appendix C - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of internal 
control designed to achieve the 
system objectives and this 
minimises risk. 

 

The control framework tested are 
suitable and complete are being 
consistently applied. 

Recommendations made relate to 
minor improvements or tightening of 
embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there are 
an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses in 
the system of internal control puts 
achievement of system objectives 
at risk. 

 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited / 

None 

Fundamental weaknesses have 

been identified in the system of 

internal control resulting in the 

control environment being 

unacceptably weak and this 

exposes the system objectives to 

an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 

Control is generally weak/does not 

exist. 

Page 227 of 332



I2002 – Driver Checks (Follow-up) 

Page 14 

 

Appendix D 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations 

used; high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee 
Agenda 

Item: 

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: Internal Audit Report – ICT Various Recommendations 

(Follow-Up) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD26/21 

Purpose / Summary: 

This report supplements the report considered on Internal Audit Progress 2020/21 and considers 

the follow up review of ICT Various Recommendations. 

Recommendations: 

The Committee is requested to 

(i) receive the final audit report outlined in paragraph 1.1;

Tracking 

Audit Committee: 8 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 

A.5
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1. BACKGROUND INFORMATION 

1.1 The 2019/20 Internal Audit opinion raised concerns over ICT Services, particularly due to 

two partial reviews (Firewall and Mobile Devices) and resource constraints through vacant 

posts resulting in non-implementation of outstanding recommendations. 

 

1.2 A follow-up audit of all outstanding ICT recommendations was undertaken by Internal 

Audit in line with the agreed Internal Audit plan for 2020/21. The follow-up, appended as 

Appendix A found progress had been made, with 13/38 recommendations implemented 

and progress made on a further 6. The report includes 16 recommendations (6 high 

graded). A second follow-up of all these recommendations is proposed in 2021/22. 

 

2. RISKS 

2.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being managed. 

 

3. CONSULTATION 

3.1 Not applicable 

 

4. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is asked to 

i) receive the final audit report as outlined in paragraph 1.1; 

 

5. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

5.1  To support the Council in maintaining an effective framework regarding governance, risk 

management and internal control which underpins the delivery the Council’s corporate 

priorities and helps to ensure efficient use of Council resources. 

 

 

Note: in compliance with section 100d of the Local Government (Access to Information) 

Act 1985 the report has been prepared in part from the following papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider summaries of specific internal audit reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Contact Officer: Michael Roper Ext:  7280 

Appendixes ICT Various Recommendations 

(Follow-up) – Appendix A 
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Equality – None 

 

Information Governance – None 
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Audit follow up of ICT Services 

Outstanding Recommendations 

 

 

 

 

 

 

 

 

 

 

 

Draft Report Issued: 22 March 2021 

Director Draft Issued: 07 June 2021 

Final Report Issued: 23 June 2021 
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Audit Report Distribution  

Client Lead: Head of Digital & Technology 

Lead ICT Officer (T1907) 

Chief Officer: Chief Executive 

Others: Information Governance Manager 

Revenues & Benefits Operations Manager 

Workforce Development Manager 

Audit Committee The Audit Committee, which is due to be held on 8 July 

2021 will receive a copy of this report. 

 

Note: Audit reports should not be circulated wider than the above distribution without the 

consent of the Designated Head of Internal Audit. 
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1.0 Background 

1.1. This report summarises the findings from a follow up audit of outstanding 

recommendations within ICT Services over 5 separate audits. This was an internal 

audit review included in the 2020/21 risk-based audit plan agreed by the Audit 

Committee on 30th July 2020. 

 

1.2. The original audits were as follows: 

 

1.3 Management actions plan were completed detailing agreed actions, responsible 

managers and implementation dates to address the recommendations (Appendix A)1.. 

This follow-up report provides an update on progress made against these action plans. 

1.4 The 2019/20 annual internal audit report raised concerns around ICT controls due to 

the two partial assurances and a growing number of outstanding audit 

recommendations, including slow progress in implementing historic recommendations. 

1.5 Remaining planned ICT audit work (IT Strategy / ICT Specialist Audit) was deferred as 

it was agreed ICT control concerns existed and further reviews would not add more 

value until these concerns were addressed. It should be noted that continued 

development of the Council’s Information Governance and Records Management is 

also reliant on the ICT Service 

1.6 The ICT Services team had several absences and vacancies, including the long-term 

absence and subsequent retirement of the Head of Service. There were delays in 

recruiting a new Head of Service, partially due to the Covid-19 global pandemic, but 

the post was recruited to in November 2020. 

1.7 Internal Audit recognise the hard work, knowledge and dedication of the existing 

service, including their considerable efforts to ensure the Council could quickly and 

efficiently adapt to a new way of working through the pandemic.  

 
1 Two of the audit reviews (IT General Controls/Revenues & Benefits Shared Service) have been followed up since the 

initial review – action plans reflect the latest agreed dates and actions as a result of these prior reviews 

Year Audit Title Assurance 

Level 

High Medium 

2017/18 IT General Controls (Grant Thornton) N/A - 2 

2018/19 Revenues & Benefits Shared Service Reasonable 1 - 

2018/19 Firewall (ICT Specialist Review) Partial 11 15 

2019/20 Mobile Devices (Follow-up) Partial 2 5 

2019/20 Information Security N/A - 2 
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1.8 Internal Audit will continue to work closely with the team to progress implementation of 

outstanding recommendations and plan to work with the service to devise a new 

assurance programme going forward into 2021/22. 

2.0 Audit Approach 

Audit Objectives and Methodology 

2.1 Compliance with the mandatory Public Sector Internal Audit Standards requires that 

internal audit activity evaluates the exposures to risks relating to the organisation’s 

governance, operations and information systems.  

 

2.2 A risk-based audit approach has been applied which aligns to the five key audit control 

objectives (see section 4). Detailed findings and recommendations are reported within 

section 5 of this report. 

 

2.3 The Client Lead was asked to provide an update on progress made in implementing 

the agreed actions. Internal Audit then undertook testing as necessary to confirm that 

actions have been fully implemented and that controls are working as intended to 

mitigate risk 

 

Audit Scope and Limitations. 

2.4 The original scopes were to provide independent assurance over management’s 

arrangements for ensuring effective governance, risk management and internal 

controls of the Council’s ICT Service, including the confidentiality, integrity and security 

of the Council’s electronic information (cyber-security). 

 

2.5 It is the responsibility of management to monitor the effectiveness of internal controls 

to ensure they continue to operate effectively. 

 

2.6 There were no instances whereby the audit work undertaken was impaired by the 

availability of information. 

3.0 Assurance Opinion 

3.1 Each audit review is given an assurance opinion intended to assist Members and 

Officers in their assessment of the overall governance, risk management and internal 

control frameworks in place. There are 4 levels of assurance opinion which may be 

applied (See Appendix C for definitions). 

 

3.2 Where the findings of the follow up confirm that actions have been successfully 

implemented and controls are working effectively, the internal audit assurance opinion 

may be revised from that provided by the original audit. 

 

3.3 From the areas examined and tested as part of this follow up review we consider the 

current controls operating within ICT provide partial assurances. 

Page 235 of 332



I2001 – ICT Services Outstanding Recommendations (Follow-up) 

Page 3 

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is 

primarily sample based, full coverage of the system and complete assurance cannot 

be given to an audit area. 

 

4.0 Summary of Recommendations, Audit Findings and Report Distribution 

4.1 There are two levels of audit recommendation; the definition for each level is explained 

in Appendix D.  

 

4.2 The previous audits included a total of 38 recommendations (See Appendix A) of 

which: 

 

• 13 agreed actions have been successfully implemented. 

• 6 agreed actions have been partially implemented. 

• 18 agreed actions have not been implemented. 

• 1 agreed action is no longer relevant due to ending of contractual 

arrangements. 

 

4.3 A number of the outstanding recommendations relate to similar issues, such as a need 

for various policies to be reviewed. Where possible, this audit has merged relevant 

recommendations. 

 

4.4 Audit recommendations arising from this audit review are summarised below: 

 

 

4.5 Management response to the recommendations, including agreed actions, responsible 

manager and date of implementation are summarised in Appendix B. 

 

 

Control Objective High Medium 

1. Management - achievement of the organisation’s strategic 

objectives 

1 1 

2. Regulatory - compliance with laws, regulations, policies, 

procedures and contracts 

- - 

3. Information -  reliability and integrity of financial and operational 

information 

1 2 

4. Security - safeguarding of assets 4 6 

5. Value – effectiveness and efficiency of operations and 

programmes 

- 1 

Total Number of Recommendations 6 10 
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4.6 Findings Summary: 

Internal Audit acknowledge that progress has been made since ICT controls were last 

reviewed with a third of recommendations having been appropriately implemented and 

closed. However, given the number of recommendations not addressed and the six 

high graded recommendations made in this review there is still significant progress to 

be made to provide acceptable levels of assurances over cyber-security and other ICT 

related controls.  

 

The audit reflects that the limited progress made relates to the significant number of 

vacancies within the ICT team, in particular the long vacancy for a Head of Service. 

These difficulties have been compacted by the Covid-19 global pandemic with 

additional pressures placed on the team, who enabled a rapid and wide-spread 

migration that enabled the majority of Council officers to work from home during the 

pandemic. This achievement by the team is acknowledged by both Internal Audit and 

by Senior Management within the authority. 

 

However, now the head of service post has been filled there is a need to ensure 

remaining vacancies are filled to enable the team to address the outstanding points in 

this review. It is clear this will need to be measured against any other ICT health and 

security concerns raised from specialist health checks proposed for the service (see 

Recommendation 15), with an ongoing review of priorities versus available resource 

necessary. 

 

The key issues identified from this audit are summarised as follows: 

 

• The full suite of ICT policies needs to reviewed and updated to ensure up to 

date, accessible and appropriate policies are in place to ensure suitable usage 

by individuals accessing the Council’s network. 

• Plans to obtain further assurances over the health/security of the ICT network 

should be made, including development of existing remedial action plans to 

ensure actions are identified and addressed swiftly and are appropriately 

evidenced as complete.  

• Risk management arrangements should be reviewed and updated, including 

identification of risks relating to Information Governance and Information 

Security and ensuring existing and planned mitigating actions are segregated to 

avoid false assurances.  

• Mandatory cyber-security training should be reviewed to ensure it is up to date. 

There is also a need to ensure this training is undertaken by all individuals with 

access to the Council’s network (both officers and members) 

• Records management arrangements need to be reviewed to ensure all relevant 

information is accessible to all relevant individuals within the service. 
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• Data sharing arrangements are required in relation to the shared service 

arrangements with Allerdale and Copeland for the provision of Revenues and 

Benefits software. A firewall solution between Allerdale and the Council is also 

necessary to help ensure a secure connection is established between the two 

networks. 

• Custodian forms should be obtained retrospectively for all device users. 

• A regular VFM review of mobile phone usage should be established to ensure 

any devices no longer required are disposed of.  

• An application locker should be obtained for use on mobile devices to prevent 

downloading of inappropriate software. 

• Latest versions of application software should be formally tracked and applied 

 

Prioritisation of outstanding recommendations will need to be considered against wider 

assurances currently being planned by ICT Services in relation to ensuring the 

security of the Council’s network and information. Higher priority recommendations will 

need addressing as a matter of urgency, but a number of the medium 

recommendations cannot be implemented until the team is fully resourced. 

 

Comment from the Chief Executive 

I thank Internal Audit for this report. I am confident that renewed and refocussed leadership in 

ICT Services, couple with a commitment from me to ensure they have the resources they need 

will enable us to address these pressing issues for the City Council. 
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5.0 Audit Findings & Recommendations 

5.1 Information Security Events 

5.1.1 The audit of ICT General Controls recommended implementation of a formal review of 

security events to detect potential inappropriate or malicious activity on the Council’s 

network. In addition, the Firewall audit recommended that both firewall alerts and key 

events should be defined and similarly reported and monitored. 

 

5.1.2 In response to the General Controls recommendation, ICT Services procured a 

managed SIEM (Security Information and Event Management) solution in 2018. A 

managed service framework was considered to offer the best value for money, meaning 

a third party was responsible for monitoring and reporting security events on the 

Council’s network. Responsibility for reviewing and resolving identified issues is retained 

by the Council.  

 

5.1.3 Evidence was provided that relevant monitoring and reporting has been undertaken by 

the provider (including firewall alerts and key events). Evidence was also provided that 

events are registered in the Council’s service management solution (Remedyforce), 

including actions taken by ICT officers to review and resolve the reported issues. 

 

5.1.4 The SIEM solution was procured by the previous Head of Service. Officers have been 

unable to locate the relevant quotes, tender award documentation and original signed 

contract, raising concerns about the quality of historic records management. 

 

5.1.5 Similar concerns have been identified elsewhere in this review in relation to document 

retention within ICT services, with further contract information (para 5.10.3) and training 

records (para 5.2.4) unavailable to the audit. It is recognised that work has started to 

develop a SharePoint site to improve accessibility of records to all relevant officers. In 

addition further plans are in place to develop the Council’s use of i-Trent for storing 

personnel records (including training qualifications). 

 

Recommendation 1 – The ICT service’s record management structure should be 

reviewed to ensure officers have access to all relevant documentation, including 

those relating to contract/procurement and training records.  

 

5.2 Change Management Policies & Procedures 

5.2.1 The audit of ICT General Controls recommended a need to document and publish 

policies and procedures addressing change management processes and related control 

requirements. 
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5.2.2 A significant number of outstanding recommendations included in this review relate to 

the need to update procedures and this issue is addressed in section 5.5. 

 

5.2.3 To address this recommendation it was identified that ICT staff needed to attain 

accreditation to ITIL (Information Technology Infrastructure Library) to enable suitable 

change management procedures to be produced and undertaken. 

 

5.2.4 There is evidence on the Council’s training and development application that relevant 

officers have undertaken the accreditation and a copy of the training material has been 

retained by the service. However, copies of qualification certificates have not been 

retained by ICT Services, or forwarded to Organisational Development for central filing, 

making it difficult to evidence accreditation (see section 5.1 and recommendation 1). 

 

 

5.3 SLA/Data Sharing agreements – Shared Service 

5.3.1 The audit of shared ICT software provision for Revenues and Benefits recommended 

that formal data processing agreements are agreed and signed between the three 

participants (Carlisle City Council, Allerdale Borough Council and Copeland Borough 

Council) to ensure compliance with data protection legislation. 

 

5.3.2 There have been delays in implementing this recommendation as it was intended to 

include the data processing arrangements in a revised SLA (Service Level Agreement), 

which has not been developed (partly due to limited engagement with partners in the 

service).  

 

5.3.3 The Information Governance Manager has proposed developing a practical law 

template between the parties to ensure data protection issues are covered while the 

Council continues to review the content of the SLA. Actions to this re-iterated 

recommendation have been updated to reflect this proposal (see Appendix B). 

 

Recommendation 2 – The Data Processing Agreements should be checked to 

ensure compliance with GDPR and should be signed by all parties to formalise 

the arrangement. 
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5.4 Cyber Security Training 

5.4.1 The audit of mobile devices recommended that the existing mandatory e-learning 

training for cyber security is updated, including adding sections on maintaining physical 

security of assets and Council-specific ICT policies.  

 

5.4.2 The mandatory training has not been updated since it was introduced in 2018. The 

course is still a mandatory requirement for all new starters, with repeat sessions flagged 

every three years. 93% of registered officers have completed this course within the last 

three years.  

 

5.4.3 There is a risk the training is out of date and does not include new relevant issues 

(particularly in relation to phishing attacks and other threats to cyber security) and the 

training still does not include anything relating to physical security of assets or Council 

policies. 

 

5.4.4 In October 2020 all Council officers were asked (via a corporate communication) to 

undertake additional training provided by the NCSC (National Cyber Security Centre), 

which includes up to date information relating to phishing and other cyber-security 

issues. Completion of training is monitored by a declaration within Skillsgate, which is 

being monitored by Organisational Development. Only 25% of registered officers had 

completed the course as at the time of the audit, 

 

5.4.5 It was intended to make this supplementary training mandatory as the NCSC is 

recognised as providing best practice guidance in relation to cyber-security guidance. 

Organisational Development confirmed this training is not currently registered in 

Skillsgate as mandatory, so no reminders were flagged with officers of managers. It is 

likely this has contributed towards the low completion rate. It is noted that reminders 

have been issued post-audit and this has seen the completion rate increase to 42%. 

 

5.4.6 There is also a slight discrepancy between those officers registered on each training 

course. The audit identified eleven officers with an e-mail account (who therefore are 

likely to be exposed to cyber security risks at some point) that were only registered on 

one of the courses. It is thought this may relate to officers being allocated an e-mail 

account after initial mandatory courses were set-up – Organisational Development are 

investigating this anomaly. 

 

5.4.7 ICT services have also undertaken a series of drop-in sessions for staff to attend 

providing information on security awareness. 
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5.4.8 The audit of mobile devices also recommended that action was taken to ensure all 

elected members receive appropriate cyber-security training. 

 

5.4.9 Of the current 37 members only 22 have access to Skillsgate and have been registered 

to complete the course. Members were given the option to retain a Skillsgate account 

and the remaining 15 elected not to do so.  

 

5.4.10 Of those 22 members registered on Skillsgate 10 (27% in total) have completed the 

original e-learning and 2 (5 % in total) have completed the recent NCSC training. 

 

5.4.11 There is no mandatory requirement for Members to complete the training and no 

responsibility is established to ensure members are encouraged to complete the 

training. 

 

5.4.12 Given Members are likely to engage in external communications, they are potentially 

exposed to cyber-security risks such as phishing attacks, making it vital they receive the 

necessary guidance and training to reduce the potential for successful attacks on the 

Council’s network.  

 

5.4.13 While both ICT Services and Internal Audit have indicated it would be best practice for 

Members to have the same training as other individuals accessing the Council network, 

this is not currently possible as not all Members have access to Skillsgate. 

Organisational Development are currently discussing provision of training to members in 

relation to ICT security, including provision of one to one sessions. 

 

5.4.14 ICT services have cited recent incidents of both officers and members having had their 

information compromised. Conversely individuals who have undertaken the training 

have been found to appropriately report suspicious e-mails they have received, 

suggesting both the requirement for this training and how effective it can be in 

preventing attacks. 

 

5.4.15 The above findings strengthen the need to ensure mandatory training is taken by all 

individuals with access to the Council’s network and information, in order to 

appropriately manage the risk of the Council’s network and information becoming 

compromised. The cost of the cyber-attack in Copeland has been reported as exceeding 

£2M, highlighting the impact such a risk could impose. 

 

Recommendation 3 – Cyber-security training provided should be reviewed on a 

regular basis to ensure it is up to date and includes relevant issues, including 

physical security of Council assets and (once updated) Council policies. 
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Recommendation 4 – Completion of all mandatory cyber-security training should 

be monitored, with line managers required to follow up outstanding completion on 

a timely basis. This process should be supported corporately to ensure a 

consistent approach is adopted across the full Council. 

 

Recommendation 5 – Provision of cyber-security training should be reviewed to 

ensure anomalies identified are remedied to ensure all officers with access to the 

Council’s network are registered for all mandatory training. 

 

Recommendation 6 - Action should be taken to ensure all Members have access 

to suitable cyber-security training 

 

5.4.16 In addition to cyber-security training ICT Services provide regular corporate 

communications informing officers of specific cyber-security concerns as and when 

issues arise. 
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5.5 Policies 

5.5.1 Several outstanding recommendations relate to updating, publication, approval and 

availability of various ICT policies: 

 

• Mobile Devices (R2) - device users should confirm they have read ICT policies on 

an annual basis. 

• Firewall (R1) - the Firewall Management Procedure should be updated to include 

key issues such as procurement, frequency, completion and management of 

independent penetration testing, conditions for and completion of internal 

vulnerability testing, checks including monitoring, results and action taken. 

• Firewall (R2) - a change management policy should be produced. 

• Firewall (R3) - all ICT Policies should be approved by Senior Management. 

• Firewall (R12) - the Incident Management Policy should be reviewed to ensure it 

is relevant to the Council’s structures and operations. 

• Firewall (R17) - a firewall incident specific procedure should be documented. 

• Firewall (R22) - Firewall security for the FortiGate solution should be reviewed. 

Management response included preparation of firewall admin account 

procedures as part of agreed actions. 

 

5.5.2 The service maintains an internal web-page that includes all ICT policies, but it is 

acknowledged these policies are out of date and not sufficiently developed or specific to 

Carlisle City Council. 

 

5.5.3 Due to the vacant Head of Service post and significant demands on the service no 

updates have been made to these policies. Rather than reiterate the above 

recommendations separately it would add greater value to condense them into one all-

encompassing recommendation. 

 

5.5.4 The Council is exploring delivery of Firewall maintenance through a managed service 

similar to the above-mentioned SIEM solution. This approach may impact which policies 

will need to be re-produced (though relevant risks will still need managing through 

strong contract management). 

 

Recommendation 7 – The full suite of ICT policies should be reviewed and 

updated including those policies referred to in previous audit recommendations 

and benchmarked against best practice to ensure policies are complete. Once 

complete, policies should be approved by Senior Management, communicated to 

all officers and stored in a location accessible to all network users.  
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5.6 Custodian Forms 

5.6.1 The audit of mobile devices recommended that custodian forms were completed by 

recipients of laptops and mobile phones acknowledging responsibility for the device. 

 

5.6.2 This process has been successfully embedded for all new starters, but work is required 

on a retrospective exercise for users who were issued devices prior to this process 

being introduced. 

 

5.6.3 ICT Services have reported issues with equipment not being returned in full (e.g. 

chargers or cases not returned). Completion of the custodian forms is an important 

control to ensure officers take responsibility for all equipment provided.  

 

Recommendation 8 – A retrospective exercise should be undertaken to ensure 

individuals previously assigned mobile devices have completed a custodian form 

acknowledging responsibility for their allocated device 

 

5.7 Mobile Phone Usage 

5.7.1 The audit of mobile devices recommended ongoing monitoring of mobile telephone bills 

to ensure both appropriate usage and that devices are still required. As a result of the 

Covid-19 global pandemic the Council has had to procure additional mobile phones to 

support home working 

 

5.7.2 Suitable information is provided by the Council’s two mobile phone contractors to enable 

analyse of usage for individual handsets, including charges applied, data usage, call 

time and use of SMS messaging. There is evidence that the ICT Lead Officer carries out 

suitable monitoring and challenges unusual activity.  

 

5.7.3 Due to other priorities there has not been any review of under-usage to identify devices 

that are potentially no longer required. While mobile phone usage is relatively low value 

this would be a useful exercise to undertake, particularly given the full roll-out of 

Microsoft Teams to all Council officers.  

 

5.7.4 It is acknowledged that mobile phones will still be required by certain officers, but an 

appropriate level of challenge should be applied to reduce the Council’s mobile phone 

bill where appropriate. 

 

Recommendation 9 – A Value For Money review of mobile devices should be 

carried out annually to identify any devices no longer required by the Council.  
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5.8 Application Locker 

5.8.1 The audit of mobile devices recommended an application locker was applied to all 

Council devices to prevent users from downloading irrelevant applications (where 

administration rights are not required). 

 

5.8.2 A process has been put in place for mobile telephones but is yet to be implemented on 

Council laptops. 

 

Recommendation 10 – The Council should obtain an application locker to prevent 

device users from being able to download software that does not require 

administration rights. 

 

5.9 Risk Registers 

5.9.1 The information security review identified the need to identify, record, assess and 

manage corporate risks in relation to Information Governance. 

 

5.9.2 The Council’s Information Governance Manager has been leading on the approach to 

this recommendation and has recently proposed an Information sub-group to help 

develop a combined corporate approach to risk management including preparation of a 

draft Corporate risk register relating to information risks. The first meeting is due in April 

2021. Until the group has identified and published an appropriate risk register this 

recommendation remains outstanding. 

 

Recommendation 11 – Corporate risks relating to Information Governance and 

Information Security should be formally identified, recorded, assessed and 

managed. 

 

5.9.3 The Firewall audit recommended that planned actions and target dates in the ICT 

Services Risk Register are reviewed, while the information security review also identified 

that existing records relating to ICT risks should be revised to clearly identify and 

segregate current embedded controls from planned actions. 
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5.9.4 While there have been some updates to the register, including the addition of some new 

risks further development is still needed, as highlighted below: 

 

• Further risks are required to be registered in relation to ICT’s role in maintaining 

good information governance. 

• Existing and further planned mitigating actions are still generally not segregated, 

increasing the risk of false assurances. 

• There is a need to review mitigating actions to ensure they are fully documented 

and designed to appropriately manage the risk (for example, a mitigating action 

was identified that merely repeated the original risk with no identified controls). 

 

5.9.5 The service has recognised the need to update the register and have arranged internal 

meetings to review and update it.  

 

Recommendation 12 – The existing risk register should be reviewed and updated 

to ensure all relevant risks are documented and that suitable mitigating actions 

are in place to manage the risks within the Council’s risk appetite. This should 

include segregation between embedded and planned mitigating controls. 

 

5.10 Contract Management  

5.10.1 The firewall audit recommended the need to formally agree operational arrangements 

with the external firewall providers (main and sonic), as well as ensuring contractual 

arrangements are established with the main firewall provider.  

 

5.10.2 A Service Level Agreement was established to define these arrangements for the main 

firewall in March 2018 and is still valid. Arrangements for managing the Sonic Firewall 

have been migrated to the same provider, negating the need for an additional 

management framework/service level agreement. 

 

5.10.3 It was not possible to obtain signed copies of contracts with providers due to the same 

records management issues highlighted in section 5.1. This issue has been merged with 

recommendation 1. 
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5.11 Firewall – Technical documentation  

5.11.1 The firewall audit recommended that a change management procedure was prepared 

(see section 5.5) and that firewall specific testing is formally recorded, as well as any 

changes to Firewall rules. 

 

5.11.2 Evidence was provided during the audit that both change management and changes to 

rules are now formally logged within Remedyforce and that the system can provide 

reports to evidence changes made. 

 

5.11.3 The Firewall audit included two recommendations that the configuration of the 

FortiGuard application is documented to ensure all agreed settings are known. Evidence 

was provided that the external provider obtains daily back-ups of the Firewall 

configuration, which would enable settings to be corrected if required.  

 

5.11.4 The Firewall audit recommended that all connected network devices should be 

adequately documented and subject to a periodic review. The latest network diagram 

was provided, which was found to be reviewed in December 2020. 

 

5.11.5 The Firewall audit identified that work surrounding monitoring the Windows Defender 

Anti-Virus software should be completed. Evidence was provided that showed Defender 

logs are raised through the SIEM solution and that exceptions and issues are then 

raised in Remedyforce for remedial action by the council. 

 

5.11.6 The Firewall audit recommended the service should ensure significant network incidents 

are handled as required via the agreed incident management policy and reported. 

Evidence was provided that outages are now reported in Remedyforce via the 

implemented SIEM solution. 

 

5.11.7 The Firewall audit recommended any issues relating to installing the latest version of 

application software is formally tracked, with any reasons for not installing the latest 

version formally documented and signed off by senior management. No progress has 

been made against this recommendation. The original recommendation specifically 

referred to the FortiGuard software but has been amended to ensure a process is 

established to address all applications. It is anticipated that this will be appropriately 

addressed by the proposed managed service going forward. 

 

Recommendation 13 – ICT should ensure the latest version of application 

software is formally tracked. The reasons for not installing the latest version 

should be formally documented and signed off by senior management. 
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5.11.8 The Firewall audit recommended a firewall solution should be established with the 

Council’s network connection with Allerdale Borough Council. No progress has been 

made against this recommendation. 

 

Recommendation 14 – ICT should look to implement a firewall solution between 

the Council and Allerdale Borough Council 

 

5.11.9 The Firewall audit recommended security for the firewall solution should be reviewed 

and action taken to address the weaknesses identified. Other than the completion of a 

Firewall admin procedure (see section 5.5) the remaining points, such as implementing 

password controls have been addressed. Settings are documented in the firewall 

solution. 

 

 

5.12 Fire Protection System 

5.12.1 The firewall audit recommended that action should be taken to ensure the safety of 

individuals working in the computer suite by preventing the risk of exposure to harmful 

chemicals used to protect the Council’s servers in the event of a fire.  

 

5.12.2 A procedure has been devised to ensure safety of individuals, including introduction of a 

specific signing in sheet and provision of an information sheet to be read by all visitors. 

The process enables the system to be switched to manual mode to prevent the 

automatic release of the chemicals in the event of a fire.  

 

 

5.13 External Testing 

5.13.1 The firewall audit recommended the need to establish a framework for managing the 

request, completion and action identified for external testing including: 

 

• Managing responses to reports received by highlighting responsibilities, 

timescales for action(s) identified by category, records to be maintained with 

evidence, reporting as well as long term monitoring (if applicable). 

• Restricting access to reports and action(s) to ICT staff with specific 

responsibilities for this area. 

• Ensuring summary information on outcomes and action(s) taken with reports 

received are issued to the Senior Management Team and Elected Members 

accordingly. 
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5.13.2 The Council receives an annual health check of its PSN network, which has resulted in 

a number of graded remedial actions. An action plan is in place specifying status of 

agreed actions, assigning responsibility and timescales for remedial actions. The 

Council has since passed certification, evidencing that high priority actions have now 

been addressed. 

 

5.13.3 However, there are many outstanding remedial actions of lower priority to address and it 

has been recognised that the network reviewed by this health check only accounts for 

approximately 10% of the Council’s ICT estate. 

 

5.13.4 The action plan could be further developed, as the status of actions is not always clearly 

stated and further improvements could be made by assigning responsibility to individual 

officers within the Council (including managing external contractors to address their 

specified actions). 

 

5.13.5 There is no formalised procedure in place to evidence actions undertaken to address 

identified weaknesses, meaning supporting documentation was not available to validate 

closed actions. 

 

5.13.6 ICT Services have identified the need for further work to obtain assurances in relation to 

the security of the Council’s network. 

 

5.13.7 The Firewall audit also recommended that internal vulnerability testing should be 

established, including agreeing and documenting processes and implementing action 

plans to address identified weaknesses 

 

Recommendation 15 – The Council should formalise plans for future assurances 

(internal and external) to be obtained for security of the network. 

 

Recommendation 16 – The format of remedial action plans should be reviewed to 

ensure the status and further action are concisely and clearly documented and 

that responsibility for each action is assigned to specified officers, as well as 

ensuring evidence is documented to show actions can be formally closed.  
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Appendix A – Original Management Action Plans 

Summary of Recommendations and agreed actions (IT General Controls) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Given the criticality of data 

accessible through Active 

Directory, logs of information 

security events (i.e., login 

activity, unauthorised access 

attempts, access provisioning 

activity) created by these 

systems should be proactively, 

formally reviewed for the 

purpose of detecting 

inappropriate or anomalous 

activity. These reviews should 

ideally be performed by one or 

more knowledgeable individuals 

who are independent of the day-

to-day use or administration of 

these systems. 

N/S Without formal, 
proactive, and 
routine reviews of 
security event logs, 
inappropriate and 
anomalous security 
activity (e.g., 
repeated invalid login 
attempts, activity 
violating information 
security policies) 
may not identified 
and/or addressed in 
a timely manner 

Funding for an ICT Security 
Specialist and an Active 
Directory auditing tools, 
SteathBits was included in the 
2018/19 ICT Services’ budget. 
 
The ICT Security Specialist post 
has been job evaluated based 
on a new job description. I 
intend to advertise the post in 
January 2019. The current 
issues with recruiting ICT talent 
for an existing post, has required 
me to investigation options for 
making the post more attractive 
to potential applications, such as 
adding a market factor 
supplement and relocation 
packaged; funding for these 
needs to be identified. I am also 
looking at the possibility of 
converting the post into an 
apprenticeship. 
 
The procurement process for the 
Stealthbits software will start in 
December, it anticipated that the 
software will start monitoring our 
Active Directory infrastructure in 
April 2019. 

ICT Services 
Manager 

31 December 2017 Yes 
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Summary of Recommendations and agreed actions (IT General Controls) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Documented policies and 

procedures addressing change 

management processes and 

related control requirements 

(such as change testing, 

approvals, and documentation 

requirements) within Civica 

Authority Financials, Trent, and 

Academy should be established, 

formally approved by the 

appropriate members of the 

organisation, and communicated 

to relevant personnel 

responsible for implementing 

them and/or abiding by them 

N/S a) Change and patch 

management 

processes and 

control requirements 

may not be 

formalised or 

communicated to 

those within the 

organisation 

responsible for 

observing and/or 

implementing them. 

b) Change and patch 
management may 
not be effectively 
administered, leading 
to loss of data 
integrity, processing 
integrity and/or 
system down-time. 

Following an review of change 
management methodologies 
and consultation with my senior 
managers, I have decide to 
adopt the Information 
Technology Infrastructure 
Library (ITIL) Service 
Management best practice 
processes throughout ICT 
Services. The development of 
an ITIL implementation plan will 
be completed by the end of 
December and implementation 
will begin in January. Change 
management and incident 
management will be the first ITIL 
processes implemented. 

ICT Services 
Manager 

Not stated In part.  
 

See Appendix B 
recs 1 and 7 
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Summary of Recommendations and agreed actions (Revenues and Benefits Shared Service) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 3 – The Data 

Sharing Agreements should be 

checked to ensure compliance 

with GDPR and should be 

signed by all parties to formalise 

the arrangement.  

H Failure to comply 
with legislation 

Sharing Agreement to be check 
for GDPR compliance and then 
signed by all parties. 

ICT Service 
Manager 

31st July 2019 No. 
 

See Appendix B 
Rec 2 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 1 - The 

Firewall Management Procedure 

(policy) should be reviewed to 

include other key issues e.g. 

procurement, frequency, 

completion and management of 

independent penetration testing 

review, conditions for and 

completion of internal 

vulnerability testing / checks 

including monitoring, results and 

action(s) taken. 

M 

Corporate framework 
not agreed / 
followed. Roles and 
responsibilities not 
documented. 

Update Policies and implement 
regular reviews around policies, 
external penetration testing 
(including remedial actions). 
Create a centralised log of 
reviews taking place and actions 
taken. Create Centralised 
Calendar for reviews with dates 
and times accordingly 

ICT Services 
Manager 

1 May 2019 No 
 

See Appendix B 
Rec 7 

Recommendation 2 - A 

Change Management policy 

should be drafted.  
M 

Corporate approach 
not agreed / 
formalised. Roles 
and responsibilities 
not documented. 
Potential for service 
or system failure if 
errors introduced. 

Update change management 
policy with a specific policy for 
firewalls 

ICT Services 
Manager 

1 May 2019 No 
 

See Appendix B 
Rec 7 

Recommendation 3 - Key ICT 

policies should be approved by 

Executive Management and / or 

Elected Members. 

M 

Lack of Executive / 
Elected Member 
support for key 
policies affecting use 
of ICT services. 

Seek approval of key policies 
Executive Management and / or 
Elected Members 

ICT Services 
Manager 

1st May 2019 No 
 

See Appendix B 
Rec 7 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 4 - Review 

the action(s) planned and the 

target dates in the ICT Services 

Risk Register. 

M 

Actions not 
appropriate. Dates 
not applicable or 
missed. 

Carry out regular reviews of the 
Corporate ICT risk register and 
send updates to policy & 
performance who update this. 

ICT Services 
Manager 

31 March 2019 No 

See Appendix B 
R12 

Recommendation 5 - ICT 

should formally agreed and 

document operational 

arrangements with the external 

supplier (TNP).   H 

There is potential key 
work not undertaken 
due to 
misunderstandings of 
tasks to be 
completed and 
responsibilities. 
Exposure to external 
threats could be 
more probable as a 
result of tasks not 
being completed. 

Speak to TNP and get a written 
statement of understanding/SLA 
around support 

ICT Lead Officer 
(Infrastructure) 

31 March 2019 Yes 

Recommendation 6 - ICT 

management should ensure an 

appropriate management 

framework is established to 

oversee operations and 

management of the Sonicwall 

firewall. 

H 

There is potential key 
tasks are not being 
undertaken by the 
third party supplier 
leaving the Council’s 
IT services, systems 
and data exposed to 
external threats. 

Speak to Elitetele and get a 
written statement of 
understanding around support 

ICT Lead Officer 
(Infrastructure) 

31 March 2019 No longer 
relevant 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 7 - Change 

management procedures should 

be drafted, approved and 

implemented.  Firewall specific 

testing should be formally 

recorded and attached to the 

Service Desk (Remedyforce) 

application records. 

H 

Changes are not 
undertaken 
consistently with the 
potential for 
unrecorded changes 
leading to service / 
system failures 
because errors are 
introduced. 

Formalise change management 
procedures for the firewall 
including roles and 
responsibilities.  Rule checking 
and testing should be 
documented and formalised. 
Formalise rule testing as part of 
change management 

ICT Lead Officer 
(Infrastructure) 

1 May 2019 In part 
 

See Appendix B 
R7 

Recommendation 8 - Day-to-

day management tasks should 

be documented and diarised 

accordingly.  In addition to this 

ICT management should ensure 

others members of ICT 

undertake tasks on a rotational 

basis to aid familiarity. 

M 

Tasks not identified 
and therefore not 
completed as 
expected. Other staff 
unable to undertake 
tasks(s) in the event 
of the prime 
individual 
unavailable. 

Update/document all firewall 
management tasks. Firewall 
changes to be checked by a 2nd 
officer once done and signed off 
in the change management call 
in Remedyforce 

ICT Lead Officer 
(Infrastructure) 

1 May 2019 Yes 

Recommendation 9 - ICT 

should ensure the configuration 

of the Fortiguard (firewall) 

application is documented.  This 

documentation would in the 

event of a need to re-install 

software ensure all agreed 

settings are known. 

M 

Full restore / 
recovery may not be 
possible in the event 
of hardware / 
software failure. 

Document the firewall 
configuration e.g. ports used 
connectivity etc and show 
changed from default config. 

ICT Lead Officer 
(Infrastructure) 

1st June 2019 Yes 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 10 - ICT 

should ensure all connected 

network devices are 

documented and subject to a 

periodic evidenced review. 

M 

All network devices 
not known. Devices 
may not be updated 
as required. 

Document all network devices 
and configuration for them. 

ICT Lead Officer 
(Infrastructure) 

30 September 2019 Yes 

Recommendation 11 - ICT 

should complete the work 

surrounding monitoring the 

Windows Defender Anti-Virus 

software as soon as possible 

and establish processes for 

managing any exceptions 

identified. 

M 

Errors / failures not 
reported and 
addressed. 

Continue to deploy Windows 
Defender ATP on devices and 
enhance configuration 

ICT Lead Officer 
(Infrastructure) 

30 September 2019 Yes 

Recommendation 12 - ICT 

Management review the Incident 

Management Procedure (Policy) 

ensuring it relates to the 

Council’s structures and 

operations. 

M 

Does not cover all 
expected issues. 
Does not link to 
Council’s structure / 
organisation. 

Incident management policy to 
be reviewed and ensure 
reporting structure is accurate 

ICT Lead Officer 
(Service 
Support) 

1 May 2019 No 
 

See Appendix B 
Rec 7 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 13 - ICT 

Management should take steps 

to put in place a contract for the 

services provided by TNP. H 

The absence of a 
contract is in breach 
of the Council’s 
Standing Orders and 
makes it difficult to 
seek legal redress 
should there be 
problems with 
service delivery. 

Speak to TNP and Elitetele 
around a formal contract for 
support.  Support agreement is 
in place and evidenced but is 
around support hours etc. 

ICT Lead Officer 
(Infrastructure) 

31 March 2019 No 
 

See Appendix B 
R1 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 14 - ICT 

Management should take urgent 

action to address leaving the 

automatic fire protection system 

in automatic mode when 

individuals / external suppliers 

are working in the computer 

suite unattended.  In addition to 

this logs should be established 

for access / work completed in 

the computer suite.  On a 

periodical basis this should be 

reviewed by management to 

confirm it is completed and 

adhered to by all staff and third 

parties. Finally, server cabinets 

should be made secure. 

M 

A health and safety 
risk exists that staff / 
external suppliers 
are exposed to the 
system activating 
while they are in the 
computer suite. 

Implement sign in system for 
external contractors explaining 
the use of FM200 in the 
datacentre.  Refresh training for 
ICT staff on FM200 system. 
Ensure where there is a risk of 
accidental system activation that 
it is put into manual during the 
work period and activated 
afterwards Computer room is in 
a secure fob area with CCTV.  
Cabinet doors won’t fit due to 
newer fibre patch leads more 
rigid than the older ones.  
Adjusting door hinges so door 
will fit and if not possible will 
look at moving firewall to a 
different cabinet with lockable 
door at next refresh in Summer 
2019. Implement sign-in system 
for external contractors.  
Additional IT only fob on build 
room/computer room door. 
Signage on all doors and 
procedures that no-one can 
enter without being escorted by 
ICT Services and approval 

ICT Lead Officer 
(Infrastructure) 

31 March 2019 Yes 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 15 - ICT 

Management should establish a 

framework for managing the 

request, completion and 

action(s) identified for external 

testing completed.  Specifically 

the following should be 

addressed: 1) Managing reports 

received highlighting 

responsibilities, timescales for 

action(s) identified by category, 

records to be maintained with 

evidence, reporting as well as 

long term monitoring (if 

applicable). 2) Restricting 

access to reports and action(s) 

to ICT staff with specific 

responsibilities for this area. 3) 

Ensuring summary information 

on outcomes and action(s) taken 

with reports received are issued 

to the Senior Management 

Team and Elected Members 

accordingly. 

H 

Failure to act as 
required or 
consistently could 
expose the Council’s 
IT services, systems 
and data to risk from 
external threats. Key 
action(s) may not be 
taken leading to an 
increased threat. 
Executive 
management / 
Elected Members are 
not made aware of 
key risks or action (s) 
taken.  Lack of 
accountability and 
governance. 

Document the management 
procedure for external ICT 
Health check reports / Review 
and update Remedial actions 
plans from ICT health check / 
Folder on K Drive now locked 
down to specific individuals who 
need access - ICT Management 
& infrastructure only.  This will 
be carried forward when moved 
to SharePoint as it contains 
Penetration testing reports etc 
which are security sensitive. / 
Use Remedyforce for all change 
management/incidents relating 
to firewalls and reference this 
when producing management 
reports / Implement a 
governance framework for 
reporting outcomes and 
remedial action plans of external 
testing with SMT 

ICT Lead Officer 
(Infrastructure) 

1 May 2019 In Part 
 

See Appendix B 
R15&16 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 16 - ICT 

Management should ensure 

significant network incidents are 

handled as required via the 

agreed incident management 

policy and reported. H 

Failure to manage 
significant / critical 
incidents 
appropriately and 
take action as 
expected. Senior 
Management 
unaware of 
outcomes, actions 
and reasons. Lack of 
good governance 
and accountability for 
action(s). 

Network core issue in November 
wasn't raised retrospectively in 
Remedyforce.  Senior 
management were kept 
informed and staff were updated 
accordingly. All incidents will be 
documented. 

ICT Lead Officer 
(Infrastructure) 

1 May 2019 Yes 

Recommendation 17 - 

Management should develop 

firewall incident specific 

procedures for such events with 

first steps clearly documented. H 

Action to stop an 
incident or escalating 
not taken. Loss of 
ICT Services / 
Systems / Data. 
Potential breach of 
Data Protection 
legislation which 
could lead to 
financial penalties 
and public 
embarrassment. 

Create an incident management 
process for firewall incidents 
specifically and ensure staff are 
aware 

ICT Lead Officer 
(Service 
Support) 

1 May 2019 No 
 

See Appendix B 
Rec 7 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 18 - ICT 

should ensure the issue relating 

to installing the latest Fortiguard 

(firewall) application software is 

formally tracked.  The reasons 

for not installing the latest 

version should be formally 

documented and signed off by 

senior management. 

M 

Latest version not 
installed New / 
revised functionality 
not available. 

Review console in infrastructure 
meetings based on FortiGate 
release schedule. Remedyforce 
regular task and liaise with TNP 
over suitable software versions 
so they are installed promptly / 
Current version is minor release 
and TNP advised against it as 
they had seen issues in their 
testing and at other clients. 
/Reviews and reasons need 
documented in Remedyforce 

ICT Lead Officer 
(Infrastructure) 

31 March 2019 No 
 
See Appendix B 

R18 

Recommendation 19 - Steps 

should be taken to ensure the 

backup process for the 

Fortiguard (firewall) application 

is formalised with a copy stored 

outside of the Fortiguard 

environment. 

M 

Full restore / 
recovery may not be 
possible in the event 
hardware / software 
failure. 

Take weekly off-device firewall 
backups through the console 
and seek advice from TNP 
whether this can be automated.  
Backups are created 
automatically on the devices but 
are then not stored off-device. 
Create a Remedyforce regular 
task and document procedure. 

ICT Lead Officer 
(Infrastructure) 

1 May 2019 Yes 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 20 - ICT 

should look to deploy a solution 

relating to the management of 

network devices and logs 

produced as soon as possible.  

A suitable management 

framework should be in place to 

report on alerts accordingly. 

M 

Inability to report on 
devices in the event 
of problems. Action 
not taken regarding 
significant / key 
events as alerts not 
defined which could 
lead to problems or 
failures. 
Management / audit 
logs of key activity 
not available for 
management review 
or in the event of a 
problem.  

SIEM solution currently being 
evaluated for central log 
management/alerting 

ICT Services 
Manager 

1 July 2019 Yes 

Recommendation 21 - ICT 

should look to implement a 

firewall solution between the 

Council and Allerdale Borough 

Council. 

M 

ICT Services, 
Systems and Data 
are potentially 
exposed to external 
threats. Loss of 
Council Services / 
Systems / Data 
should a breach 
occur at the partner 
site and spread to 
the Council’s site. 
Potential breach of 
Data Protection 
legislation which 
could lead to 
financial penalties 
and public 
embarrassment. 

Investigate enabling the ASA's 
firewall functions on both 
Allerdale and Carlisle devices 
already in place, beyond the 
current IP address limiting 
functions to control traffic.  Need 
agreement from Allerdale BC 
and steer on R&BS shared 
service as this may impact 
service and replication speeds. 

ICT Lead Officer 
(Infrastructure) 

1 September 2019 No 
 

See Appendix B 
R14 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 22 - Firewall 

security for the FortiGate 

solution should be reviewed and 

action taken to address the 

weaknesses identified. 

H 

Breach of agreed 
policy. The potential 
exists of 
unauthorised access 
to the firewall 
processes. 
Management unable 
to review work / tasks 
completed on the 
firewall solution. 

Implement password changes 
on all firewalls every 3-6 months 
and document when they have 
taken place. Use remedy force 
regular tasks to ensure regular 
changes take place / Implement 
password complexity settings 
available in firewall /Implement 
idle time out override to 30 mins 
/ Speak to TNP and get a written 
statement of understanding 
around support / Carry out 
regular reviews of firewall admin 
accounts and document reviews 
- Use Remedyforce regular 
tasks and review same time as 
password changes / Implement 
management audit log 
reporting/alerting via SMTP to 
Remedyforce / Update 
procedures for firewall admin 
account approval - must be 
signed off by head of ICT 
Services 

ICT Lead Officer 
(Infrastructure) 

1 May 2019 No 
 

See Appendix B 
Rec 7 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 23 - Firewall 

rule management for the 

FortiGate solution should be 

reviewed and action taken to 

address the weaknesses 

identified. 

H 

Rules may exist 
which undermine the 
protection of ICT 
services and 
systems. / Existing 
rules may potentially 
be invalid and 
therefore increase 
threats. / ICT staff 
are not fully aware of 
the reasons for rules 
leading to confusion / 
misunderstandings. 

Update descriptions on all rules 
and review external supplier 
rules on a regular basis using 
Remedyforce tasks / Rule 
rationalisation exercise need to 
be completed./Update 
descriptions on all rules as part 
of rule rationalisation project. / 
Create a central review 
repository that is updated when 
regular reviews take place use 
Remedyforce regular tasks 
baseline against last set number 
of rules. / Document all rules 
and carry out 6 monthly review 
to confirm additions/deletions.  
All changes must go through 
Remedyforce change control. 

ICT Lead Officer 
(Infrastructure) 

31 March 2019 Yes 

Recommendation 24 - Alerts 

should be defined for the 

FortiGate firewall for any key 

failures / events.  In addition to 

this ICT Management should 

consider using visual displays in 

the main ICT office to alert staff 

of any key failures / events on 

the firewall. 

H 

Action not taken 
regarding significant / 
key events as alerts 
not defined which 
could lead to 
problems or failures. 
/ Potential loss of ICT 
Services, Systems 
and Data. / Potential 
breach of Data 
Protection legislation 
which could lead to 
financial penalties 
and public 
embarrassment. 

Implement SMTP alerts for 
Critical and High alerts to come 
to Infrastructure and 
automatically into Remedyforce 
for assignment/investigation. 
Look at an Alert display in the 
ICT office with the SIEM solution 
to show alerts. 

ICT Lead Officer 
(Infrastructure) 

30 September 2019 Yes 
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Summary of Recommendations and agreed actions (Firewall – ICT Specialist Review) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 25 - Internal 

vulnerability testing should be 

established urgently.  ICT 

Management should agree and 

document the processes and 

management framework for 

undertaking internal vulnerability 

testing, storing and recoding and 

remedial action(s) as well as 

securing outputs and evidence. 

H 

Vulnerabilities are 
not detected after 
any changes made 
to ICT infrastructure / 
network leading to 
exposure to external 
threat. / Potential 
loss of ICT Services, 
Systems and Data. 
Potential breach of 
Data Protection 
legislation which 
could lead to 
financial penalties 
and public 
embarrassment.  

Framework to be designed and 
signed off by SMT / Security 
folder on K Drive now locked 
down to specific individuals who 
need access - ICT Management 
& infrastructure only. This will be 
carried forward when moved to 
SharePoint as it contains 
Penetration testing reports etc 
which are security sensitive. Any 
remedial actions plans need 
referenced back to 
Remedyforce. 

ICT Services 
Manager / ICT 
Lead Officer 
(Infrastructure) 

30 September 2019 No 
 

See Appendix B 
R15 

Recommendation 26 - Steps 

should be taken to review the 

storage of log information for the 

Fortianalyzer solution and 

alerting should be established 

for significant / key events. 

M 

Action not taken 
regarding significant / 
key events as alerts 
not defined which 
could lead to 
problems or failures. 
/ Storage could be 
exceeded resulting in 
loss of key log data.  

Check current retention 
schedules. Speak to TNP to see 
if auto-archiving can be 
implemented / Implement SMTP 
alerts for Critical and High alerts 
to come to Infrastructure and 
automatically into Remedyforce 
for assignment/investigation. 

ICT Lead Officer 
(Infrastructure) 

1 June 2019 Yes 
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Summary of Recommendations and agreed actions (Mobile Devices) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 1 – The 

mandatory cyber-security e-

learning module should be 

updated to include latest 

issues/trends relating to cyber 

security and enhanced to cover 

both the physical security of 

assets and the Council’s ICT 

policies 

H Cyber breaches / 
loss of equipment 
due to failure to 
adhere to Council 
Policy 

The Skillgate training module 
will be updated regularly and 
mandatory for staff to re-take 
once refreshed. 
With members we will highlight 
key areas during their migration 
to Windows 10 on an individual 
basis and then provide a briefing 
prior to full Council on cyber 
security, physical security and 
council assets 
 

ICT Services 
Manager 

April 2020 No 
 

See Appendix B 
Rec 4-6 

Recommendation 2- All device 
users (Officers and Members) 
should confirm they have read 
key ICT policies on an annual 
basis. 

M Cyber breaches / 
loss of equipment 
due to failure to 
adhere to Council 
Policy 

A Skillgate module will be 
created to use the ICT Policy 
website and test users on key 
parts of the policies. This will be 
mandatory for new starters as 
part of their induction process 
and all staff annually.  With 
Members we will work with 
Legal Services to ensure 
councillors confirm they have 
read these policies during the 
induction/re-election process 
 

ICT Services 
Manager 

April 2020 No 
 

See Appendix B 
Rec 7 

Recommendation 3 – An 
exercise should be undertaken 
to ensure all individuals 
assigned mobile devices have 
completed a custodian form 
acknowledging responsibility for 
their allocated device. 

M Users do not take 
responsibility for 
mobile devices. 

Work underway to 
retrospectively sign custodian 
forms for users issued with 
equipment before the policies 
were implemented.  Custodian 
forms obtained for all users 
receiving equipment after 
policies implemented 

ICT Lead Officer 
(Support) 

December 2019 In-part 
 
See Appendix B 

R8 
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Summary of Recommendations and agreed actions (Mobile Devices) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

Recommendation 4 – Action 

should be taken to ensure all 

Members have access to 

suitable cyber-security training 

H Cyber breaches / 
loss of equipment 
due to failure to 
adhere to Council 
Policy 

With Members we will highlight 
the key areas during their 
migration to Windows 10 
(commencing October 2019) on 
an individual basis and then 
have a briefing prior to full 
Council on cyber security, 
physical security and council 
assets at a suitable meeting 
 

ICT Services 
Manager 

April 2020 No 
 

See Appendix B 
Rec 6 

Recommendation 5 – The 

Council should obtain an 

application locker to prevent 

device users from being able to 

download software that does not 

require administration rights. 

M Cyber breaches due 
to unsafe software 
installed on mobile 
devices. 

Application lockdown policies for 
Microsoft in-tune will be tested 
with the new version of Windows 
10 (1809/1909) - to be deployed 
to the Council’s devices in Q1 
2020 – for compatibility. If not 
suitable, Application lockdown 
within Windows 10 will be 
enabled through group policies 
on the network to restrict 
software being installed where 
admin privileges are not 
required e.g. browsers 

ICT Lead Officer 
(Infrastructure) 

May 2020 No 
 

See Appendix B 
R 10 

Recommendation 6 – There 

should be a regular ongoing 

review of mobile phone usage to 

ensure devices are still required. 

M Unused devices not 
identified resulting in 
poor value for money 
(as contract could be 
reallocated / 
cancelled) 
 
Misuse of mobile 
phones not detected. 

Working with current contract 
supplier (Social Telecoms) to 
have them review mobile phone 
usage for misuse and identify 
unused devices on a monthly 
basis 

ICT Lead Officer 
(Infrastructure) 

December 2019 In part 
 
See Appendix B 

R9 
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Summary of Recommendations and agreed actions (Information Security) 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Actioned 

R1. - A joint ICT and Information 

Governance document detailing 

planned and ongoing action to 

implement Information Security 

improvements should be created 

and managed. 

Medium Required 

improvement actions 

are not adequately 

recorded and 

managed resulting in 

reduced efficiency 

and inability to 

achieve the desired 

outcome.  

A joint ICT and Information 

Governance Action Plan 

detailing planned and ongoing 

action to implement Information 

Security improvements will be 

created and managed. 

Lead ICT Officer 

Infrastructure 

Management/ 

Information 

Governance 

Manager 

31 August 2020 In part 

See Appendix B 

R11 

R3. – Corporate risks relating to 

Information Governance and 

Information Security should be 

formally identified, recorded, 

assessed and managed. 

Medium Exposure to 

unidentified/uncontrol

led risks. 

A review of existing risks and 

identification of other potential 

risks will be undertaken to 

ensure the Council’s risk 

exposure is accurate and up to 

date. 

ICT Lead Officer 

Infrastructure/ 

Information 

Governance 

Manager 

31 August 2020 No 

See Appendix B 

R12 

R4. - Existing records relating to 

ICT risks, both Corporate and 

Operational should be 

reviewed/revised to clearly 

identify and segregate current 

embedded controls from 

planned actions. 

Medium Current records have 

the potential to 

provide false 

assurance risks are 

adequately 

controlled.  

Existing records relating to ICT 

risks will be reviewed/ revised to 

clearly identify and segregate 

current embedded controls from 

planned actions. 

ICT Lead Officer 

Programme and 

Project 

Management 

31 July 2020 No 

See Appendix B 

R12 
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Appendix B – Management Action Plan 

Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 1 – The ICT 

service’s record management structure 

should be reviewed to ensure officers 

have access to all relevant 

documentation, including those relating 

to contract/procurement and training 

records 

M Inability to refer to appropriate 
contractual documentation / 
inability to demonstrate VFM / 
inability to evidence 
accreditation / breach of data 
protection legislation / loss and 
breach of council 
documentation. 

All contracts and procurement are now 
recorded in an ICT contracts register 
and are being reviewed as part of the 
2-5 year plan for the service  

Head of Digital 
and Technology 

30 July 2021 

Recommendation 2 – The Data 

Sharing Agreements should be 

checked to ensure compliance with 

GDPR and should be signed by all 

parties to formalise the arrangement. 

 

H Failure to comply with legislation 
/ Legal complications in the 
event of contractual dispute. 

Information Governance Manager 
pursuing data protection agreements 
between all parties. 
 

Information 
Governance 
Manager 

30 August 2021 

There has been a delay on 
progressing due to limited engagement 
with partnership organisations. 
Progress anticipated at start of 
2021/22. Once an Options Appraisal is 
available, the team will consider overall 
implications for the Partnership and 
obtain signed agreements where 
required.  

Revenues and 
Benefits 
Operation 
Manager 

31 December 2021 

Recommendation 3 – Cyber-security 

training provided should be reviewed 

on a regular basis to ensure it is up to 

date and includes relevant issues, 

including physical security of Council 

assets and (once updated) Council 

policies. 

H Successful cyber-attack on 
council’s network as a result of 
preventable lack of awareness. 

Currently identified updated NCSC 
cyber awareness training course and 
working with OD to implement through 
Skillgate. 
 
Working with OD to update other 
guidance documentation for staff so 
that OD can deliver through Skillgate  

Workforce 
Development 
Manager & ICT 
Management 
team 

30 August 2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 4 – Completion of all 

mandatory cyber-security training 

should be monitored, with line 

managers required to follow up 

outstanding completion on a timely 

basis. This process should be 

supported corporately to ensure a 

consistent approach is adopted across 

the full Council 

H Successful cyber-attack on 
council’s network as a result of 
preventable lack of awareness. 

OD team to monitor Skillgate courses 
and follow up non compliance with 
SMT. Reminders to be issued for non 
completion. In addition OD will record 
development sessions and email with 
read receipt and provide one to one 
support as part of the OD development 
support to I.T 

Workforce 
Development 
Manager 

30 August 2021 

Recommendation 5 – Provision of 

cyber-security training should be 

reviewed to ensure anomalies 

identified are remedied to ensure all 

officers with access to the Council’s 

network are registered for all 

mandatory training 

M Successful cyber-attack on 
council’s network as a result of 
preventable lack of awareness. 

Organisation Development to 
investigate anomalies identified by the 
audit and report back findings. 

Workforce 
Development 
Manager. 

30 August 2021 

Recommendation 6 - Action should be 

taken to ensure all Members have 

access to suitable cyber-security 

training 

H Successful cyber-attack on 
council’s network as a result of 
preventable lack of awareness. 

Development session courses to be 
devised and e-mailed to all Members 
including ICT security (with read 
receipt to ensure all Members have 
received updates). One to one 
sessions with Members also to be 
developed. 

Workforce 
Development 
Manager. 

30 August 2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 7 – The full suite of 

ICT policies should be reviewed and 

updated including those policies 

referred to in previous audit 

recommendations and benchmarked 

against best practice to ensure policies 

are complete. Once complete policies 

should be approved by Senior 

Management, communicated to all 

officers and stored in a location 

accessible to all network users. 

H Lack of guidance for network 
users increasing risk of error, 
misuse, successful cyber-
attacks and viruses.  

Currently working on updated ICT 
Policy and Data backup policies that 
will be presented to SMT for adoption 

Head of Digital 
and Technology 

31 October 2021 

Recommendation 8 - A retrospective 

exercise should be undertaken to 

ensure individuals previously assigned 

mobile devices have completed a 

custodian form acknowledging 

responsibility for their allocated device 

M Users do not understand 
responsibility for their assigned 
devices.  

Undertaking an internal review of 
devices that need a signed custodian 
form 

ICT Helpdesk 
Manager 

30 September 2021 

Recommendation 9 – A Value For 

Money review of mobile devices 

should be carried out annually to 

identify any devices no longer required 

by the Council. 

M Council spending money on 
devices not required. 

ICT will look to produce annual 
management reports on devices no 
longer used or under utilised through 
suppliers so that Managers can decide 
whether to continue with provision of 
that device (This has been delayed 
due to global pandemic causing 
uncertainty over device usage) 

ICT Helpdesk 
Manager 

30 November 2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 10 – The Council 

should obtain an application locker to 

prevent device users from being able 

to download software that does not 

require administration rights. 

M Breaches due to malicious 
software installed on Council 
devices.  

Windows 10 Applocker will be 
implemented during the Version 
upgrade of Windows 10 planned this 
year.  Delayed from last year due to 
Covid 

Infrastructure 
Manager 

December 2021 

Recommendation 11 – Corporate risks 

relating to Information Governance and 

Information Security should be formally 

identified, recorded, assessed and 

managed. 

M Exposure to unidentified risks / 
uncontrolled risks.  

Risk register to be regularly reviewed 
as per the corporate timetable. 
 
To be considered further by the 
Information Governance Assurance 
Group. 

Information 
Governance 
Manager  

30 August 2021 

Recommendation 12 – The existing 

risk register should be reviewed and 

updated to ensure all relevant risks are 

documented and that suitable 

mitigating actions are in place to 

manage the risks within the Council’s 

risk appetite. This should include 

segregation between embedded and 

planned mitigating controls 

M Failure to appropriately identify, 
review, mitigate and monitor 
relevant risks. 

Risk register to be regularly reviewed 
as per the corporate timetable 
 
Ongoing updates of risk register done 
to corporate timetable 

Head of Digital 
and Technology 

30 August 2021 

Recommendation 13 – ICT should 

ensure the latest version of application 

software is formally tracked. The 

reasons for not installing the latest 

version should be formally 

documented and signed off by senior 

management. 

M Latest version not installed, 
resulting in potential usage 
issues and increased risk of 
successful cyber attacks.  

Working with new provider who will 
manage and install updates to the 
Network and firewall environment on a 
quarterly basis as per manufacturer 
recommendation 

Infrastructure 
Manager 

30 August 2021 
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Summary of Recommendations and agreed actions 

Recommendations Priority Risk Exposure Agreed Action Responsible 
Manager 

Implementation 
Date 

Recommendation 14 – ICT should look 

to implement a firewall solution 

between the Council and Allerdale 

Borough Council 

M ICT Services, Systems and Data 
are potentially exposed to 
external threats. Loss of Council 
Services / Systems / Data 
should a breach occur at the 
partner site and spread to the 
Council’s site. Potential breach 
of Data Protection legislation 
which could lead to financial 
penalties and public 
embarrassment 

Working with new provider who will 
manage the network to implement 
firewall security between Carlisle and 
Allerdale 

Infrastructure 
Manager 

30 September 2021 

Recommendation 15 – The Council 

should formalise plans for future 

assurances (internal and external) to 

be obtained for security of the network 

H Security issues unidentified and 
unresolved. 

Long term plan is full testing of the IT 
Estate and currently working with the 
LGA on a pilot testing scheme for 
councils.  Any issues identified as 
Critical or High are dealt with 
appropriately and all issues are 
recorded in an action plan.  This plan 
will be made available to senior 
management, audit and data 
protection manager. Engagement of 
external providers for security 
monitoring is in place to provide further 
assurance 

Head of Digital 
and technology 

31 December 2021 
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Recommendation 16 – The format of 

remedial action plans should be 

reviewed to ensure the status and 

further action are concisely and clearly 

documented and that responsibility for 

each action is assigned to specified 

officers, as well as ensuring evidence 

is documented to show actions can be 

formally closed. 

M Failure to resolve identified 
security issues. 

Detailed actions plans are already in 
place as part of the process related to 
IT Healthchecks. Format to be 
reviewed as plans are progressed. 

Head of Digital 
and Technology 

30 August 2021. 
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Appendix C - Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

  

Definition: Rating Reason 

Substantial  There is a sound system of internal 
control designed to achieve the 
system objectives and this 
minimises risk. 

 

The control framework tested are 
suitable and complete are being 
consistently applied. 

Recommendations made relate to 
minor improvements or tightening of 
embedded control frameworks. 

Reasonable There is a reasonable system of 
internal control in place which 
should ensure system objectives 
are generally achieved. Some 
issues have been raised that may 
result in a degree of unacceptable 
risk exposure. 

Generally good systems of internal 
control are found to be in place but 
there are some areas where 
controls are not effectively applied 
and/or not sufficiently embedded.  

Any high graded recommendations 

would only relate to a limited aspect 

of the control framework. 

Partial The system of internal control 
designed to achieve the system 
objectives is not sufficient. Some 
areas are satisfactory but there are 
an unacceptable number of 
weaknesses that have been 
identified. The level of non-
compliance and / or weaknesses in 
the system of internal control puts 
achievement of system objectives 
at risk. 

 

There is an unsatisfactory level of 
internal control in place. Controls 
are not being operated effectively 
and consistently; this is likely to be 
evidenced by a significant level of 
error being identified.  

High graded recommendations 

have been made that cover wide 

ranging aspects of the control 

environment. 

Limited / 

None 

Fundamental weaknesses have 

been identified in the system of 

internal control resulting in the 

control environment being 

unacceptably weak and this 

exposes the system objectives to 

an unacceptable level of risk. 

Significant non-existence or non-
compliance with basic controls 
which leaves the system open to 
error and/or abuse. 

Control is generally weak/does not 

exist. 
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Appendix D 
 
Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue 

identified was to remain unaddressed. There are two levels of audit recommendations 

used; high and medium, the definitions of which are explained below. 

 

Definition:  

High Significant risk exposure identified arising from a fundamental 

weakness in the system of internal control 

Medium Some risk exposure identified from a weakness in the system of 

internal control  

 
The implementation of agreed actions to Audit recommendations will be followed up at a 
later date (usually 6 months after the issue of the report). 
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Report to Audit Committee Agenda 

Item: 

A.6

Meeting Date: 08 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework YES 

Public / Private Public 

Title: INTERNAL AUDIT PROGRESS 2021/22 (APRIL-JUNE) 

Report of: CORPORATE DIRECTOR FINANCE & RESOURCES 

Report Number: RD14/21 

Purpose / Summary: 

This report provides an overview of the work carried out by Internal Audit between April 

and June of 2021/22. The report also includes information on progress against the agreed 

audit plan, performance indicators, previous audit recommendations and proposed 

amendments to the Internal Audit plan. 

Recommendations: 

The Committee is requested to 

i) note the progress against the audit plan for 2021/22;

ii) note the progress made on audit recommendations to date outlined in Appendix B.

iii) approve the suggested amendments to the 2021/22 audit plan in section 5

Tracking 

Audit Committee: 08 July 2021 

Scrutiny Panel: Not applicable 

Council: Not applicable 
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1. BACKGROUND INFORMATION 

1.1 Management is responsible for establishing effective systems of governance, risk 
management and internal controls. It is the responsibility of management to 
establish appropriate arrangements to confirm that their systems are working 
effectively, that all information within them is accurate and that they are free from 
fraud or error. 

 
1.2 Internal Audit’s role is to provide independent assurance to senior management and 

the Audit Committee over the adequacy and effectiveness of management’s 
arrangements for governance, risk management and internal control. 
 

1.3 This report summarises the work carried out by Internal Audit in the period April 
2021 to June 2021. 

 

2. PROGRESS AGAINST AUDIT PLAN 

2.1 Progress against the 2021/22 audit plan is detailed at Appendix A. The main focus 

of Internal Audit work in the period has been completing the 2020/21 Internal Audit 

plan (following approval of an 83 day contingency to allow this work to be 

undertaken – see elsewhere on the agenda). 8 reviews from 2021/22 are now also 

underway. 

 

2.3 Audit resource was also utilised on the following during the period: 

 

 Audit advice to risk register owners to help improve consistency with completion 

of risk registers. 

 Audit advice to Human Resources in relation to receiving confidential 

information from external providers. 

 Annual review and update of working practices, audit manual and template 

working papers. 

 Annual self-assessment of compliance with Public Sector Internal Auditing 

Standards. 

 Certification audit in accordance with funding requirements for Central 

Government grant to support Compliance and Enforcement of Covid-19 

regulations. 

 Preparation of a process to record all continuous improvement activity. 

 Amending Internal Audit report format to include appendix listing advisory points 

made in main body of reports. 

 Review and update of testing schedules in relation to Risk Management and 

Information Governance against best practice and consultation with relevant 

Council officers. 
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3 PERFORMANCE INDICATORS 

3.1 To provide an effective internal audit service, there needs to be a measure of the 

performance it achieves. As no audits have been completed for 2021/22 to date no 

performance has been measured; however, targets for the year are detailed in the 

table below.  

 

Indicator Actual (20/21) Target (21/22) 

Planned Audits Completed 88% 90% 

Timely Draft Reports (within 3 

months of fieldwork starting) 

59% 80% 

Timely Final Reports (within 8 

days of client response) 

95% 95% 

Recommendations Agreed 100% 95% 

Assignments completed (within 

10% of allocated resource) 

58% 60% 

Positive feedback 100% 90% 

Chargeable time 69% 80% 

Recommendations implemented 56% 70% 

 

4 AUDIT RECOMMENDATIONS 

4.1 Appendix B shows a summary position of outstanding audit recommendations 

reviewed within the period and progress made against implementing these (it 

should be noted that Internal Audit have changed the reporting format to only 

include those recommendations reviewed within the period). Once the agreed 

implementation date has passed, internal audit will ask the responsible officer for an 

update of progress.  The responses will then be reported to the next available Audit 

Committee meeting and, if implemented, will then be removed from the list so that 

only outstanding recommendations remain.  Where the recommendations relate to 

a partial assurance audit, these will be subject to a formal follow up and will be 

reported back to Audit Committee separately. New recommendations will be added 

to the list once final reports are agreed. 

 

4.2 28 out of 83 recommendations followed up were found to have been fully 

implemented (27 of which were followed up for the first time). 
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4.3 The primary reason for delays again relates to the Covid-19 pandemic, which has 

caused disruption to all Council services. Internal Audit have updated processes to 

work more closely with Senior Management to ensure recommendations not 

implemented on a timelier basis. 

 

5. AMENDMENTS TO THE AUDIT PLAN/AUDIT RESOURCES 

5.1 Due to a the current rapidly changing risk environment, combined with a long-term 

sickness absence within the Internal Audit Team has resulted in a review of the 

Internal Audit plan being undertaken, including relevant discussion with responsible 

managers. A number of amendments are proposed to the Internal Audit plan (see 

Appendix C): 

 

Neighbourhood Services Culture Review (C/F) 

Started, but not completed in 2020/21. Carried forward to 2021/22. 

 

Community Centres (C/F) 

Started, but not completed in 2020/21. Carried forward to 2021/22 

 

Property Income (C/F) 

Started, but not completed in 2020/21. Carried forward to 2021/22 

 

Business Continuity Planning (Change category and reduce days) 

Discussions indicated the Council’s Business Continuity Plan was already due to 

undergo an update. It would add greater value to provide advice on a 

consultancy basis as the plan is being reviewed. 

 

Corporate Governance Controls (New Review) 

Discussions with Senior Management indicated it would add greater value to 

perform an annual review of corporate controls (appraisals and mandatory 

training) centrally. 

 

 

Analysis of outstanding recommendations

Not implemented -
replaced

Not implemented -
Revised Date agreed

Closed  - Actioned
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Street Cleaning (Defer) 

Given reduced resource available it was agreed this review could be deferred – 

three other reviews are being carried out within this service area (Neighbourhood 

Services) and no significant risk concerns have been identified. 

 

Absence Management Follow Up (Defer) 

Following a previous partial assurance rating a follow-up review of Absence 

Management was due to be performed. However, until the new policy is 

approved and has been embedded (at least 6 months) it will not add value to 

perform this review. Progress against implementation of the policy is being 

informally monitored as part of ongoing reviews of outstanding recommendations. 

 

ICT Recommendations Follow Up (New Review) 

Given the number of outstanding recommendations still in place following the 

2020/21 follow-up, a need for a further formal follow up review in this area has 

been identified. 

 

Counter Fraud (Amendments) 

10 days of the allotted contingency has been allocated to NFI work and an 

additional review of covid-19 grant payments has been included due to the value 

of payments made by the Council in this area, alongside significant exposure to 

fraud risks. 

 

6. RISKS 

6.1 Findings from the individual audits will be used to update risk scores within the audit 

universe. All audit recommendations will be retained on the register of outstanding 

recommendations until Internal Audit is satisfied the risk exposure is being 

managed. 

 

7. CONSULTATION 

7.1 not applicable 

 

8. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

The Committee is requested to 

 

i) note the progress against the audit plan for 2021/22; 

ii) note the progress made on audit recommendations to date outlined in Appendix B. 

iii) approve the suggested amendments to the 2021/22 audit plan in section 5 

 

9. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

9.1  To support the Council in maintaining an effective framework regarding governance, 
risk management and internal control which underpins the delivery the Council’s 
corporate priorities and helps to ensure efficient use of Council resources. 
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Appendices 

attached to report: 

Appendix A – Progress against Audit Plan and Timeline of 

audits 

Appendix B – Progress against previous Audit 

Recommendations 

Appendix C – Proposed amendments to the 2021/22 Internal 

Audit Plan 

 

Note: in compliance with section 100d of the Local Government (Access to 

Information) Act 1985 the report has been prepared in part from the following 

papers: 

•  None 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal – In accordance with the terms of reference of the Audit Committee, Members must 

consider a summary of internal audit activity and summaries of specific internal audit 

reports. This report fulfils that requirement. 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – None 

Contact Officer: Michael Roper Ext:  7520 
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APPENDIX A 
CARLISLE CITY COUNCIL  

PROGRESS AGAINST REVISED AUDIT PLAN 2021/22 
 

Service Area Review Type Audit Area Plan Actual Status 
Audit 

Committee 
Assurance 
Evaluation 

Comments 
 

Council-Wide Consultancy Business Continuity & Emergency Planning 20 1 Testing Sep 21   

Council-Wide Corporate Environmental Strategy 20 2 Testing Sep 21   

Neighbourhood 
Services 

Directorate Recycling (Perf Info) 10 0 Scoping Sep 21   

Development Control Directorate 
Development Control (Complaints 
procedure) 10 0 Scoping Sep 21   

Financial Services MFS 
Internal Control Questionnaires - Non 
Audited Systems 2 

2 Testing Sep 21   

Health & Well-being VFM Small grant payments (Community Services) 10 6 Draft Sep 21   

Council-Wide Counter-Fraud Annual fraud review 5 1 Testing Sep 21   

Council-wide Governance 
Good Governance Principles / Local Code of 
Conduct 5 3 Testing Sep 21   

Council-Wide Corporate Scheme of delegation 5 -     

Community Services Directorate Sands Centre Redevelopment 20 -     

Neighbourhood 
Services 

Directorate Street Cleaning -operations 20 -     

Neighbourhood 
Services 

Directorate Fleet Management (inc Strategy) 20 -     

Human Resources Directorate Job Evaluation  20 -     

Organisation 
Development 

Directorate 
Workforce Development and Training (inc 
Workforce Strategy and e-learning) 20 -     

Digital Services Directorate Cyber-Security 20 -     

Development Control Directorate Major projects - governance arrangements 20 -     

Property Directorate Building Maintenance 20 -     
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Service Area Review Type Audit Area Plan Actual Status 
Audit 

Committee 
Assurance 
Evaluation 

Comments 
 

Regulatory Services Directorate Disabled Facilities grants 20 -     

Homelessness 
Services 

Directorate Advice Agencies 15 -     

Financial Services MFS Financial Services Governance Arrangements 5 -     

Revenues & Benefits MFS Council Tax 20 -     

Financial Services MFS Creditors (including cheque control) 15 -     

Financial Services MFS 
Main Accounting System & Budget 
Monitoring (inc MTFP) 20 

-     

Human Resources Follow Up Absence Management 5 -     

Financial Services Counter-Fraud Procurement review 10 -     

Council-Wide Consultancy Project Management 10 -     

Financial Services Consultancy 
E-Purchasing (Ordering/Creditors) (New 
System) 10 -     

3.  

Follow-up contingency 20 3 
 

Counter Fraud Contingency 20 3 

Advice & Guidance Contingency 10 0 

  Contingency (2020.21) 83 70 

  Audit Committee 16 3 

  Planning & Management 53 15 

 
 

 OVERALL TOTAL 579 109 

 
 * Days taken as at 24th June 
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Ass
Code

Audit Recommendation Priority Risk Exposure Agreed action
Responsible 

Manager
Original

Completion Date
Revised Completion 
Date (if applicable)

No. Status

B1801

Allowances, 
Travel & 

Subsistence 
(Employees)
Reasonable

Recommendation 8 – Consideration should be given to 
implementing an electronic claim form to improve the legibility, 
efficiency and internal controls of the travel payment process, 
including consideration of set mileage for common journeys.

M

Allowances and expenses 
are not claimed and paid 

within the Council’s current 
rules and regulations.

This needs to be discussed & investigated further to see 
if it is time and cost effective. This will be looked in line 

the i-Trent review which is due to be undertaken in 2020.

Payroll & i-Trent 
Supervisor / HR 

Manager 
30 April 2021 30 September 2021

1

Review delayed due to vacant Head of Service 
Post. System review scheduled for September as 

part of contract renewal exercise. Use of 
electronic forms to be reviewed as part of this 

review.

A1903
Information 

Security
(N/A - Memo)

R1. - A joint ICT and Information Governance document detailing 
planned and ongoing action to implement Information Security 

improvements should be created and managed.
M

Required improvement 
actions are not adequately 

recorded and managed 
resulting in reduced 

efficiency and inability to 
achieve the desired 

outcome. 

A joint ICT and Information Governance Action Plan 
detailing planned and ongoing action to implement 

Information Security improvements will be created and 
managed.

Lead ICT Officer 
Infrastructure 
Management/ 

Information 
Governance 

Manager

31-Aug-21 1

Significant work has been undertaken to address 
issues with information security since the 

employment of the Head of Digital and 
Technology, and specific actions are intended in 

the future within future projects. In addition to 
these projects, the Information Governance 

Assurance Group, which held its first meeting on 
27th May 2021, will be presented with an early 

draft of a specific action plan. This will be further 
refined and presented for agreement at the 

second meeting scheduled for 22nd July and 
become a living document to proactively record 
and deal with risks and issues identified through 

data breach reviews, input from services and 
internal audit. 

A1903
Information 

Security
(N/A - Memo)

R2. - The development and implementation of an Information Asset 
register should be included within a joint ICT and Information 

Governance action plan.
M

Information assets are not 
adequately identified or 

recorded.

Development of a corporate Information Asset Register 
will be added to the joint ICT and Information Governance 
action plan and will take into consideration existing lists of 

assets and information processing, with the potential to 
link them together.

Information 
Governance 

Manager
31-Aug-20 1

This will be added as an action to the Information 
Governance Assurance Group Action Plan. 

However, work has already begun in the form of 
grouping the information asset register together 
with business classification, retention, security 

marking and the Council's Record of Processing 
Activity. An example spreadsheet amalgamating 

column headings has been prepared and the 
Customer Services Manager has embedded this 

into SharePoint as a master list. However, 
following agreement to progress a SharePoint 
infrastructure project, this may be built into that 

project. This may delay implementation but serve 
as a better long term solution whereby instead of 

a separate database descriptive list, the 
infrastructure creates the list as an output. 

A1903
Information 

Security
(N/A - Memo)

R3. – Corporate risks relating to Information Governance and 
Information Security should be formally identified, recorded, 

assessed and managed.
M

Exposure to 
unidentified/uncontrolled 

risks.

A review of existing risks and identification of other 
potential risks will be undertaken to ensure the Council’s 

risk exposure is accurate and up to date.
ICT Lead Officer 

Infrastructure/ 
Information 
Governance 

Manager

31-Aug-21 1

The risk register has been drafted based on 
discussions with the auditor at the time. The 

register was included which will be presented at 
the first meeting of the Information Governance 
Assurance Group on the 27th May, and risk will 
be a standing agenda item to identify new risks 
and manage them appropriately. However, the 
register is not currently a live document, so the 

action is outstanding.

A1903
Information 

Security
(N/A - Memo)

R4. - Existing records relating to ICT risks, both Corporate and 
Operational should be reviewed/revised to clearly identify and 
segregate current embedded controls from planned actions.

M

Current records have the 
potential to provide false 

assurance risks are 
adequately controlled. 

Existing records relating to ICT risks will be reviewed/ 
revised to clearly identify and segregate current 

embedded controls from planned actions.

ICT Lead Officer 
Programme and 

Project 
Management

31-Jul-20 1

Reviewed as part of formal follow up of ICT 
recommendations. Some developments of risk 

register undertaken, but further recommendations 
made in relation to this area. Recommendation 

closed as replaced.

D1903 / 
G1901

Car Parking (inc 
Income)

(Reasonable)

Recommendation 5 - The Outstanding debts should be resolved, 
and a revised service level agreement should be presented to M&S 

including relevant fees. 
H

There is a risk of loss of 
income and reputational 
damage to the Council if 
agreements are not up to 

date.

Will liaise with Legal Services and Finance to draw up 
new SLA and outstanding debt.

Team Manager 
(Parking & 

Enforcement)
31 March 2020 31 May 2021 1

Council continued to engage with third party, 
providing breakdown of debt offset by money 

owed to provider (significantly reduced balance) 
and proposed updated SLA, but faced limited 
engagement. Council has since terminated 

contract with residual small debt remaining - 
closed as actioned.
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Ass
Code

Audit Recommendation Priority Risk Exposure Agreed action
Responsible 

Manager
Original

Completion Date
Revised Completion 
Date (if applicable)

No. Status

D1904 Driver Checks
(Partial)

Recommendation 1 – All officers should be regularly reminded of 
their responsibility for carrying out necessary driver checks.

H
Officers driving on Council 

business without appropriate 
licence and/or insurance.

All managers given guidance and reminded of their 
responsibilities via email (November 2018 and December 

2019).  
Payroll & Fleet to co-ordinate regular quarterly reminders 

to all officers. Payroll to review feasibility of loading 
relevant documents into iTrent and issuing automated 

reminders from the system
Skillgate module to be developed for managers and 

permitted drivers to further embed checking process and 
highlight improved guidance.

Fleet and Depot 
Manager

Completed 1

New handbook finalised and in place and 
reminders issued by payroll. Handbook to be 

published in near future - See I2002 - closed as 
replaced.

D1904
Driver Checks

(Partial)

Recommendation 2 – The Driver Handbook should be presented to 
and reviewed by Senior Management to determine if it should be 
implemented and to what extent it replaces the current road risk 

policy.

M
Insufficient guidance in place 

for officers.
Handbook for Drivers to be reviewed and approved by 

SMT.
Fleet and Depot 

Manager
31 March 2020 1

Handbook reviewed and approved - See I2002 - 
closed as completed.

D1904 Driver Checks
(Partial)

Recommendation 3 – Current processes should be reviewed to 
ensure there are assurances that driver checks are carried out for 

all relevant officers.
H

Officers driving on Council 
business without appropriate 

licence and/or insurance.

Managers to ensure checks are carried within their remit 
in line with existing policy and repeated guidance.

Payroll to check ‘permitted drivers list’ before paying any 
mileage allowance for staff using their own vehicles.

Fleet office will continue to provide advice and remind all 

All managers 30 April 2020 1
Formal audit identified appropriate checks and 

testing now in pace - See I2002 - closed as 
completed.

D1904 Driver Checks
(Partial)

Recommendation 4- A process should be in place to ensure all 
staff driving a pool car have an appropriate licence in place.

H
Officers driving on Council 

business without appropriate 
licence and/or insurance.

Additional check to be introduced as part of pool car 
booking system (Fleet and SST to review option to share 

list of checked drivers to allow for a more efficient 
checking process)

(Fleet office will continue to provide advice and remind 
managers of their responsibilities in line with existing 

policy to check drivers.)

Service Support 
Supervisor

30 April 2020 1
No progress possible as fleet cars not used 

during pandemic - deferred. See I2002 - closed 
as replaced.

E1903
Homeless 

Accommodation
(Substantial)

Recommendation 1 - Budgets should be reviewed to ensure that 
they are realistic and suitable to meet the demands of the service.

M

If there are insufficient 
budgets for the service, 

there is a risk that Council 
priorities are not achieved / 
supported, this could also 
lead to reputation damage.

To review staffing budgets in line with budget cycle 
review periods. NOTE: caution will need to be applied 

this financial year given the additional costs and loss of 
income as a result of dealing with the COVID pandemic

Homelessness 
Prevention & 

Accommodation 
Manager

31 Dec 2020 (2020/21 
– 2021/22 financial 

year)
1

Staffing budgets reviewed monthly in line with all 
budget monitoring, however additional pressures 
out with management control (such as Covid-19) 

continue to impacting on service budgets; 
ongoing external funding opportunities are 

continually sought to mitigate ongoing pressures; 
service budgets are subject to ongoing review. 

Closed.

E1903
Homeless 

Accommodation
(Substantial)

Recommendation 2 - Casual staff should complete all mandatory 
training within Skillsgate including GDPR and Cyber Security 

training.
M

Non-compliance with GDPR 
legislation and a greater risk 
of a successful cyber-attack.

To arrange with OD to set up all casual staff access to 
Skillsgate for all mandatory units. Once established 

ensure all casual staff have completed this

Homeless 
Accommodation 

Manager & 
Assistant 
Homeless 

Accommodation 
Manager

30 June 2020 / 30 
September 2020

1

Organisation Development in process of 
reviewing arrangements for provision of training 
to Casual staff across full Council. This area will 

be reviewed as part of a forthcoming audit of 
Corporate Governance Controls.

E1903
Homeless 

Accommodation
(Substantial)

Recommendation 3 - Individual training undertaken without 
Organisational Development involvement should be logged 

accordingly.
M

Corporate training records 
are not maintained / up to 

date.

To establish system to collate and notify OD quarterly of 
training directly arranged on an ongoing basis.

Homeless 
Accommodation 

Manager & 
Assistant 
Homeless 

Accommodation 
Manager

30 June 2020 1
System implemented to report training records to 
Organisational Development. Evidence provided - 

closed.

A2001

Environmental 
Strategy - 

Baseline Data
(Partial)

Recommendation 1 – A documented Project/Activity Action Plan 
should be developed to clearly communicate objectives, required 
actions, responsibilities, timescales and inform risk management 

activity related to Environmental Strategy data 
collection/assessment activity and reporting.

H

Lack of clarity in relation to 
requirements and allocated 
responsibilities leading to 

confusion, inefficient use of 
resources and exposure to 

unidentified risk/s. 

An action plan to complete the organisational carbon 
footprint is being progressed, this plan will be a detailed 

sub-plan of an action in the Policy & Communication 
Service Plan. This plan will allocate roles and set a 

timescale for the completion of the work.

Policy & 
Communication

31/07/2020 1

Action plan in place and well developed, though 
consideration needed to including SMART actions 
for collation of all data sets - See I2003 - closed 

as replaced. 

A2001

Environmental 
Strategy - 

Baseline Data
(Partial)

Recommendation 2 – Clear and comprehensive local data 
definitions should be formally developed relevant to the City 
Council to inform and support Environmental Strategy data 

collection/assessment activity and reporting.

H

Lack of clarity in relation to 
the value and completeness 
of data leading to an inability 
to confirm data quality and 

the achievement of 
overarching requirements.

Ongoing work to formally develop local data definitions 
will be completed and definitions will be subject to regular 

review/revision as data availability/maturity improves.

Policy & 
Communication

31/08/2020 1
Data sets collated for majority of information 
streams, though some still outstanding - See 

I2003 - closed as replaced.

A2001

Environmental 
Strategy - 

Baseline Data
(Partial)

Recommendation 3 – Details and arrangements for the completion 
of data quality activity should be developed and communicated 

accordingly. 
M

Lack of clarity in relation to 
allocated responsibilities 
leading to inconsistent 

practice and lack of 
assurance in relation to data 

quality.

Policy and Communications Team arrangements and 
responsibilities for ensuring the quality of data processed 
by the Team in accordance with local data definitions will 

be developed and communicated to team members.
The Policy and Communications Team will develop a 

dashboard to monitor data quality and highlight issues to 
be followed up with source data owners.

Policy & 
Communication

31/08/2020 1
Data quality checks undertaken, though some 
residual issues still remain that warrant further 
investigation - See I2003 - closed as replaced.
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A2001

Environmental 
Strategy - 

Baseline Data
(Partial)

Recommendation 4 - The process and associated responsibilities 
for monitoring and managing data collection, assessment and 

reporting activity should be developed and communicated 
accordingly.

M

Lack of clarity in relation to 
allocated responsibilities 
leading to inconsistent 

practice and lack of 
assurance in relation to 
objective achievement.

The Policy and Communications Team process and 
associated responsibilities for monitoring and managing 
data collection, assessment and reporting in accordance 
with local data definitions will be developed. This will be 

communicated to Policy and Communications Team 
members and shared with source data owners.

Policy & 
Communication

31/08/2020 1
Process adequately documented - See I2003 - 

closed as completed.

F2002 Insurance
(Reasonable)

Recommendation 1: Procedures / guidance should be documented 
to cover the Finance Officer’s (Corporate Insurance & Governance) 

role.
M

If procedures are not clearly 
documented, officers may be 

unsure of their roles and 
responsibilities this may lead 

to reputational damage to 
the Council.

A procedure manual and guidance notes are in the 
process of being completed and will be undertaken 

alongside the main activities as they occur.  This was put 
in place prior to the audit as a succession planning 

strategy.

Financial 
Services 
Manager 

31/03/2021 1
Ongoing review in place, but time consuming to 

ensure comprehensive, due to potential risk 
exposure to business continuity.

F2002 Insurance
(Reasonable)

Recommendation 2: The Risk Management Sub-Group should 
ensure suitable tracking of outstanding actions and meeting 

minutes should be formally recorded as presented to the Corporate 
Risk Management Group (CRMG). 

M

If insurance issues are not 
monitored and reported this 
may lead to additional costs 
and reputational damage to 

the Council.

Agreed
Office Manager 
and PA to Chief 

Executive
30/09/2020 1 Action plan now utilised by sub-group. Closed.

F2002 Insurance
(Reasonable)

Recommendation 3: Access to the insurance documentation 
should be reviewed and restricted to appropriate officers only.

M

There is a risk to the 
safeguarding of information 

if data was accidently 
changed or deleted by 

unauthorised individuals.

Agreed – This has been completed
Financial 
Services 
Manager

31/08/2020 1
Access rights reviewed and reduced to 

appropriate officers - closed as completed.

F2002 Insurance
(Reasonable)

Recommendation 4: All relevant officers should receive formal 
training to ensure full compliance with the Council’s Managing 

Occupational Road Risk Policy. Ongoing monitoring should 
continue to take place to ensure that all incidents / accidents are 

appropriately recorded and reported.

M

Incorrect practice not 
identified and rectified may 

result in extra costs and 
reputational damage for the 

Council.

Further & ongoing training for staff in terms of road risk, 
standards and incident reporting and training / briefings to 

support managers.
Ongoing monitoring to ensure compliance.

The approved Handbook for Drivers (approved by SMT) 
will be circulated to all drivers, relevant managers and 

supervisors.

Fleet & Depot 
Manager

31/12/2020 1

Slide presentation and Skillsgate module under 
development and staff given access to relevant 
matrial within vehicles. Plans to roll out training 

underway.

F2002 Insurance
(Reasonable)

Recommendation 5: Guidance should be issued to officers to 
ensure that the Finance Officer (Corporate Insurance & 
Governance) receives copies of all third party insurance 
documentation to ensure appropriate cover is in place.

M

If third party insurance is 
inadequate this may lead to 

additional costs and 
reputational damage to the 

Council.

Agreed – A reminder will be issued to appropriate 
officers.

Financial 
Services 
Manager

30/09/2020 1
Reminder issued, but still issues with non-

compliance, so further action required.

N1801 Firewall (Partial)

Recommendation 1 - The Firewall Management Procedure (policy) 
should be reviewed to include other key issues e.g. procurement, 

frequency, completion and management of independent 
penetration testing review, conditions for and completion of internal 

vulnerability testing / checks including monitoring, results and 
action(s) taken.

M

Corporate framework not 
agreed / followed. Roles and 

responsibilities not 
documented.

Update Policies and implement regular reviews around 
policies, external penetration testing (including remedial 
actions). Create a centralised log of reviews taking place 

and actions taken. Create Centralised Calendar for 
reviews with dates and times accordingly

ICT Services 
Manager

01-May-19 1
See I2001 - Review of policies outstanding - 

closed as replaced.

N1801 Firewall (Partial)
Recommendation 2 - A Change Management policy should be 

drafted. 
M

Corporate approach not 
agreed / formalised. Roles 

and responsibilities not 
documented. Potential for 
service or system failure if 

errors introduced.

Update change management policy with a specific policy 
for firewalls

ICT Services 
Manager

01-May-19 1
See I2001 - Review of policies outstanding - 

closed as replaced.

N1801 Firewall (Partial)
Recommendation 3 - Key ICT policies should be approved by 

Executive Management and / or Elected Members.
M

Lack of Executive / Elected 
Member support for key 

policies affecting use of ICT 
services.

Seek approval of key policies Executive Management and 
/ or Elected Members

ICT Services 
Manager 1st May 2019 1

See I2001 - Review of policies outstanding - 
closed as replaced.

N1801 Firewall (Partial)
Recommendation 4 - Review the action(s) planned and the target 

dates in the ICT Services Risk Register.
M

Actions not appropriate. 
Dates not applicable or 

missed.

Carry out regular reviews of the Corporate ICT risk 
register and send updates to policy & performance who 

update this.

ICT Services 
Manager

31-Mar-19 1
See I2001 - Some additions identified to risk 
register, but further development identified - 

closed as replaced.

N1801 Firewall (Partial)
Recommendation 5 - ICT should formally agreed and document 

operational arrangements with the external supplier (TNP).  
H

There is potential key work 
not undertaken due to 

misunderstandings of tasks 
to be completed and 

responsibilities. Exposure to 
external threats could be 

more probable as a result of 
tasks not being completed.

Speak to TNP and get a written statement of 
understanding/SLA around support

ICT Lead Officer 
(Infrastructure)

31-Mar-19 1
See I2001 - Statement of understanding in place - 

closed.
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N1801 Firewall (Partial)
Recommendation 6 - ICT management should ensure an 

appropriate management framework is established to oversee 
operations and management of the Sonicwall firewall.

H

There is potential key tasks 
are not being undertaken by 

the third party supplier 
leaving the Council’s IT 

services, systems and data 
exposed to external threats.

Speak to Elitetele and get a written statement of 
understanding around support

ICT Lead Officer 
(Infrastructure)

31-Mar-19 1
See I2001 - Contract no longer in place - closed 

as no longer relevant.

N1801 Firewall (Partial)

Recommendation 7 - Change management procedures should be 
drafted, approved and implemented.  Firewall specific testing 
should be formally recorded and attached to the Service Desk 

(Remedyforce) application records.

H

Changes are not undertaken 
consistently with the 

potential for unrecorded 
changes leading to service / 

system failures because 
errors are introduced.

Formalise change management procedures for the 
firewall including roles and responsibilities.  Rule 
checking and testing should be documented and 

formalised. Formalise rule testing as part of change 
management

ICT Lead Officer 
(Infrastructure)

01-May-19 1
See I2001 - Change management now 

documented; however Policy still requires review. 
Closed as replaced.

N1801 Firewall (Partial)

Recommendation 8 - Day-to-day management tasks should be 
documented and diarised accordingly.  In addition to this ICT 

management should ensure others members of ICT undertake 
tasks on a rotational basis to aid familiarity.

M

Tasks not identified and 
therefore not completed as 

expected. Other staff unable 
to undertake tasks(s) in the 
event of the prime individual 

unavailable.

Update/document all firewall management tasks. Firewall 
changes to be checked by a 2nd officer once done and 

signed off in the change management call in 
Remedyforce

ICT Lead Officer 
(Infrastructure)

01-May-19 1
See I2001 - Evidence provided that process 

established - closed as completed.

N1801 Firewall (Partial)

Recommendation 9 - ICT should ensure the configuration of the 
Fortiguard (firewall) application is documented.  This 

documentation would in the event of a need to re-install software 
ensure all agreed settings are known.

M

Full restore / recovery may 
not be possible in the event 

of hardware / software 
failure.

Document the firewall configuration e.g. ports used 
connectivity etc and show changed from default config.

ICT Lead Officer 
(Infrastructure) 1st June 2019 1

See I2001 - Evidence of regular back-ups taken. 
Closed as completed.

N1801 Firewall (Partial)
Recommendation 10 - ICT should ensure all connected network 

devices are documented and subject to a periodic evidenced 
review.

M
All network devices not 

known. Devices may not be 
updated as required.

Document all network devices and configuration for them.
ICT Lead Officer 
(Infrastructure)

30-Sep-19 1
See I2001 - Network devices all documented 

including relevant meta-data. Closed as 
completed.

N1801 Firewall (Partial)

Recommendation 11 - ICT should complete the work surrounding 
monitoring the Windows Defender Anti-Virus software as soon as 

possible and establish processes for managing any exceptions 
identified.

M
Errors / failures not reported 

and addressed.
Continue to deploy Windows Defender ATP on devices 

and enhance configuration
ICT Lead Officer 
(Infrastructure)

30-Sep-19 1
See I2001 - now monitored in SIEM solution. 

Closed as completed.

N1801 Firewall (Partial)
Recommendation 12 - ICT Management review the Incident 

Management Procedure (Policy) ensuring it relates to the Council’s 
structures and operations.

M

Does not cover all expected 
issues. Does not link to 

Council’s structure / 
organisation.

Incident management policy to be reviewed and ensure 
reporting structure is accurate

ICT Lead Officer 
(Service 
Support)

01-May-19 1
See I2001 - Review of policies outstanding - 

closed as replaced.

N1801 Firewall (Partial)
Recommendation 13 - ICT Management should take steps to put in 

place a contract for the services provided by TNP.
H

The absence of a contract is 
in breach of the Council’s 

Standing Orders and makes 
it difficult to seek legal 

redress should there be 
problems with service 

delivery.

Speak to TNP and Elitetele around a formal contract for 
support.  Support agreement is in place and evidenced 

but is around support hours etc.

ICT Lead Officer 
(Infrastructure)

31-Mar-19 1
See I2001 - No evidence obtained - closed as 

replaced.

N1801 Firewall (Partial)

Recommendation 14 - ICT Management should take urgent action 
to address leaving the automatic fire protection system in 

automatic mode when individuals / external suppliers are working 
in the computer suite unattended.  In addition to this logs should be 
established for access / work completed in the computer suite.  On 

a periodical basis this should be reviewed by management to 

M

A health and safety risk 
exists that staff / external 

suppliers are exposed to the 
system activating while they 
are in the computer suite.

Implement sign in system for external contractors 
explaining the use of FM200 in the datacentre.  Refresh 
training for ICT staff on FM200 system. Ensure where 

there is a risk of accidental system activation that it is put 
into manual during the work period and activated 

afterwards Computer room is in a secure fob area with 

ICT Lead Officer 
(Infrastructure)

31-Mar-19 1
See I2001 - Appropriate system now in place - 

closed as completed.

N1801 Firewall (Partial)

Recommendation 15 - ICT Management should establish a 
framework for managing the request, completion and action(s) 

identified for external testing completed.  Specifically the following 
should be addressed: 1) Managing reports received highlighting 
responsibilities, timescales for action(s) identified by category, 

records to be maintained with evidence, reporting as well as long 
term monitoring (if applicable). 2) Restricting access to reports and 
action(s) to ICT staff with specific responsibilities for this area. 3) 
Ensuring summary information on outcomes and action(s) taken 

with reports received are issued to the Senior Management Team 
and Elected Members accordingly.

H

Failure to act as required or 
consistently could expose 
the Council’s IT services, 
systems and data to risk 

from external threats. Key 
action(s) may not be taken 

leading to an increased 
threat. Executive 

management / Elected 
Members are not made 

aware of key risks or action 
(s) taken.  Lack of 
accountability and 

governance.

Document the management procedure for external ICT 
Health check reports / Review and update Remedial 

actions plans from ICT health check / Folder on K Drive 
now locked down to specific individuals who need access 

- ICT Management & infrastructure only.  This will be 
carried forward when moved to SharePoint as it contains 

Penetration testing reports etc which are security 
sensitive. / Use Remedyforce for all change 

management/incidents relating to firewalls and reference 
this when producing management reports / Implement a 

governance framework for reporting outcomes and 
remedial action plans of external testing with SMT

ICT Lead Officer 
(Infrastructure)

01 May 2019 1

See I2001 - PSN compliance achieved, though 
requirement to address further lower priority 

remedial points in action plan. Closed as 
replaced.
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N1801 Firewall (Partial)
Recommendation 16 - ICT Management should ensure significant 
network incidents are handled as required via the agreed incident 

management policy and reported.
H

Failure to manage significant 
/ critical incidents 

appropriately and take action 
as expected. Senior 

Management unaware of 
outcomes, actions and 
reasons. Lack of good 

governance and 
accountability for action(s).

Network core issue in November wasn't raised 
retrospectively in Remedyforce.  Senior management 

were kept informed and staff were updated accordingly. 
All incidents will be documented.

ICT Lead Officer 
(Infrastructure)

01-May-19 1
See I2001 - Appropriate evidence now 

documented. Closed as completed.

N1801 Firewall (Partial)
Recommendation 17 - Management should develop firewall 

incident specific procedures for such events with first steps clearly 
documented.

H

Action to stop an incident or 
escalating not taken. Loss of 

ICT Services / Systems / 
Data. Potential breach of 

Data Protection legislation 
which could lead to financial 

penalties and public 
embarrassment.

Create an incident management process for firewall 
incidents specifically and ensure staff are aware

ICT Lead Officer 
(Service 
Support)

01-May-19 1
See I2001 - Review of policies outstanding - 

closed as replaced.

N1801 Firewall (Partial)

Recommendation 18 - ICT should ensure the issue relating to 
installing the latest Fortiguard (firewall) application software is 

formally tracked.  The reasons for not installing the latest version 
should be formally documented and signed off by senior 

management.

M
Latest version not installed 
New / revised functionality 

not available.

Review console in infrastructure meetings based on 
FortiGate release schedule. Remedyforce regular task 
and liaise with TNP over suitable software versions so 
they are installed promptly / Current version is minor 
release and TNP advised against it as they had seen 

issues in their testing and at other clients. /Reviews and 
reasons need documented in Remedyforce

ICT Lead Officer 
(Infrastructure)

31-Mar-19 1
See I2001 - Review of policies outstanding - 

closed as replaced.

N1801 Firewall (Partial)
Recommendation 19 - Steps should be taken to ensure the backup 
process for the Fortiguard (firewall) application is formalised with a 

copy stored outside of the Fortiguard environment.
M

Full restore / recovery may 
not be possible in the event 
hardware / software failure.

Take weekly off-device firewall backups through the 
console and seek advice from TNP whether this can be 
automated.  Backups are created automatically on the 

devices but are then not stored off-device. Create a 
Remedyforce regular task and document procedure.

ICT Lead Officer 
(Infrastructure)

01-May-19 1
See I2001 - Evidence of regular back-ups 

provided. Closed as completed.

N1801 Firewall (Partial)

Recommendation 20 - ICT should look to deploy a solution relating 
to the management of network devices and logs produced as soon 
as possible.  A suitable management framework should be in place 

to report on alerts accordingly.

M

Inability to report on devices 
in the event of problems. 

Action not taken regarding 
significant / key events as 
alerts not defined which 

could lead to problems or 
failures. Management / audit 

logs of key activity not 
available for management 
review or in the event of a 

problem. 

SIEM solution currently being evaluated for central log 
management/alerting

ICT Services 
Manager

01-Jul-19 1
See I2001 - Appropriate system now in place - 

closed as completed.

N1801 Firewall (Partial)
Recommendation 21 - ICT should look to implement a firewall 
solution between the Council and Allerdale Borough Council.

M

ICT Services, Systems and 
Data are potentially exposed 
to external threats. Loss of 

Council Services / Systems / 
Data should a breach occur 

at the partner site and 
spread to the Council’s site. 

Potential breach of Data 
Protection legislation which 

could lead to financial 
penalties and public 

embarrassment.

Investigate enabling the ASA's firewall functions on both 
Allerdale and Carlisle devices already in place, beyond 

the current IP address limiting functions to control traffic.  
Need agreement from Allerdale BC and steer on R&BS 

shared service as this may impact service and replication 
speeds.

ICT Lead Officer 
(Infrastructure)

01-Sep-19 1
See I2001 - No progress to date - closed as 

replaced.
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N1801 Firewall (Partial)
Recommendation 22 - Firewall security for the FortiGate solution 
should be reviewed and action taken to address the weaknesses 

identified.
H

Breach of agreed policy. The 
potential exists of 

unauthorised access to the 
firewall processes. 

Management unable to 
review work / tasks 

completed on the firewall 
solution.

Implement password changes on all firewalls every 3-6 
months and document when they have taken place. Use 

remedy force regular tasks to ensure regular changes 
take place / Implement password complexity settings 

available in firewall /Implement idle time out override to 
30 mins / Speak to TNP and get a written statement of 

understanding around support / Carry out regular reviews 
of firewall admin accounts and document reviews - Use 

Remedyforce regular tasks and review same time as 
password changes / Implement management audit log 
reporting/alerting via SMTP to Remedyforce / Update 

procedures for firewall admin account approval - must be 
signed off by head of ICT Services

ICT Lead Officer 
(Infrastructure)

01-May-19 1
See I2001 - Settings reviewed and updated, but 
policy still requires update. Closed as replaced.

N1801 Firewall (Partial)
Recommendation 23 - Firewall rule management for the FortiGate 

solution should be reviewed and action taken to address the 
weaknesses identified.

H

Rules may exist which 
undermine the protection of 
ICT services and systems. / 
Existing rules may potentially 

be invalid and therefore 
increase threats. / ICT staff 

are not fully aware of the 
reasons for rules leading to 

confusion / 
misunderstandings.

Update descriptions on all rules and review external 
supplier rules on a regular basis using Remedyforce 

tasks / Rule rationalisation exercise need to be 
completed./Update descriptions on all rules as part of rule 
rationalisation project. / Create a central review repository 

that is updated when regular reviews take place use 
Remedyforce regular tasks baseline against last set 
number of rules. / Document all rules and carry out 6 

monthly review to confirm additions/deletions.  All 
changes must go through Remedyforce change control.

ICT Lead Officer 
(Infrastructure)

31-Mar-19 1
See I2001 - Changes now documented. Closed 

as completed.

N1801 Firewall (Partial)

Recommendation 24 - Alerts should be defined for the FortiGate 
firewall for any key failures / events.  In addition to this ICT 

Management should consider using visual displays in the main ICT 
office to alert staff of any key failures / events on the firewall.

H

Action not taken regarding 
significant / key events as 
alerts not defined which 

could lead to problems or 
failures. / Potential loss of 

ICT Services, Systems and 
Data. / Potential breach of 
Data Protection legislation 

which could lead to financial 
penalties and public 

embarrassment.

Implement SMTP alerts for Critical and High alerts to 
come to Infrastructure and automatically into 

Remedyforce for assignment/investigation. Look at an 
Alert display in the ICT office with the SIEM solution to 

show alerts.

ICT Lead Officer 
(Infrastructure)

30-Sep-19 1
See I2001 - Alerts now documented. Closed as 

completed.

N1801 Firewall (Partial)

Recommendation 25 - Internal vulnerability testing should be 
established urgently.  ICT Management should agree and 
document the processes and management framework for 

undertaking internal vulnerability testing, storing and recoding and 
remedial action(s) as well as securing outputs and evidence.

H

Vulnerabilities are not 
detected after any changes 
made to ICT infrastructure / 
network leading to exposure 
to external threat. / Potential 

loss of ICT Services, 
Systems and Data. Potential 

breach of Data Protection 
legislation which could lead 

to financial penalties and 
public embarrassment. 

Framework to be designed and signed off by SMT / 
Security folder on K Drive now locked down to specific 

individuals who need access - ICT Management & 
infrastructure only. This will be carried forward when 

moved to SharePoint as it contains Penetration testing 
reports etc which are security sensitive. Any remedial 
actions plans need referenced back to Remedyforce.

ICT Services 
Manager / ICT 
Lead Officer 

(Infrastructure)

30-Sep-19 1
See I2001 - No progress to date - closed as 

replaced.

N1801 Firewall (Partial)
Recommendation 26 - Steps should be taken to review the storage 
of log information for the Fortianalyzer solution and alerting should 

be established for significant / key events.
M

Action not taken regarding 
significant / key events as 
alerts not defined which 

could lead to problems or 
failures. / Storage could be 

exceeded resulting in loss of 
key log data. 

Check current retention schedules. Speak to TNP to see 
if auto-archiving can be implemented / Implement SMTP 
alerts for Critical and High alerts to come to Infrastructure 

and automatically into Remedyforce for 
assignment/investigation.

ICT Lead Officer 
(Infrastructure)

01-Jun-19 1
See I2001 - Alerts now documented. Closed as 

completed.

D2002 City Centre 
(Reasonable)

Recommendation 1: Procedures / guidance for tasks should be 
documented, including pavement café licenses, events (external & 
internal), promotions and commissioning maintenance work in the 

city centre. 

M

If procedures are not clearly 
documented, officers may be 

unsure of their roles and 
responsibilities and incorrect 

practices may occur.

City Centre Officer to review procedures and document 
procedure notes for pavement café licenses, events 
(external & internal), promotions and commissioning 

maintenance work in the city centre.

Destination 
Manager

29-Jan-21 1
Procedures prepared covering all areas raised 

within the audit - closed.
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D2002 City Centre 
(Reasonable)

Recommendation 3: Risks including the control strategy / mitigating 
actions should be reviewed and updated on a quarterly basis in line 

with the Corporate Risk Management Policy.
M

Risk management activity is 
not completed or recorded 

consistently which may 
result in potential exposure 

to unidentified and / or 
uncontrolled risk.

Destination Manager will monitor the risks on a quarterly 
basis in line with the Corporate Risk Management Policy 

and identify and include any new risks.

Destination 
Manager

29-Jan-21 1
Relevant risk register reviewed April 2021 and 

found to have been reviewed on a timely basis - 
closed.

D2002 City Centre 
(Reasonable)

Recommendation 4: A privacy notice should be completed to cover 
the city centre management, including pavement café licenses, 

promotions and events. Application forms should also be updated 
to include the relevant privacy information. 

M
Non-compliance with GDPR 
legislation. Failure to control 

records management.

Destination Manager to prepare a privacy notice for the 
service.

Destination 
Manager

29-Jan-21 30 August 2021 1
Privacy statement now prepared and published 
on City Council website. Privacy information still 

to be included on application forms.

D2002 City Centre 
(Reasonable)

Recommendation 5: Documentation retained should be 
streamlined to minimise records retained and should be easily 

accessible for all relevant officers. 
M

Failure to effectively control 
records management.

Team and Events Coordinator to structure shared 
documents and ensure all relevant officers have access.

Destination 
Manager

29-Jan-21 1
Streamlining exercise carried out - all relevant 
information now held on one SharePoint site.

D2002 City Centre 
(Reasonable)

Recommendation 7: Delegated authority / responsibility for issuing 
pavement café licences should be included in the relevant Scheme 

of Delegation. 
M

Pavement café licences may 
be granted / rejected without 
proper authorisation which 

may lead to reputational 
damage to the Council.

Health and Wellbeing Services Manager to include 
pavement café licences in the relevant Scheme of 

Delegation.

Health and 
Wellbeing 
Services 
Manager

29-Jan-21 30 August 2021 1 No progress

D2002 City Centre 
(Reasonable)

Recommendation 8: Approvals / rejections for promotion and event 
applications should be documented within the minutes of the 

relevant Event Risk Management Group to ensure that there is a 
clear audit trail of decisions made. 

M

Promotions and events may 
be approved / rejected 

without proper authorisation 
which may lead to 

reputational damage to the 
Council.

Approvals / rejections for promotion and event 
applications will be documented within the minutes of the 

relevant Event Risk Management Group.

Health and 
Wellbeing 

Project Manager
12-Jan-21 30 August 2021 1

Minutes provided but no events running currently 
due to Covid-19, so unable to confirm that rec is 

implemented - defer as unable to test

D2002 City Centre 
(Reasonable)

Recommendation 9: All officers should be working from the most 
up to date version of the Events Guidance. Older versions should 

be removed from the Events Risk Management Group on 
SharePoint.

M

Incorrect practices may 
occur which may lead to 

reputational damage to the 
Council.

The older version of the events guidance will be removed 
from SharePoint and in future when a new version is 

uploaded the previous version will be removed.

Health and 
Wellbeing 

Project Manager
30-Nov-20 1

Only latest guidance retained on SharePoint - 
closed.

D2002 City Centre 
(Reasonable)

Recommendation 10: A terms of reference including roles and 
responsibilities should be documented for the Community Events 

Support Panel along with documented procedures relating to 
individual officer and the panel’s tasks.

M

If procedures are not clearly 
documented, officers may be 

unsure of their roles and 
responsibilities and incorrect 

practices may occur this 
may lead to reputational 
damage to the Council.

Destination Manager and City Centre Officer to write 
terms of reference and procedures for Community Events 

Support Panel.

Destination 
Manager

29-Jan-21 1
ToR in place including roles and responsibilities - 

closed.

D2002 City Centre 
(Reasonable)

Recommendation 11: Debrief sessions should be held for all city 
centre events (internal and external) so that feedback and ideas 

can be discussed to help improve future events.
M

Missed opportunities to 
further improve future 

events.

Team and Events Coordinator to identify all events and 
convene meetings with relevant parties once events have 

taken place. 

Destination 
Manager

31-Dec-21 30 August 2021 1
Debrief sessions now delivered for completed 

events - evidence provided. Closed.

Recommendation evidenced as actioned (Closed)
Recommendations evidenced as part actioned and replaced by new 

recommendation (Closed)
High grade rec not implemented as timescales not reached - monitor 

progress quarterly.

Formal Audit follow up scheduled

Management Statement scheduled to request evidence of implementation
Recommendation not actioned - revised timescales for implementation 

agreed (or rec replaced)

Follow up scheduled for recommendation previously identified as unactioned
Recommendation reviewed and not  confirmed as actioned (no 

response/revised timescales have passed)
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Appendix C – Proposed amendments to the 2021/22 Internal Audit Plan

Original Revised

Days Days

Business Continuity & Emergency Planning
Risk based review of procedures, plans and processes, ensuring 

Council is resilient towards threats to business continuity, including 
lessons learned from global pandemic.

20 0 Move to Consultancy work

Environmental Strategy
Risk based review of implementation and achievement of strategy to 

reduce the Council's carbon usage.
20 20

Scheme of delegation
Risk based review of procedures in place delegating authority for 
decision-making to ensure suitable, efficient and fit for purpose.

5 5

Corporate Governance Controls
Annual review of mandatory corporate-wide governance controls 

(appraisals / mandatory training)
0 5

Need identified following discussions 
with SMT

Sands Centre Redevelopment
Risk based review of governance processes in place to ensure 

appropriate delivery of significant ongoing project.
20 20

Street Cleaning -operations
Departmental risk-based review of governance, risk management and 

internal control framework.
20 0

Deferred to 21/22 as sufficient 
coverage of service area in plan.

Recycling (Perf Info)
Review of completeness, accuracy and timeliness of performance 

information and implementation of actions to improve performance.
10 10

Fleet Management (inc Strategy) Risk based review of implementation and achievement of strategy. 20 20

Job Evaluation 
Risk based review to ensure process to assess job descriptions and 

determine salary is suitable, fair and fit for purpose.
20 20

Workforce Development and Training (inc Workforce Strategy and 
e-learning)

Risk based review of strategy in place to ensure officers receive 
relevant support and access to training and development.

20 20

Community Centres
Departmental risk-based review of governance, risk management and 

internal control framework.
0 20 C/F from 2020/21

Neighbourhood Services (Culture review)
Audit to review culture in place to ensure aligned with corporate 

expectations, as recommended following two investigations within 
the department.

0 15 C/F from 2020/21

Corporate Support Cyber-Security
Risk based review of controls in place to protect security and 

integrity of the Council's electronic information.
20 20

Development Control (Complaints procedure)
Risk based review of process in place to ensure fair, complete and 
timely response to complaints received in relation to development 

control processes and decisions.
10 10

Major projects - governance arrangements
Risk based review focusing on governance arrangements in place for 
major projects within the Directorate (including Borderlands and St. 

Cuthbert's Garden village)
20 20

Property Income

Wider review of property income following cancellation of 2019/20 
review of Lanes Income as a result of Covid-19 pandemic. Review 
arrangements in place to maximise income collection and ensure 

Council expectations are delivered.

0 15 C/F from 2020/21

Building Maintenance
Risk based review of arrangements in place to ensure safety and 
upkeep of Council property including compliance with relevant 

legislation.
20 20

Disabled Facilities grants
Risk-based review of processes in place to ensure payment and 

monitoring of grants.
20 20

Advice Agencies
Risk-based review of support services within Homelessness Services 

to ensure clients have access to relevant support and information.
15 15

Proposed Scope

Community Services

Governance & Regulatory 
Services

Comments

Corporate Reviews

Economic Development

Category Audit Area
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Appendix C – Proposed amendments to the 2021/22 Internal Audit Plan

Original Revised

Days Days
Proposed Scope CommentsCategory Audit Area

Internal Control Questionnaires - Non Audited Systems

Annual questionnaires issued to ensure adequate controls in place 
for all significant systems and process not subject to audit in the 

previous year. 2 2

Financial Services Governance Arrangements
Overall review of Financial Services Governance arrangements to 

feed into individual MFS reviews 5 5

Council Tax
Review of controls in place for processing collection of Council Tax 

(part of triennial programme of main financial systems) 20 20

Creditors (including cheque control)
Review of controls in place for payment of creditor invoices (part of 

triennial programme of main financial systems) 15 15

Main Accounting System & Budget Monitoring (inc MTFP)

Review of controls in place for financial monitoring (part of triennial 
programme of main financial systems). Include review of budget 

setting process to ensure sustainable and realistic budget setting in 
place over medium term. 20 20

Governance Good Governance Principles / Local Code of Conduct
Annual update of local code of conduct, including co-ordinating 

update of governance processes from responsible managers

5 5

Contingency / Routine Follow Up of Audit Recommendations Follow up review of implementation of all audit recommendations. 20 20

Absence Management
Follow up of implementation of recommendations from previous 

review of Absence Management
5 0

Limited added value until new 
process is approved and established. 

Defer to 2022/23

ICT O/S Recommendations4
Follow up of implementation of recommendations from previous 

review of ICT reccomendations
0 5 Need for further follow up identified.

Contingency
Contingency for performing fraud investigations, delivering fraud 

training and progressing annual counter-fraud improvements action 
plan.

20 10 NFI testing

Annual fraud review Annual assessment of authority's counter-fraud arrangements. 5 5

Procurement review
Focused review of counter-fraud arrangements in place to prevent 

and identify procurement fraud.
10 10

NFI
Testing of potential duplicate payments and oversight of NFI testing 

carried out by the Council.
0 10 As above

Covid-19 Grant Payments
Review of further payments made by Council on behalf of central 

government to ensure suitable counter-fraud controls are in place.
0 10

Need identified following review of 
risk environment.

Contingency Contingency for audit advice requested throughout the year. 10 10

Project Management
Consultancy role to provide advice on implementation of new project 

management arrangements.
10 0 Deferred

E-Purchasing (Ordering/Creditors) (New System)
Consultancy role to provide advice on full implementation of new 

system.
10 10

Business Continuity & Emergency Planning

Consultancy exercise to support and provide advice to Policy & 
Performance as they undertake a full review of relevant procedures, 

plans and processes, ensuring Council is resilient towards threats to 
business continuity, including lessons learned from global 

pandemic.

0 10 Moved from Corporate reviews.

Contingency Contingency
General contingency for additional audit work identified within the 
financial year (e.g. grant claims) including completion of 2020/21 

internal audit plan.
83 36 3 reviews c/f

Follow Ups

Advice & Consultancy

Counter Fraud

Main Financial Systems
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Appendix C – Proposed amendments to the 2021/22 Internal Audit Plan

Original Revised

Days Days
Proposed Scope CommentsCategory Audit Area

VFM & Efficiency Reviews Small grant payments (Community Services) VFM review of small grant payments to local organisations. 10 10

Audit Committee
Audit Committees - Preparing reports, briefings, attending 

committee etc.
Time spent preparing reports and attending Audit Committee. 16 16

General Team Management
Principal Auditor time managing and administrating team 

performance (including team meetings, one to ones, appraisals). 2 
hours per week. 20 20

Team Admin
Auditor time performing administrative tasks (team meetings, 

timesheets, appraisals). 1 hour per week. 10 10

Annual review and set up of new documentation
Updating audit manual, including template documents and 

monitoring systems. 5 5

Continuous Improvement
Time spent reviewing the way Internal Audit deliver work and 

enhancing audit processes. 10 10
Planning (2022/23) Time spent preparing plan for 2022/23 5 5

Risk Management Sub Group Principal Auditor attendance at Risk Management sub-group. 3 3
579 557
79 79
21 21

13 35
Long-term absence and phased 

return
15 15

Bank Holidays

Sickness

Training

Admin Codes

TOTAL PRODUCTIVE DAYS

Planning and 
Management

Annual Leave
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Report to Audit Committee  
Agenda 

Item: 

 

A.7 

  

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not Applicable: 

Within Policy and 

Budget Framework 

 

YES 

Public / Private Public 

 

Title: INTERNAL AUDIT ANNUAL REPORT 2020/21 

Report of: Designated Head of Internal Audit 

Report Number: RD11/21 

Purpose / Summary: 

This report provides a summary of the outcomes of the work undertaken by Internal Audit 

for Carlisle City Council in 2020/21 and includes the Designated Head of Internal Audit’s 
opinion on the effectiveness of the Council’s arrangements for risk management, 
governance and internal control in accordance with the requirements of the Public Sector 

Internal Audit Standards (PSIAS). 

 

Recommendations: 

Members are requested to note 

 

(i) The progress achieved in 2020/21 in delivering the Audit Plan and the outcomes 

of completed audit reviews as set out at Appendix A; 

(ii) The Designated Head of Internal Audit’s opinion of reasonable assurance on 

the Council’s overall systems of governance, risk management and internal 
control for the year ended 31 March 2021; 

(iii) The Designated Head of Internal Audit’s declaration of Internal Audit’s 
independence as required by the mandatory PSIAS; 

(iv) The Designated Head of Internal Audit’s declaration of conformance with the 
mandatory PSIAS; 

(v) The performance of the Internal Audit service as shown at Appendix B; 

Tracking 

Audit Committee: 8 July 2021 

Overview and Scrutiny: Not applicable 

Council: Not applicable 
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1. BACKGROUND 

1.1 Local Authorities are required to make proper provision for internal audit in line with 

the Local Government Act 1972. The Accounts and Audit Regulations 2015 require 

that the Council undertakes an effective internal audit to evaluate the effectiveness 

of its risk management, control and governance processes, taking into account 

Public Sector Internal Auditing Standards (PSIAS). 

 

1.2 Internal Audit is responsible for providing independent assurance to the Council’s 
Senior Management and to the Audit Committee on the systems of governance, risk 

management and internal control. 

 

1.3 It is the responsibility of management to establish and maintain internal control 

systems and to ensure that resources are properly applied, risks appropriately 

managed and that outcomes are achieved. Management is responsible for the 

system of internal control and should set in place policies and procedures to ensure 

that controls operate effectively. 

 

2. INTERNAL AUDIT OPINION 

2.1 The purpose of this report is to give my opinion as the Designated Head of Internal 

Audit on the adequacy and effectiveness of the Council’s systems of risk 
management, governance and internal control from the work undertaken by Internal 

Audit for the year ended 31 March 2021. This annual opinion is a requirement of the 

PSIAS. 

 

2.2 This report is a key contributor to the Council’s Annual Governance Statement. 
 

2.3 In giving this opinion it should be noted that assurance can never be absolute and it 

is not possible to give complete assurance. My opinion is based on the work 

undertaken by Internal Audit during the year, including the outcomes of any follow 

up work undertaken. 

 

2.4 I am satisfied that sufficient internal audit work has been undertaken to allow me to 

give a conclusion on the adequacy and effectiveness of risk management, 

governance and internal control. I can also confirm that in making this opinion I do 

not see any reason, based upon the completed audit work in year, that I need to 

report any limitation in scope, as required by the CIPFA Guidance to Internal 

Auditors that was published as a result of COVID-19 to address any risks of Heads 

of Internal Audit Annual Opinions being limited in scope.  
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2.5 In my opinion, based on the completed audit work, the overall framework of 

governance, risk and internal control is reasonable and audit testing has confirmed 

that controls are generally working effectively in practice, although as detailed 

below there are control concerns in relation to ICT services. 

 

 

3. COVID-19 Impact 

3.1 The global COVID-19 pandemic that first arose during the first part of 2020 has had 

a significant impact on the ability to deliver the Internal Audit Plan during the year.  

 

3.2 Firstly, the Council’s compliance with national guidance and the instruction for all 
employees to work from home and the requirement for as little social contact as 

possible curtailed some of the work of the internal audit department and required a 

re-focusing of the reviews in the Audit plan. 

 

3.3 The internal audit team themselves have been working from home for the full year 

and have delivered audits mainly through remote contact with auditees.   

 

3.4 The Committee have been kept abreast of changes to the audit plan as well as 

progress on individual audits throughout the year, with amendments to the plan 

being approved at the 18 December meeting and an update on plans to achieve 

sufficient coverage by continuing to work on 2020/21 audits in the first quarter of 

2021/22 being provided at the 15 March meeting. 

 

3.5 The team had faced difficulties in completing reviews due to staff turnover and a 

long-term (covid-related) sickness absence. In order to provide resources to deliver 

the plan, a temporary resource was appointed in January 2021 and this has helped 

to complete reviews that may have otherwise not been completed and the team 

have managed to complete 23 of the 26 (88%) proposed reviews within the plan. 

 

3.6 Although there were some difficulties in completing reviews remotely and without 

direct access to other departments, reviews have progressed well, and reports have 

been issued and concluded with clients in a timely manner. I appreciate the efforts 

of the Internal Audit team in achieving the level of coverage that they have. 

 

3.7 As well as completion of the plan, Internal audit have also provided guidance and 

support to other departments around changes to working practices and in providing 

assurances around the receipt and distribution of COVID funding from Government.  

These activities will ensure there are still ongoing considerations and controls in 

place to limit the potential for fraud and error. 
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3.8 The COVID-19 pandemic will have a lasting effect on the way the Council 

undertakes its business and internal audit will be integral in ensuring there are 

adequate working controls and governance in place throughout 2021/22 and 

beyond in order to protect the Council’s position. 
  

4. Other Significant Issues 

4.1 In the 2019/20 internal audit report I maintained concerns around ICT controls. This 

was due to various vacancies within the department, including the Head of Service 

and limited progress in implementing historic recommendations (including partial 

reviews of the Firewall and Mobile Devices). 

 

4.2 During 2020/21 the Council appointed a new Head of Service, though progress 

against filling other vacancies has been limited. A follow-up was performed of all 

outstanding ICT recommendations and while progress has been noted, six high 

graded recommendations do remain outstanding. 

 

4.3 Internal Audit recognise the hard work, knowledge and dedication of the existing 

service, including their considerable efforts to ensure the Council could quickly and 

efficiently adapt to a new way of working through the pandemic. However ongoing 

vacancies within the team increases the risk exposure to the Council around cyber-

security and information security management, especially giving the ongoing global 

threat to all organisations from cyber-attacks. 

 

4.4 Internal Audit will continue to work closely with the team to progress implementation 

of outstanding recommendations and devise a new assurance programme going 

forward into 2021/22, including obtaining assurances from external health checks 

being undertaken. 

 

4.5 The Human Resources team has also experienced significant staff turnover during 

the year (including service manager), which has resulted in some delays in 

completing agreed actions to a number of historic audits during 2020/21. However, 

the team is now fully resourced and Internal Audit are assured that outstanding 

recommendations are all currently in the process of being actioned.  

 

5. Independence 

5.1 I can confirm that Internal Audit has maintained its independence during the year.  

In my dual role as Financial Services Manager and Designated Head of Internal 

Audit I can confirm that my independence and that of Internal Audit has not been in 

any way diminished by this working arrangement (the External Quality Assessment 

(Apr 2018) and annual self-assessment (April 2021) confirmed that suitable 
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arrangements are in place to maintain audit independence). Where necessary, 

audit reports in relation to financial services activities have been reviewed by the 

Principal Auditor, and all findings reported to the Corporate Director of Finance and 

Resources where necessary. 

 

6. Internal Audit Coverage and Outcomes 

6.1 The Internal Audit Plan was approved by the Audit Committee at its meeting on 30 

July 2020 and included 29 planned reviews. As a result of changes in the risk and 

assurance environment, disruption as a result of the pandemic, vacancies and a 

long-term absence in the team the following amendments were made to the plan 

during the year. 

 

▪ Remove Corporate Review of Risk Management (agreed in December 2020 

due to assurances placed on external review carried out by Zurich Municipal) 

▪ Remove ICT Specialist Review (agreed in December 2020 as limited added 

value to be gained) 

▪ Remove consultancy review of Small Business Grants (agreed in December 

2020 as limited added value to be gained) 

▪ Carry forward review of Development Control to 2021/22 (agreed in March 

2020). 

 

6.2 Following these changes there were 26 planned reviews in the revised 2020/21 

plan with 23 completed (2019/20 - 22 completed). It is my opinion that sufficient 

audit work has been completed that I may provide an overall audit opinion. 

 

6.3 Of the 23 completed audits, the overall assurances are as follows: 
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6.4 The table at Appendix A, provides the detail of the Audit work completed and 

shows when reports were considered by the Audit Committee. 

 

6.5 The following unplanned work was also undertaken and considered as part of 

internal audit’s opinion: 
 

• Completion of annual self-assessment and review of audit manual and 

working papers to update working practices; 

• Counter-fraud lead for Covid-19 grant payments (reviewing ad-hoc queries 

from fraud intelligence services) 

• Review of Counter-Fraud Policy, providing management with suggested 

amendments/additions; 

• Review evidence related to an attempt to de-fraud the Council through 

falsified Business Rate applications; 

• Ad-hoc audit advice to various processes and functions, as reported to Audit 

Committee on a quarterly basis 

• Audit management activity to recruit and induct new staff to vacant Auditor 

post and temporary Auditor post. 

• Attendance at the Operation Risk Management sub-group. 

 

 

 

 

 

22

0 5 10 15 20 25

2020/21

2019/20

Completed Audit Assurance Levels

N/A Limited Partial Reasonable Substantial Total

Page 302 of 332



 

 

7 

 

7. Other Assurances 

7.1 The Council also receives assurance from other sources and during 2020/21 the 

following assurances to the way the Council operates have been provided: 

 

o LEXCEL Accreditation (Legal Services) 

o Local Government Association Peer Review (delivery of action plan) and 

Local Government Association Governance review 

o Better Health at Work – Gold Award 

o Public Sector Network ICT Health Check 

o HMRC VAT Review 

o Benefit Advice Service Quality Standard 

o External Review of Risk Management (Zurich Municipal) 

o Audit Committee Effectiveness Review (Internal) 

o Internal work performed by Council’s Safety, Health & Environmental 
Manager and Information Governance Manager 

o Attendance at monthly management briefings, regular staff briefings and 

corporate communications 

o Regular summary updates of key Council meetings. 

o Self-assessment questionnaires completed for both main accounting 

systems not audited in the year and general directorate assurances. 

 
7.2 The 2019/20 Statement of Accounts were delayed in approval until 20 May 2021 

due to concerns raised around the valuation process for Property Plan and 

Equipment and Investment Properties. However, following the appointment of an 

external valuer a thorough review of assets was undertaken and the accounts were 

signed off by Auditors and the Audit Committee on 20 May. 

 

8. Statement of Conformance with Public Sector Internal Audit Standards  

8.1 The Internal Audit manual includes a (QAIP) Quality Assurance and Improvement 

Plan that details how Internal Audit ensure continuous improvement in line with the 

Public Sector Internal Audit Standards and a methodology designed to ensure all 

internal audit work is conducted in accordance with the standards.  

 

8.2 All audit work has been conducted in line with the agreed QAIP and Internal Audit 

work is subject to quality assurance checks by internal audit management, to 

ensure the approved methodology is followed. 

 

8.3 A set of performance indicators was established and agreed by the Audit 

Committee to enhance performance monitoring arrangements. The Audit 

Committee has received progress against these performance measures as part of 

the in-year reporting arrangements and Appendix B summarises the year-end 

performance against these.  
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8.4 The Internal Audit team was subject to an external quality assessment of their 

compliance with the Public Sector Internal Audit Standards in April 2018. The 

assessment found that the department conforms with all the standards.  

Recommendations made following this review have all since been implemented and 

the department continue to perform annual self-assessments against the standards 

and have adopted a continuous improvement register to identify areas for further 

development, which will be progressed on a regular basis and reported to the Audit 

Committee. 

 

9. Risk Management 

9.1 The Principal Auditor attends the Risk Management Sub-Group on a monthly basis 

with members of the Senior Management Team and Service Managers. This group 

focuses on reviewing operational risk registers ensuring they are consistent, up to 

date and completed in line with the Council’s risk management policy. The group 
also monitors emerging risks within the authority, taking action to review as 

required. 

 

9.2 An External Review of the Council’s Risk Management processes was performed 
by Zurich Municipal during 2020/21. Findings from this review have contributed to 

the continuous improvement of the Council’s risk management arrangements. 
Internal Audit have used the findings from the review to inform future testing of risk 

management across the Council. 

 

10. CONCLUSION AND REASONS FOR RECOMMENDATIONS 

10.1 Internal Audit work has been carried out in accordance with the mandatory 

standards for internal audit. 

 

10.2 The work of internal audit is considered to be sufficient to provide an overall opinion 

on the systems of governance, risk management and internal control 

 

10.3 Internal audit has maintained its independence in order to provide a fair and 

objective annual opinion statement 

 

10.4 The annual opinion has concluded reasonable assurance over the systems of 

governance, risk management and internal control.  

 

11. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

11.1 Internal Audit provides independent assurance on the Council’s arrangements for 
governance, risk management and internal control in support of delivery of the 

Council’s strategic priorities  
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Appendices 

attached to report: 

Appendix A – Summary of Internal Audit Work 

Appendix B – Internal Audit Performance 2020/21 

 

 

Note: in compliance with section 100d of the Local Government (Access to 

Information) Act 1985 the report has been prepared in part from the following 

papers: 

 

•  None 

 

 

CORPORATE IMPLICATIONS/RISKS: 

 

Legal -  The legislative background is helpfully set out in section 1 of the report.  The 

PSIAS requires the Designated Head of Internal Audit to provide an annual internal audit 

opinion based on an objective assessment of the framework of governance, risk 

management and control. 

 

Property Services – None 

 

Finance – Contained in the report 

 

Equality – None 

 

Information Governance -  None

Contact Officer: Steven Tickner 

Designated Head of Internal Audit 

Ext:  7280 
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APPENDIX A 
CARLISLE CITY COUNCIL - AUDIT WORK 2020/21 

      

Service Area Review Type Audit Area Plan Actual Status 
Audit 

Committee 
Assurance 
Evaluation 

Financial Services / 
Revenues & Benefits 

MFS 
Internal Control Questionnaires - Non Audited 
Systems 

2 2 Final Jul 20 N/A 

Council-wide Governance 
Good Governance Principals / Local Code of 
Conduct 

10 11 Final Jul 20 N/A 

Council-wide Corporate Environmental Strategy 15 12 Final Sep 20 Partial 

Financial Services Directorate Insurance 20 22 Final Sep 20 Reasonable 

Council-Wide Value for money Fees & Charges 10 8 Final Sep 20 Reasonable 

Regulatory Services Directorate Local Air Quality Management 20 22 Final Dec 20 Reasonable 

Health & Well-being Directorate City Centre (inc special events/inspections) 20 28 Final Dec 20 Reasonable 

Financial Services MFS Income 15 19 Final Dec 20 Reasonable 

Carlisle Partnership Value for money Carlisle Partnership 10 12 Final Dec 20 Reasonable 

Council-wide Counter Annual fraud review 5 5 Final Dec 20 N/A 

HR & Payroll Directorate Safe recruitment (including health checks etc). 10 13 Final March 21 Reasonable 

Financial Services MFS Financial Services Governance Arrangements 3 3 Final March 21 Substantial 

Council-wide Follow-up Environmental Strategy 5 8 Final July 21 Reasonable 

Revenues & Benefits Counter-Fraud Business Grants (Covid 19) 10 14 Final July 21 Reasonable 

Revenues & Benefits MFS Housing Benefits 20 20 Final July 21 Reasonable 
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Service Area Review Type Audit Area Plan Actual Status 
Audit 

Committee 
Assurance 
Evaluation 

Revenues & Benefits Directorate Rev & Ben Revenue Recovery 5 6 Final July 21 Reasonable 

Electoral Services Directorate Electoral Registration 20 21 Final July 21 Reasonable 

Financial Services MFS Debtors 15 15 Final July 21 Substantial 

Financial Services MFS Payroll 15 17 Final July 21 Reasonable 

ICT Services Follow-Up ICT Various 10 15 Final July 21 N/A 

Council-wide Follow-up Driver Checks 5 4 Final July 21 Reasonable 

Regeneration Directorate 
Economic Development Major Funding - 
Governance 

20 22 Final July 21 Reasonable 

Homelessness Services Directorate Homeless Accommodation (Part 2) 5 8 Final July 21 Reasonable 

Health & Well-being Directorate Community Centres 20 10 C/F 2021/22 

Property Services Directorate Property Income 20 13 C/F 2021/22 

Waste Services Directorate Waste Services Culture Review 15 3 C/F 2021/22 

Development 
Management 

Directorate Development Control 0 6 Cancelled (Proposed review in 21/22 plan) 

Council-wide Corporate Risk Management 0 0 
Removed (Assurances from external 

review) 

Regeneration Consultancy Small business Grants 0 0 Removed (Low Risk) 

ICT Services ICT Specialist Review 0 0 Removed (Limited added value) 

  Follow-up contingency 10 12 

  Counter Fraud Contingency 20 10 

  Advice & Guidance Contingency 10 13 

  General Contingency 17 19 

  Audit Committee 16 16 

  TOTAL 398 409 
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APPENDIX B 
CARLISLE CITY COUNCIL  

INTERNAL AUDIT PERFORMANCE 2020/21 
 

Indicator 
Target 

19/20 

Actual 

19/20 

Target 

20/21 
Actual 20/21 Commentary 

Planned Audits 

Completed 

80% 79% 90% 88%  

Draft Reports issued by 

agreed deadline 

80% 63% 80% 59% Covid-19 delays 

(including vacancy 

and absence) 

Timely issue of Final 

Reports 

90% 93% 90% 95%  

Recommendations 

agreed 

95% 100% 90% 100%  

Assignment completion 

within allocated resource 

60% 62% 60% 58%  

Customer satisfaction 

survey feedback (scored 

as good) 

90% 100% 90% 100%  

Efficiency 

(Chargeable time) 

80% 83% 80% 69% Covid-19 delays 

and recruitment 

Recommendations 

implemented 

80% 63% 80% 56% Covid-19 delays 
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Report to Audit Committee 
Agenda 

Item: 

 

A.8 

  

Meeting Date: 8 July 2021 

Portfolio: Finance, Governance and Resources 

Key Decision: Not applicable 

Within Policy and 

Budget Framework 
Yes 

Public / Private Public 

 

Title: TECHNICAL UPDATE AND CONSULTATION RESPONSES 

Report of: Corporate Director of Finance and Resources. 

Report Number: RD12/21 

 

Purpose / Summary: 

This report provides the Audit Committee with an update on technical issues and 

consultations on financial and auditing subjects. 

 

Recommendations: 

The Audit Committee is asked: 

(i) to note the update on technical issues and consultations including the Council’s 

responses. 

 

 

 

 

Tracking 

Audit Committee 8th July 2021 

Overview and Scrutiny: Not applicable 

Council: Not applicable 
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1. BACKGROUND 

1.1 This report aims to provide the Audit Committee with an update on technical issues 

and external consultations relating to any financial or auditing matter of relevance to 

the Council. 

 

1.2 Although the Council is notified of all consultations issued from, for example, 

MHCLG or CIPFA, not all consultations will be relevant and there will be occasions 

where the Council does not wish to respond. 

 

2. OPEN/FORTHCOMING CONSULTATIONS 

2.1 The Redmond Review 

 The Committee is reminded that at its March 2021 meeting a detailed report was 

presented on the outcome of the Redmond Review.  Although not a recent 

consultation, the published recommendations will have significant implications for 

the Council and the arrangements in place for Local Audits and Statutory Accounts; 

therefore, it is appropriate to update the Committee on any progress in the 

implementation of the action plan.   

 

 On 19 May 2021, the MHCLG published a Policy Paper which provided an update 

report on progressing implementation of the Government’s response to the 

Redmond Review.  This report sets out the Government’s views on systems 

leadership for local audit. 

 

 The report proposes that a new body, the Audit, Reporting and Governance 

Authority (ARGA) be established to replace the Financial Reporting Council (FRC) 

as part of broader reforms of corporate audit. 

 

 To ensure the new regulator acquires the necessary focus and expertise on local 

audit, a standalone unit will be established within ARGA. The Code of Audit 

Practice will transfer from the National Audit Office to ARGA; however, the latest 

Code, which includes the new Value for Money commentary, will be retained. 

ARGA will not conduct procurement or contract management as this could create a 

conflict of interest. Therefore, the new arrangements will encompass a separate 

appointing body, in which the role of the PSAA will be reconfirmed, with commercial 

support from MHCLG for the next procurement. 

 

 The Government therefore proposes to launch a public consultation on the 

proposals ahead of the summer recess of parliament. 
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2.2 PSAA shaping national scheme for local auditor appointments from April 2023 

 In June Public Sector Audit Appointments (PSAA) issued their draft prospectus on 

the future shaping of local auditor appointments from 2023.  Local bodies have the 

option to arrange their own procurement, procure jointly with other bodies, or take 

advantage of the national collective scheme administer by PSAA.  This consultation 

provides detail of how this national collective scheme would work.  The consultation 

closes on 8 July and PSAA will be holding a series of webinar Q&A sessions on the 

proposals contained in the draft prospectus.  Officers will consider the questions 

being asked in the prospectus and how the Council should respond following 

attendance at these webinars. 

 

 Local bodies are being given the opportunity to help shape some of the important 

features of the scheme and this will then lead to invitations to those bodies for 

opting into the final scheme in the Autumn. 

 

The Council has taken advantage of using the PSAA national scheme in appointing 

its external auditors and has found that there would be difficulties in appointing an 

auditor (even if all Cumbrian authorities joined together to procure) if not using this 

route.    

 

 The consultation highlights that there will be more focus in the procurement 

exercise on quality and the appropriateness and skillset of the proposed suppliers.   

 

 The new contracts will also likely see an increase in the fees paid by authorities for 

external audit arrangements and this is something that has previously been 

highlighted in the Redmond Review as being a necessity in order to ensure the 

quality of audits undertaken.  The consultation seeks views on whether a minimum 

fee should be applied and will also use the procurement of suppliers to ensure fees 

are realistic. 

 

 The questions being asked in the consultation are shown at Appendix A. 

  

3. CLOSED CONSULTATIONS 

3.1 The consultations listed below have closed and details are provided as to the 

Council’s response. 

 

3.2 Prudential Code and Treasury Management Code of Practice 

At the meeting of the Audit Committee in March 2021, the Committee was updated 
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on the consultations on amendments to the Prudential Code and the Treasury 

Management Code of Practice.   

 

 The Council responded to both consultations on 12 April and the responses are 

provided at Appendices B and C for information.   

 

On 24 June CIPFA issued its responses to both reviews and set out the changes 

they will take forward into a revised Prudential Code and a revised Treasury 

Management Code.  These responses have been included in Appendix B and C 

for information.  CIPFA intends to publish the revised Codes by December 2021. 

  

3.3 Redmond Review Response – Changes to the Local Audit (Appointing Person) 

Regulations 2015 

 

 This consultation was published on 20 April 2021 and sought views on the following 

proposals arising from the Redmond Review: 

• To amend the date by which the appointing person is required to consult on 

and set the fee from before the start of the financial year to 30 November of 

the financial year to which the fee scales relate. 

• That the appointing person should be able to propose and consult on a 

standardised additional fee for all groups of bodies for elements of work 

based on its own independent research. 

• To enable the appointing person to approve additional fee proposals from 

audit firms for additional elements of work completed during the audit rather 

than after completion. 

• To ensure that the appointing person is able to appoint auditors for the 

period that it considers to be the most appropriate, up to the maximum length 

of the appointing period, subject to consultation with the relevant bodies.  

This includes enabling the appointing person to have audit contracts that are 

shorter than an appointing period. 

• The consultation also seeks more general comments about proposed 

changes to these regulations. 

 

 

 

 

 

3.4 Redmond Review Response – Changes to the audit fees methodology for allocating 

£15m to local bodies 
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 This consultation was published on 20 April. It sought views on how to distribute the 

additional funding of £15m provided by Government to meet the anticipated rise in 

audit fees in 2021/22 as a result of the recommendations of the Redmond Review. 

  

The consultation outlines that to make the process as simple, clear and fair as 

possible, Government are considering the use of a methodology that, for opted in 

bodies, bases individual allocations on each body’s scale fee as a proportion of the 

total fee scale that each body currently pays as part of the current contracts. 

However, the consultation also provided four alternative approaches that the 

Government have considered, but which they are not currently minded to take 

forward. These were: 

o Allocating funding on the basis of a more standardised methodology 

that meant that all bodies of a specific ‘type’ received an equal 

allocation. 

o Taking into account past fee variations alongside base fee scales. 

o Providing equal allocations to all bodies, or another methodology that 

was not derived from current scale fees. 

o Allocating a proportion of the £15million as a fixed sum to all bodies 

and the remainder on a proportionate basis derived from the scale 

fees. 

 

The Council’s response to the consultation is at Appendix D and it agreed with the 

consultation that the most fair and equitable distribution methodology would be to 

allocate based on proportion of scale fees. 

 

4. TECHNICAL UPDATE 

4.1 Financial Management Code 

 CIPFA introduced a Financial Management Code (FM Code) in 2019 with the 

intention that it would be introduced from 2020/21. However, with the impact of 

Covid-19 and the additional pressures placed on local authorities, the 

implementation was deferred until 2021/22, with 2020/21 to be a shadow year.  

 

The FM Code is intended to improve the financial resilience of organisations by 

embedding enhanced standards of financial management. There are clear links 

between the FM Code and the Governance Framework, particularly around focus 

on achieving sustainable outcomes. 

During this financial year, the Council will be looking to address the areas set out in 

the Code and demonstrating how it meets the expected standards.  
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CIPFA produced a Statement of Principles of Good Financial Management which 

provide a benchmark against which all financial management should be judged.  

CIPFA’s view is that all financial management practices should comply with these 

principles.  Details of these principles are provided at Appendix E. 

 

There is an expectation that CIPFA members must comply with the Code and its 

standards as one of their professional obligations. 

 

Once the Council has demonstrated how it complies with the principles and 

standards set out in the code, further reports will be brought back to this Committee, 

and possibly the Executive/Council if required. 

 

5. CONSULTATION  

 None 

 

6. CONCLUSION AND RECOMMENDATION 

6.1 The Committee is asked to note the update on technical issues and consultations 

including the Council responses. 

 

7. CONTRIBUTION TO THE CARLISLE PLAN PRIORITIES 

7.1 Sound financial management is a core underpinning of all the priorities of the 

Council. 

 

 

 

Appendices  

 

Appendix A – PSAA Draft prospectus on local auditor 

appointments form April 2023 - Questions 

Appendix B – Prudential Code Consultation Response 

Appendix C – Treasury Management Code of Practice 

Consultation Response 

Appendix D – Changes to the Local Audit (Appointing Person) 

Regulations 2015 Consultation Response 

Appendix E – Financial Management Code Principles and 

Standards 

 

Note: in compliance with section 100d of the Local Government Act 1972 the report 

has been prepared in part from the following papers: 

 

Contact Officer: Steven Tickner  Ext: 7280 
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•  None 

 

CORPORATE IMPLICATIONS: 

 

Legal – 

 

Finance – Contained within the report 

 

Equality – None 

 

Information Governance – There are no information governance implications with this 

report 

 

Property Services - None 
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Appendix A  

Questions in the PSAA Prospectus on shaping the national scheme for local auditor 

appointments from April 2023. 

 

• Is PSAA right to prioritise the awarding of new longer term contracts with firms, based 

on realistic market bid prices, mitigating the risks of a less than fully successful 

procurement by holding in reserve the option to extend one or more of the existing 

audit services contracts for up to two years if required? 

 

• Is five years an appropriate term for bodies to sign up to scheme membership? 

 

• Is five years with the option to extend for up to two years subject to the supplier’s 
agreement an appropriate term for the next audit services contracts? 

 

• Is PSAA right to evaluate tender submissions on the basis of 80% quality and 20% 

price to align with market expectations and other recent public sector audit 

procurements? 

 

• Is PSAA right to seek to encourage market sustainability within the local audit market 

by accepting bids from firms that are currently proceeding through the local audit 

registration process; by accepting consortia bids which may involve an unregistered 

firm gaining experience by working alongside a registered firm; and by considering the 

inclusion of one or two lots specifically aimed at seeking to encourage additional 

capacity into the market? 

 

• Is PSAA’s proposed approach to social value appropriate given the services to be 

procured will be delivered across the whole of England? Are there any alternative 

approaches that should be considered? 

 

• Is PSAA right to carry out research and to consider setting a minimum audit fee in the 

next appointing period, recognising the increasing level of audit work now required and 

the risk that smaller scale fees may not be sufficient to cover the actual cost of the 

audit? What would be the key issues for PSAA to consider in the event that it opts to 

set a minimum fee for a Code-compliant audit? 

 

• In the context of the recent NAO report, should PSAA and other market participants 

strive to prioritise the timeliness of audit opinions in the next appointing period? What 
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actions should PSAA or other market participants take in order to avoid delayed 

opinions blighting the next period? 

 

• Which specific benefits of the national scheme are most valuable to you? Are there 

other benefits we should strive to develop? 

 

• What are the key issues which will influence your decision about scheme membership 

for the second appointing period? 

 

• To inform the further development of our procurement approach, please indicate 

whether or not you anticipate that your organisation is likely to opt into our scheme? 
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APPENDIX B 

PRUDENTIAL CODE CONSULTATION RESPONSE 

 

The Prudential Code for Capital Finance in Local Authorities: Consultation 

Closing Date: 12 April 2021 

 

Number Question Council Response CIPFA Response (Issued 24 

June) 

    

1 CIPFA is interested in stakeholders’ 
views on the first sentence of paragraph 

45? What alternatives would you 

suggest? 

 

The first sentence is ambiguous – the 

restriction of borrowing in order to profit from 

the investment of the extra sums borrowed 

is already in place; however, we are able to 

borrow in advance of need if a borrowing 

requirement has been identified in our 

Capital Investment Strategy.  

The second sentence of paragraph 45 

provides a clearer explanation of the goals; 

that is to restrict borrowing for primarily yield 

generating investments.  

 

There may also be ambiguity around the 

word ‘primarily’; what defines primarily?  If 

borrowing is undertaken that yields a 

commercial return as a by-product of 

regeneration would that be allowable under 

the code? 

(This response covers questions 

1 & 2) 

CIPFA will continue with the 

proposed clarifications that are 

intended to protect the public 

purse and avoid misinterpretation 

of the Prudential Code’s 
provisions. 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

 

 

2 Do you agree with the changes to 

paragraph 45 relating to the explanation 

of the sentence authorities must not 

borrow more than or in advance of need 

purely in order to profit from the extra 

sums borrowed? If not, why not? What 

alternatives would you suggest? 

 

No, the intention of the change seeks to 

restrict borrowing for profit making activity, 

however borrowing in advance of need is 

allowable under the current code where 

there is a clear and defined need, e.g. if 

there is forecast to be an increase in the 

CFR.  Therefore, this should be made clear. 

3 Do you agree with CIPFA’s proposal to 

add proportionality to the objectives 

within the Prudential Code especially 

with regard to commercial investments? 

If not, why not? What alternatives would 

you suggest? 

 

The addition of proportionality in respect of 

commercial investments does not align with 

the changes proposed in Q1 and Q2 where 

investing in commercial activities is not 

permitted.  Decisions around investing in 

commercial investments would be a capital 

expenditure decision (in non-current assets) 

and not a treasury management one. 

 

Following the positive response 

to the proposals in the 

consultation paper, it is 

recommended that CIPFA will 

include proportionality as an 

objective in the Prudential Code, 

and that further provisions are 

included so that an authority 

incorporates an assessment of 

risk to levels of resources. 

4 Do you agree with the introduction of an 

objective in relation to commercial 

investments? If not, why not? What 

alternatives would you suggest? 

 

Yes, but if introduced, it would be essential 

to see examples of what is deemed to be a 

commercial investment and for example, 

how investment in existing commercial 

assets would be treated. 

CIPFA will provide clarification 

and definitions to define 

commercial activity and 

investment. The amendments to 

the Prudential Code will be 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

consistent with the proposals 

outlined for paragraph 45 – that 

the purchase of commercial 

property purely for profit cannot 

lead to an increase in CFR and is 

considered unacceptable – and 

provide clear guidance that an 

economic regeneration scheme 

that has clear policy objectives, 

part of which results in 

commercial income, is 

considered acceptable. 

5 Do you agree with the proposal to add 

sustainability and ensuring that the 

capital expenditure is consistent with a 

local authority’s corporate objectives 
(such as diversity and innovation) to the 

objectives in the Prudential Code? 

Please provide a reason for your 

response. 

 

Whilst these factors are important to many 

local authorities, the Prudential Code does 

not specifically make reference to other 

corporate objectives the organisation has.   

Any corporate objectives the organisation 

has should be determined by the application 

of the Code rather than the Code 

determining or influencing the corporate 

objectives. 

 

CIPFA believes sustainability is 

an important issue and will 

provide additional direction to 

support sustainable behaviour in 

the guidance without prescription. 

6 Do you consider the current objectives 

of the Prudential Code to be relevant? 

Please provide a reason for your 

Yes, the objectives remain relevant The sector continues to view the 

Prudential Code as relevant, 

professional and an objective 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

response. 

 

framework designed to ensure 

capital plans are prudent. 

7 Do you consider that the provisions in 

the Prudential Code achieves these 

current objectives? If not, why not? 

Please provide reasons for your 

response. 

 

Yes CIPFA recognises that elements 

of the Prudential Code may 

require further definition and 

clarification, and the secretariat 

would welcome views on how the 

objectives might be updated. 

8 (1) Do you consider that there are any 

areas which are not fully covered by 

these objectives? If yes, please expand, 

describing how these areas could be 

covered within the objectives. 

 

The objectives are clear, however, there 

could be more scope to add in some 

commentary/requirements to report financial 

sustainability type indicators and impact on 

general fund balances. 

 

CIPFA will review these 

proposals and consider how the 

Prudential Code might be 

updated. The secretariat would 

seek the views of the panel on 

how this might be undertaken. 

8 (2) Do you agree with the proposals to 

include the status of the Prudential 

Code within the body of the Code itself. 

If not, why not? What alternatives would 

you suggest? 

 

Yes, as an integral and important 

requirement, the status should be at the 

forefront. 

CIPFA will implement the 

proposal. 

9 Do you agree with the proposals to 

include additional commentary on the 

assessment of affordability and the 

details of risks of undertaking 

commercial activity within the 

Yes, as affordability and risk appetite are 

fundamental however, this is at odds with 

the revisions to paragraph 45/46 which 

seem to prohibit commercial activity. 

As covered in previous 

responses, CIPFA will provide 

clarification on the definitions of 

investments primarily for yield 

and those related to regeneration 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

commercial activities section on 

determining the capital strategy? If not, 

why not? What alternatives would you 

suggest? 

 

activities within the final 

Prudential Code and guidance. 

10 Please provide any suggestions that 

you might have for how the prudential 

indicators could be improved (as 

outlined above) in order that they might 

provide additional assurance for public 

accountability. Please explain your 

reasoning. 

 

Clearer descriptions would help the 

understanding of what the indicators are 

showing, especially for those audiences the 

indicators are aimed at e.g. members and 

public, who may not have the necessary 

detailed knowledge of these areas. 

 

CIPFA will consider these 

responses and would welcome 

any further comments from the 

panel on the proposals and how 

the Prudential Code and its 

guidance might be updated. 

11 Do you agree with the addition of the 

new indicator for external debt to net 

revenue stream to assess 

proportionality? 

 

No, as external debt may not align with the 

CFR which shows the overall indebtedness 

of the authority. 

CIPFA will not implement this 

proposal, but it will recommend in 

guidance that local authorities 

consider introducing this or 

similar indicators as local 

indicators. The panel’s views are 
sought on this issue. 

12 Do you agree with the addition of the 

new indicators for net income from 

commercial and service investments to 

net revenue stream to assess 

proportionality? 

We would question what is deemed to be 

commercial income as we have a large 

(historical) portfolio of investment assets 

that are income generating and offer a 

relatively secure source of income through 

CIPFA is of the view that it will 

implement the new indicator, with 

the addition of comparing this to 

levels of reserves to provide 

context on the financial 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

 long leaseholds.  Therefore, this new 

indicator would indicate a high exposure to 

risk that may not be true.   

A definition of what to include in commercial 

income and service investment income 

would also be helpful. 

 

sustainability of the local 

authority. Further to this, the 

indicator should be providing a 

narrative on the security of the 

commercial income as suggested 

to review its assessment of the 

levels of risk attributed to the 

commercial revenue. 

13 Do you agree with the introduction of 

the liability benchmark as an 

affordability indicator? 

 

We do not see how the liability benchmark 

assists authorities in determining 

affordability.  Affordability should be 

measured in terms of debt servicing costs 

within the net budget requirement. 

 

This response covers question 

13 & 14) 

The liability benchmark is an 

essential risk management tool. 

The optimum position is for total 

borrowing to be on the liability 

benchmark line. Borrowing above 

that level will be reflected in 

increased investment balances 

and introduce the cost of carry 

and additional credit risk 

implications, although this may 

be needed to anticipate interest 

rate movements and secure 

affordable borrowing. CIPFA will 

implement the liability benchmark 

as a treasury indicator and will 

14 Do you consider that the liability 

benchmark should be included in the 

Prudential or Treasury Management 

Code? 

 

The way it is presented would indicate it is a 

Treasury Indicator so should be in the 

Treasury Management Code. 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

provide substantial guidance on 

the use and creation of a liability 

benchmark to enable local 

authorities and other 

organisations to use this 

effectively. 

15 Do you agree with the removal of the 

prudential indicator gross debt and the 

capital financing requirement CFR on 

the basis that it is included as part of the 

liability benchmark which is to be 

introduced as a prudential indicator? 

 

It is important for authorities to understand 

the level of debt against their CFR so we 

would prefer to see this indicator kept. 

CIPFA will not remove the 

prudential indicator gross debt 

and CFR 
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APPENDIX C 

TREASURY MANAGEMENT CODE OF PRACTICE CONSULTATION RESPONSE 

 

Treasury Management in the Public Services: Code of Practice and Cross-Sectoral Guidance Notes: Consultation 

Closing Date: 12 April 2021 

 

Number Question Council Response CIPFA Response (Issued 24 

June) 

    

1 Do you agree with the proposal that 

organisations that have adopted the 

Treasury Management Code will have 

to explicitly document a formal and 

comprehensive knowledge and skills 

schedule to ensure the effective 

acquisition and retention of treasury 

management skills for those 

responsible for the management, 

delivery, governance, decision-making 

and compliance with legislative 

requirements? If not, why not? What 

alternatives would you suggest? 

 

Yes, the treasury function is a significant 

area dealing with public money and 

therefore all involved in the process should 

be adequately skilled and hold appropriate 

knowledge with which to make Treasury 

decisions. Therefore, we agree that a 

comprehensive knowledge and skills 

schedule should be formally documented.  

(This response covers questions 1-

4) 

As indicated in the consultation 

papers it is essential that the 

treasury management function is 

supported by appropriate training for 

local authority members and staff. 

CIPFA will therefore proceed with 

the implementation of the Treasury 

Management Knowledge and Skills 

framework. CIPFA will add a level of 

‘scalability’ or maturity to ensure 
flexibility for small to large 

organisations of various complexity 

and resources. CIPFA recognises 

that certain roles will be fulfilled as 

part of a job at smaller 

organisations. However, the 

2 Do you agree with the proposals for 

what should be included in a 

knowledge and skills schedule? 

 

Yes, the schedule covers the main aspects 

of what would be deemed to be minimum 

requirements.  There may be benefit in 

having schedules specific to officers 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

directly involved in the treasury function on 

a daily basis, e.g. finance officers and a 

separate schedule covering members and 

senior managers as the requirements may 

be different. 

 

With a smaller authority, there may be 

capacity issues in complying with all 

competencies if formal qualifications were 

required to be held, so some flexibility will 

be required based upon local 

circumstances. 

 

purpose of the schedule is to not 

only recognise the professional role 

that treasury managers play within 

an organisation and their 

importance but also to highlight the 

need for resources and training 

where appropriate for organisations. 

CIPFA will also provide a template 

for organisations to produce a 

‘learning needs analysis’ to support 
the implementation of new 

requirements and processes under 

the expanded guidance. 

3 Do you agree with the proposals for the 

monitoring and review of treasury 

management knowledge and skills? Do 

you agree that these are best specified 

in guidance to the Treasury 

Management Code? If not why, not? 

What alternatives do you suggest? 

 

Yes, there needs to be a record of training 

delivered and attended to ensure that 

those specified as having a need can be 

identified and targeted otherwise the 

schedule specified in Q1 will be largely 

irrelevant. 

4 Do you agree that guidance to the 

Treasury Management Code should 

include specifications on key 

competencies for treasury management 

There may be difficulties in ensuring 

compliance with the key competencies set 

out in the consultation for smaller 

authorities where treasury management 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

roles? 

 

forms a small part of a role.   

 

However, in principle we agree that having 

key competencies would be useful but not 

as a one-size fits all solution as many may 

not be relevant to each authority and the 

way it works; therefore some flexibility will 

be required based upon local 

circumstances. 

 

5 Do you agree with the addition of a new 

TMP to address environmental, social 

and governance risks? If not, why not? 

What alternatives do you suggest? 

 

Including a specific TMP risks conflicts with 

the primary aim of treasury to ensure the 

security of capital, liquidity and yield 

requirements.  The use of treasury 

transactions to satisfy ESG requirements 

may therefore put at risk these primary 

aims and establishing appropriate 

measures of ESG risks will be difficult in 

terms of measuring counterparty 

appropriateness. Therefore, we do not 

think that a non-financial criterion should 

form part of the TM Code.    

 

CIPFA has confirmed that this proposal will 

not be included in the revised guidance. 

CIPFA recognises the arguments 

put forward by the respondents and 

will not at this juncture include a 

separate TMP for ESG. However, 

we will incorporate ESG issues as a 

consideration within TMP1. 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

6 Do you agree more complex treasury 

management functions (i.e. a 

professional client under MiFID II 

legislation) means that local authorities 

would benefit from the support of a 

dedicated committee to review 

decisions and strategies and that 

CIPFA should recommend this in its 

guidance provided to local authorities? 

If not, why not? What alternatives 

would you suggest? 

 

Public bodies may operate within the 

financial markets, and so be bound by the 

structures, regulation and requirements of 

those markets and regulators.  MiFID II in 

itself simply replaced a system whereby 

public bodies were already deemed to be 

professional clients.  The primary change 

is that that client designation is driven by 

scale of the operations of the counterparty, 

and there is an option to opt down to retail 

status (which would potentially lose some 

market counterparties and flexibility).  Any 

public body would need to firstly adhere to 

the market requirements within which it is 

dealing (e.g. MiFID II, UK Money markets 

Code etc.), secondly consider the local 

policies and objectives, and then finally 

consider the implications for the public 

bodies treasury operations.  The public 

bodies counterparty (bank, MMF etc.) 

would generally categorise the public body, 

it would not be a self-certification. 

There seems to be ample advice regarding 

the disclosure of any treasury operations, 

and it would be expected that any complex 

CIPFA recognises the consistent 

theme within the responses 

disagreeing with the proposals. It 

would clarify that the proposal was 

intended to form part of the 

guidance as a recommendation to 

examine the benefits of a separate 

committee, not to prescribe a 

specific governance structure. 

However, it will revisit the proposals 

to make sure that they take on 

board the views of respondents 

while ensuring that appropriate 

resource is dedicated to the review 

and scrutiny of treasury 

management decisions. 
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Number Question Council Response CIPFA Response (Issued 24 

June) 

issue would be properly disclosed and 

discussed within the current committee 

structure.  More layers and reporting 

complicates the process and can confuse 

the issues. 

(Link response) 

 

CIPFA has confirmed that this proposal will 

not be included in the revised guidance 

7 Do you agree with the removal of the 

maturity structure of borrowing treasury 

management indicators on the 

introduction of the liability benchmark 

indicator? If not, why not? What 

alternatives would you suggest? 

 

Removing this indicator may remove a key 

tool in measuring the exposure to loan re-

financing.  It also helps to determine a plan 

for any new borrowing requirement. 

 

 

CIPFA will not remove the maturity 

structure indicator. However, if the 

organisation is publishing a liability 

benchmark then it will consider 

approaches to make this indicator 

optional. 
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Appendix D 

Amendments to the Local Audit (Appointing Person) Regulations 2015 Consultation 

Response 

Changes to the regulatory deadline by which the scale fees need to be set 
Do you agree with the proposal to extend the regulatory deadline by which the scale fees need to 
be set to enable the appointing person (PSAA Ltd) to take into account more up-to-date 
information? 
 
Yes – We agree with the proposal 
 
Comments: It makes sense to have more reliable information regarding the progress on the audit 
work to be taken into account when agreeing the scale fee. 
 
Use of Standardised Fee Variations 
Do you agree with the proposals to enable the appointing person to consult on and agree 
standardised fee variations to be applied to all or certain groups of principal bodies? 
 
Yes – We agree with the proposal 
 
Comments: This will give greater clarity to the fee's being set and will allow for explanation of any 
variations 
 
National fee variations could only be implemented in prescribed circumstances, which would be 
defined in the regulations. Do you have any comments on the example circumstances outlined in 
paragraph 3, or any additional circumstances that should be considered? 
 
Comments: The examples given seem reasonable 
 
Timing of Fee variations payments 
Do you have any comments about the proposals to enable some fee variations for additional 
elements of work to be approved during the audit, noting that the appointing person’s scrutiny 
processes to review the proposed additional fees would operate in all cases in the usual way? 
 
Comments: The proposals seem reasonable 
 
Auditor Appointment Period 
Do you agree with the proposal that the appointing person is able to appoint auditors for the period 
that it considers to be the most appropriate, up to the maximum length of the appointing period 
subject to consultation with the relevant bodies? 
 
Yes – We agree with the proposal 
 
Comments: This will give certainty for a set period of time and consistency in carrying out audits 
over that period 
 
General Comments and Equalities Impact 
We would also welcome any more general comments on the proposals and any unintended 
consequences that might arise from their implementation. 
 
Comments: No comments 
 
Finally, any comments relating to the equalities impact of the proposals would be welcomed. 
 

Comments: No comments
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APPENDIX E 

LEADERSHIP ACCOUNTABILITY TRANSPARENCY STANDARDS ASSURANCE SUSTAINABILITY

A. The Leadership team is 

able to demonstrate that 

services provided by the 

authority provide value 

for money.

D. The authority applies 

the CIPFA/SOLACE 

Delivering Good 

Governance in Local 

Government Framework 

(2016).

L. The authority has 

engaged where 

appropriate with key 

stakeholders in 

developing its long-term 

financial strategy, 

medium-term financial 

plan and annual budget.

H. The authority complies 

with the CIPFA Prudential 

Code for Capital Finance 

in Local Authorities.

C. The leadership team 

demonstrates in its 

actions and behaviours 

responsibility for 

governance and internal 

control.

E. The financial 

management style of the 

authority supports 

financial sustainability.

B. The authority complies 

with the CIPFA Statement 

on the Role of the Chief 

Finance Officer in Local 

Government

P. The Chief Finance 

Officer has personal and 

statutory responsibility 

for ensuring that the 

statement of accounts 

produced by the local 

authority complies with 

the reporting 

requirements of the 

Code.

M. The authority uses an 

appropriate documented 

option appraisal 

methodology to 

demonstrate value for 

money of its decisions.

J. The authority complies 

with its statutory 

obligations in respect of 

the budget setting 

process.

F. The authority has 

carried out a credible and 

transparent financial 

resilience assessment.

G. The authority 

understands its prospects 

for financial sustainability 

in the longer terms and 

has reported this clearly 

to members.

O. The leadership team 

monitors the elements of 

its balance sheet that 

pose a significant risk to 

its financial sustainability.

Q. The presentation of 

the final outturn figures 

and variations from 

budget allows the 

leadership team to make 

strategic financial 

decisions.

K. The budget report 

includes  a statement by 

the Chief Finacne Officer 

on the robustness of 

estimates and a 

statement on the 

adequacy of the proposed 

financial reserves.

N. The leadership team  

takes action using reports 

enabling it to identify and 

correct emerging risks to 

its budget strategy and 

financial sustainability.

I. The authority has a 

rolling multi-year 

medium-term financial 

plan consistent with 

sustainable service plans.

CIPFA FINANCIAL MANAGEMENT CODE
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