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Appendix B to note

Head of Revenues and Benefits
Note action required for follow up in approx. 6 months
Full Summary 
All Sections
B (i) 

 

Head of Community and Culture
Note action required for follow up in approx. 6 months
Full Summary
Sections 1,2,3,4,7 & 9
B(ii)

Income Management Team Leader
Final report – for info only 
Full Summary
All Sections
B (i)

Customer Services Supervisor
Final report – for info only
Full Summary
Sections 1,2,3,4,7 & 9
B (ii)

Director of Corporate Services
Final report – for info only 
Full Summary
All Sections
All

Deputy Chief Executive
Final report – for info only
Full Summary
All Sections
All

Audit Committee


Final report – for info only
Full Summary
None
All 

1. Reason for the Audit
1.1. The audit of Cash Collection and Income Management was undertaken as part of the agreed Audit Plan for 2006/07 and forms part of the annual schedule of mandatory material system reviews.

1.2. For 2006/07, the agreed audit approach was as follows:

· Follow up the agreed recommendations arising from the 2005/06 audit review.

· Undertake system review and testing on the main system controls.

· Ensure the System Description Notes produced during the 2005/06 audit are up-to-    

         date.

2. Background Information / Summary of the Audit Area
2.1. Cash Collection and Income Management duties are split between front and back office functions.

2.2. The Cash Office is an integral part of the Customer Contact Centre (CCC) front line service and as such, operational management is the responsibility of the Customer Services Manager.  The Director of Community Services is ultimately responsible for this function.

2.3. The Income Management Section (IMS) is a back office support service which, amongst other duties, manages the receipt of general income into the Authority through ICON (the income management system).  Payment methods handled by the IMS include postal remittances, Internet and Intranet payments, telephone payments, Giro bank and post office payments.  The Director of Corporate Services is ultimately responsible for the function. 

3. Scope of the Audit 

3.1. Audit testing and verification has been carried out to form an opinion over the adequacy of systems and controls in place relating to the risks identified.  Key areas for review are:

Matters Arising – Section of Report
Area Examined

1.
Follow up of Agreed Recommendations from 2005/06

2.
System Documentation 

3.
Financial Procedure Rules

4.
Security, Insurance and Contingency Arrangements

5.
Transactions are Bona Fide and Coded Correctly

6.
Reconciliation

7.
Loss to the Authority

8.
Postal Remittances and Unidentifiable Payments

9.
Preparing Monies for Banking and the Secure Transportation of Monies to the Bank 

4. Associated Risks of Providing this Service/Function 
4.1. Examination of the Risk Registers noted the following identified risks: 

Strategic Risks:  
Ref
Risk Description
Risk Score

9
Protection of IT E-records and data and hard copy information.  Failure will have business / financial impact and impact on resources / cost of re-establishment.
8

11
Failure to have robust Business Continuity Planning arrangements would have severe impact on business / provision of services.
8

Operational Risks:  

No risks identified.           

5. Overall Conclusion of the Audit Review
5.1.
The operational procedures of the CCC remain well managed and the security arrangements in place are adequate.

5.2. The level of overall control within the IMS also remains well managed.  The Income Management Team Leader is conscious of all legislative changes and present-day issues that affect the service such as data protection issues, statutory retention policies and the varying trends of methods of payment (MOP) available to customers.  

5.3. The only key issue affecting the service at present is the management of credit card / debit card details and the outstanding production of a retention and weeding guidance note which is a recurring recommendation from the 05/06 review.  It is however noted that corporate advancements have been made in this area during the course of this review to facilitate its production.   

5.4.
The rest of the recommendations made will serve to strengthen the existing measures in place.
Revenues and Benefits, Corporate Services Directorate

The Head of Revenues and Benefits should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.

Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Target

 Date

2A
The procedures manual is currently in the process of being updated by the IMTL.
Upon production of this update, all staff should be given the relevant extracts where procedure changes have been adopted (if any).  In the meantime, details of the operations that require procedures notes to be prepared or updated should be provided to Audit Services.
C
Updating procedures manual has been built in to the Section’s work-plan for 2007-08.
L
Sept 07

3A
As above  
The current procedure notes that are being updated will need to incorporate (if any) the July 2006 FPR revisions.  Upon production of these notes, all staff should be given the relevant extracts where FPR revisions have been adopted (if any).
C
Updating Procedures manual has been built in to the Section’s work-plan for 2007-08.
L
Sept 07

3B
Income Management was found to have signed on behalf of a service area for an official receipt book which was then placed at the keepers’ desk for collection.  In addition, the receipt book was not signed for at the desk leaving a gap in the audit trail. 
Income Management should not sign for official stationery on behalf of any service.

However, in the event that official stationery is to be collected from the keepers’ desk it should be signed for with a copy of the slip being attached to the controlled stationery listing. 
C
To be actioned for 2007/08
M
April 2007 onwards

4A
CD copies of the scanned Comsexel (E-Payment) files are being kept in locked tambour cabinets in the IM Section as the IMTL is reluctant to send this information off-site because of the sensitive nature of the data.
The storage and weeding arrangements should be reviewed in line with the retention guidance note (see 4C).  Having these highly sensitive files in locked tambour cabinets is an inadequate storage procedure and consideration should be given to keeping the CDs in a safe.
B
To be investigated in April 2007
M
April 2007 onwards

4B(i)
The operational contingency procedure notes that were adopted during the 2005 floods have not yet been fully updated and documented. 

NOTE: This was a recommendation made in the 05/06 review. 
Detailed contingency procedures  should be documented as part of a wider review of Business Continuity Planning.

B
New Business Contingency Procedures are being developed by PPP Project Manager.  New Plan to be in place by September 2007
M
Sept 2007

4C
Following last years outstanding recommendation for the IMTL to produce a retention and weeding guidance note, definitive guidance has now been received from the Head of Revenues and Benefits.  

NOTE: This was a recommendation made in the 05/06 review.
The corporate retention and weeding guidance note should now be advanced and approved by the Director of Corporate Services prior to distribution.
C
Head of Revenues and Benefits to discuss with PPP on how to progress this matter (interim arrangements in place)
M
Sept 2007

5A
It was previously agreed that CDs would be labelled in addition to the actual CD case.  However the CD provided to Audit Services for testing purposes was only labelled on the actual case.

NOTE: This was a recommendation made in the 05/06 review.
All CDs produced should be clearly labelled on the CD itself, not just the case.
C
To be actioned 2007-08
L
April 2007 onwards

8A
Cash received through the post then receipted by the cashier’s office is periodically reconciled by the IMTL, however there is no record/evidence that these reconciliations actually take place.
The cash sheets should be initialled and dated when reconciliations are performed.  Where only the receipt number is recorded instead of the actual receipt being attached, the receipt number must be confirmed via ICON.
B
To be actioned 
M
April 2007 onwards

Community and Culture Services, Community Services Directorate 

The Head of Community and Culture should complete the shaded areas below.   

Please ensure this includes the officer responsible for overseeing the implementation, the perceived level of risk attached to the issue and the target date in order to fully address the recommendation.   For further details on how to respond to audit reports please refer to the guidance notes attached as Appendix A.
Ref
Issue
Recommendation
Grade
Action to be Taken (including responsible officer for overseeing the implementation)
Level of Risk

(H, M or L)
Timescale

4B(ii)
The operational contingency procedure notes that were adopted during the 2005 floods have not yet been fully updated and documented. 

NOTE: This was a recommendation made in the 05/06 review.
Detailed contingency procedures for should be documented as part of a wider review of Business Continuity Planning.

B
The existing procedures will be discussed with the Income Management Team Leader and detailed contingency procedure notes will be produced to incorporate the necessary elements of ‘back office’ functions.
M
30.09.07

Revenues and Benefits Services, Corporate Services Directorate

Date Follow up Audit completed 27/12/06
Key Officer responsible for implementing Agreed Actions : Head of Revenues & Benefits Services
Ref
Issue Raised
Agreed Audit Action to be Implemented
Grade
Target 

Date 
Details of action taken to implement  this Agreed Audit Action 
Actual date 
Is the responsible key officer satisfied that the Agreed Audit Action has been fully implemented? – include any matters outstanding  / concerns arising

4(a)
Should ICON become inoperable the practice is that a manual system will be introduced to receipt payments.  The agreed continuity processes have not been formally documented for corporate contingency purposes.
The contingency arrangements to be adopted by the Income Management Section should ICON fail for any length of time should be formally documented.  
B
31/10/06
Part of this is already documented, need to be completed for ICON users. Other areas need to be looked at as ICON processes most income apart from Direct Debits and other systems will need to look at their operations if ICON were not operational.
ICON part 31/03/07
Income Management Team Leader will complete by 31/03/07

4(b)

4(b)

cont.
For the output reports (some of which can not be regenerated) the scanned records were used as source documents when carrying out audit review/testing.   Whilst there were no problems with the images taken of key management information from ICON, there were a number of instances whereby, for the scanning of individual cheques, the details on the cheques were not clearly shown
Where scanned images are to be retained and the original document destroyed/not retained (see 4(d)), quality checks on scanned images should be made.  If not already picked up in normal receipting practices, the accuracy and completeness of details on cheques could also be examined as part of these checks. 
B
Immediate
This has been in place since 01/04/06
01/04/06
Satisfied

4(c)


All CDs holding data back-ups, should be clearly labelled on the CD itself.  
All CDs produced should be clearly labelled on the CD itself.  The original copy should remain on site (in a secure location) and a copy should be held in a suitable off site location.  The weeding guidance note established (see 4(b)) should include the management of CDs.
B
Already in place
This has been in place since 01/04/06
01/04/06
Satisfied

4(d)

4(d)

cont.


Scanned items in Income Management include cheques, daily output reports and credit/debit card transaction slips but other services within the Authority have their own outputs in relation to cash collection and income management. Clear corporate guidance for all to comply with is needed.
As the corporate team responsible for cash and income management procedures, the IMS should establish a corporate retention of information and weeding guidance note for all key documents and scanned images concerning cash and income management.  These procedures should be in line with local agreements, noting (statutory) guidance provided by the Records Management of Great Britain and the security and retention issues concerning sensitive information (e.g. credit and debit card information). 

Once established, the IMS should liase with other establishments throughout the Council to ensure that they are operating their cash collection and income management functions in compliance with the corporate procedures.
B
31/10/06
Income Management Team Leader is still working on the document that will include any documents connected with the ICON system. At present she is still awaiting replies from HSBC concerning scanned images regarding card information

It would not be possible to put in place some of these findings across the whole authority as, for example, Tullie House are actually selling goods, which would make their policies re card chargebacks and fraud very different to those taken in the Civic Centre.
31/03/07
It should be noted that Audit Services advanced this issue throughout the 06/07 Audit and corporate guidance was received from the Head of Revenues and Benefits to facilitate the production of a retention guidance note with specific regards to credit/debit card information.  

6(a)
The Reversals Report forms part of the daily ICON output reports.   This report shows all reversals (negative side of journal transactions undertaken in the IMS and Financial Services) and voided transactions.  The Reversals report is not reconciled to actual processing undertaken. 
A method to reconcile the Reversals report to noted processing undertaken should be examined.
C
01/07/06
It was agreed at a meeting with Audit Services that it was not necessary to do this and that the Reversal Book could be discontinued. Once formal notification has been received this action will be carried out.

Audit Services discussed this matter with the CSS who decided that although the Reversals Book is not useful for the purposes of reconciliation (to the Reversals Report), he would like to keep the book maintained. 
N/A
It was confirmed by Audit Services during the 06/07 Audit that Income Management now maintains a spreadsheet to monitor and record journal requisitions and the subsequent postings. 

6(b)
There is no reconciliation between the Card File to the card payment amounts shown in ICON. 
A record of the reconciliation between the Card File to the card payment amounts shown in ICON should be maintained.
B
01/04/06
This reconciliation has been in place since 01/04/06
01/04/06
Satisfied

Culture & Community, Community Services Directorate

Date Follow up Audit completed 21/12/06

Key Officer responsible for implementing Agreed Actions : Head of Culture & Community
Ref
Issue Raised
Agreed Audit Action to be Implemented
Grade
Target 

Date 
Details of action taken to implement  this Agreed Audit Action 
Actual date 
Is the responsible key officer satisfied that the Agreed Audit Action has been fully implemented? – include any matters outstanding  / concerns arising

4(a)
Should ICON become inoperable the practice is that a manual system will be introduced to receipt payments.   This approach was tested in January 05 (operational for two months), however the process adopted has not subsequently been formally documented for contingency purposes to aid the ease of implementation should it be necessary again.
The contingency arrangements to be adopted by the Customer Contact Centre should ICON fail for any length of time should be formally documented.  
B
By mid-May 2006.
The crucial procedures that were put in place at the time of the January 2005 Floods (with specific regards to Icon and cash receipting) have been documented. 
Early 2007.
Detailed contingency procedures for the Customer Contact Centre will be documented as part of a wider review (required by the Audit Commission) to fully document all ‘business critical systems’.

4(e)


Where a credit to individual account can be reversed, it is questioned whether it is wholly necessary to retain the credit/debit card transaction slip data.  Although this point was challenged by a recent occurrence which could have been simply addressed through the production of the credit card transaction slip, this failed as the Cashier inadvertently failed to retain the slips in the correct manner.
Until other such guidance is produced, all staff / cashiers responsible for processing credit / debit card payments should be reminded about the security implications and retention of credit card slips.
C
By mid-May 2006.
An email was sent to all cashiering staff, reminding them of the importance when dealing with credit/debit slips re the security and retention of slips.


May 2006
Although the action was implemented as agreed, it should be noted that the Authority’s policy on retention will be documented in 2007 by the Income Management Team Leader. 

Financial Services, Corporate Services Directorate

Date Follow up Audit completed 27/12/06

Key Officer responsible for implementing Agreed Actions : Head of Financial Services
Ref
Issue Raised
Agreed Audit Action to be Implemented
Grade
Target 

Date 
Details of action taken to implement  this Agreed Audit Action 
Actual date 
Is the responsible key officer satisfied that the Agreed Audit Action has been fully implemented? – include any matters outstanding  / concerns arising

7(a)
Verification over the accuracy of the insured safes listed found the list of safes to be significantly out of date.  Many of the safes are no longer used or new safes are in place, which are not listed.  Whilst the Insurer may have a record of these new safes (not clarified as part of the audit), the Policy Schedule held shows incorrect information.
The insurance details / schedule concerning the safes used throughout the Authority (type, location, value held, access arrangements etc) should be updated.
C
July 2006
The list of safes and limits has now been updated to reflect the updated position.
To be completed by end of January 2007.
The insurance company has been notified of the updated position.  An endorsement to the current schedule will be received shortly. 

7(b)
The posts named on the Fidelity Guarantee cover are out of date.   The Authority has been through two restructures since this schedule was last updated.
Key posts named on the Fidelity Guarantee cover should be updated to reflect the current Authority structure.
C
July 2006
The Fidelity Guarantee cover has now been updated to reflect the named key posts of the current Authority structure. 
July 2006
Satisfied that action has been implemented as agreed.
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