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RD 04/10
STRATEGIC AUDIT PLAN AND AUDIT PLAN 2010/11
1 INTRODUCTION


1.1 Under Section 151 of the Local Government Act 1972 and Section 114 of the Local Government Finance Act 1988, the Assistant Director (Resources) is statutorily responsible for the proper administration of the Council’s financial affairs.  In addition, the Accounts and Audit Regulations 2003, as amended by the Accounts and Audit (Amendment)(England) Regulations 2006, require the Council to “maintain an adequate and effective system of internal audit of its accounting records and of its systems of internal control in accordance with the proper practices in relation to internal control”. 


1.2 Internal Audit Services are an important resource in enabling the Assistant Director (Resources), the Audit Committee and the Council to fulfil their duties and it is important to ensure that the work of Audit Services is effective so as to give assurance of the probity of the Council’s financial affairs. This applies whether these audit services are undertaken fully in-house, via a bought in or managed service or through shared service arrangements. In 2010/11, Carlisle City Council, Cumbria County Council and Copeland Borough Council will at some point during the financial year adopt a formal shared audit service to help facilitate an effective system of internal control. The audit plan has been formulated on the basis of the direct audit days available under  revised arrangements.    
1.3  It is appropriate that the annual Audit Plan should be presented to and approved by the Council’s Audit Committee at the start of each financial year.  This gives Members the opportunity to question the Assistant Director (Resources) who carries Section 151 responsibility and the Head of the Audit on the proposed programme of Internal Audit work for the forthcoming year. It is also appropriate for Members of the Audit Committee to consider the “Audit Risk Assessment (Strategic Plan)” - prior to submission to the Council for approval.


1.4 Members should note that performance against the 2010/11 Audit Plan, together with any issues arising, will be reported to Committee on a quarterly basis. 


2 STRATEGIC PLAN 

2.1 In accordance with the provisions of the Accounts and Audit Regulations outlined in paragraph 1.1 above, the Authority is required to comply with the “CIPFA Code of Practice for Internal Audit in Local Government in the United Kingdom”.  This Code states that “Internal Audit should prepare a risk-based audit plan designed to implement the audit strategy which is approved by the organisation, taking into account the organisation’s risk - management process”.
2.2 This Authority follows the above approach - which accords with current thinking in the Audit Profession - and plans only for one year ahead, based on the perceived and changing risks that the Authority is facing at any given time. The agreed method is to use a risk-assessment model to calculate the relative risk related to each area of the Authority’s activities subject to audit review.
2.3 The County Council’s Audit Manager who will be assuming responsibility for the City Council has reviewed the plan, and confirms it has been prepared in line with best audit practice.
3  RISK ASSESSMENT MODEL

3.1 The Strategic Plan (entitled “Audit Risk Assessment – Strategic Risk Based Plan”), outlined as Appendix A, has been updated based on known changes to procedures, findings arising from Audit reviews etc.  The Corporate and Operational Risk Registers have been used in the risk-assessment process as appropriate. Reference has also been made to those systems that have been identified by the Directorates as being “business critical”. Whilst still in effect an Audit Plan, this approach does not envisage coverage of all audit areas over any pre-determined period.  Instead, this model is dynamic by identifying the “risk-areas” which can be addressed on any given time-scale, depending on the number of Audit staff available, ad-hoc demands etc. Where possible, audit reviews have been grouped together to develop the “theme-based” approach.

3.2 The Risk Assessment Model is attached for Members’ information as Appendix C.  The model itself is in line with a version that has been endorsed by CIPFA and by the Institute of Internal Auditors.  

3.3 The model excludes “material reviews” which are fundamental to attaining good corporate governance and stewardship in achieving accountability and transparency. These systems have a high impact on the main financial system and therefore on the Authority’s accounts. These reviews are undertaken regardless of their “risk-score” on an annual basis as required by the Audit Commission. In 2010/11 there are 12 specific material audits (see Appendix B) which will receive varying levels of coverage dependent upon the scope of the review and level of assurance attained from the 2009/10 audit process.   
4 OPERATION OF THE REVISED RISK-BASED ASSESSMENT

4.1 As will be seen from the “Audit Risk Assessment – Strategic Risk Based Plan” attached as Appendix A, which covers in all some 84 potential areas for review, the “Calculated Risk Indicator” ranges from 3 to 90.  This gives a range of 88 “risk-points” between the highest and lowest risks, from which the “high”, “medium” and “low” risks have been calculated as follows:-

	RISK
	POINTS RANGE
	NUMBER OF REVIEWS
	%



	HIGH


	From 66 to 90
	15
	18

	MEDIUM


	From 33 to 65
	38
	45

	LOW


	From 3 to 32
	31
	37


	TOTAL


	From 3 to 90
	84
	100


4.2 This method of calculating the risk is of course dynamic and, necessarily, to some extent subjective.   Once an audit review has been completed, a decision is made as to whether or not, based on the findings of the review and management action taken on the recommendations made, any of the element/s in the calculation need to be changed.  

4.3 As the Plan is undertaken on a “top-down” basis, there is no need to include any allowance for contingency.  Any significant extra demands on audit time which are made during the year will be recorded and reported to members in the quarterly Audit Services progress reports and any significant variances will be authorised by the Assistant Director (Resources) as necessary.

4.4 As previously agreed by members of the Audit Committee, the method of operation for Internal Audit is, as above, to work “from the top down” on the risk indicators as far as staffing levels etc permit – there will be no set “Annual Plan” - i.e. pre-specified reviews (other than then material reviews) per se. It is important to note that the Risk-Indicator shows the order in which the reviews are to be considered – not necessarily the order in which they will be undertaken.  For example, where a particular area has a high risk rating, but where recent work has been undertaken by Audit Services, the decision may be just to keep a “watching brief” on developments, rather than to undertake a review again. Consideration will, wherever possible, be given to the timing of the reviews in order as far as possible to minimise the disruption to day-to-day operations within the specific area of activity to be audited 


4.5 If requests for any new areas of work arise during the year which are likely to take more than five days, a Variation Form will be completed for signature by the appropriate Director and the Assistant Director (Resources).  On occasions, situations may arise which requires an instant response – e.g. fraud investigation. Under this revised approach, the plan is therefore “self-determining” in terms of the work required.  Any significant changes to the Plan will be reported to Members periodically.


4.6 As the Plan is now fully risk-based, it is not possible to determine, as part of this initial planning process, exactly how many days each review will take for completion. At the commencement of each review, an Audit Brief will be prepared and subsequently agreed with/by the Audit Manager or Principal Auditor based on the system/s in operation, perceived risks, changes since previous review etc.  A view will then be taken as to the time that will be required for that review. It is the responsibility of the Audit Manager/Principal Auditor to ensure that time taken on each review is reasonable.  


4.7 It can be seen from the above approach that a significant number (31) of the areas listed on the Strategic Plan as “low-risk” would be extremely unlikely ever to rank highly enough to warrant an audit review based on their current risk indicator. A revised approach to “low-risk” reviews was agreed by Members at the meeting of this Committee in April 2008.   An allowance of 40 days is now included in the Annual Plan to review a small number of low-risk areas in order to gain assurance that the risk-model is operation accurately at both “ends of the scale”.  


4.8 This also provides the facility to have a number of smaller, quicker reviews to fall back on when – inevitably – an audit is delayed through staff absence, unexpected events etc. together with a means of “basic training” for new/inexperienced audit staff. 
4.9 In terms of overall coverage, Appendix B reflects that the number of direct audit days available under the revised shared service arrangements is 519. The figures reflect that the total time to be utilised during 2010/11 will facilitate the completion of all material reviews and follow up work leaving over 300 days to be allocated to mainly high but also a number of medium and low risk system based audits.
5 RECOMMENDATIONS

5.1 Members are requested to:-
· Consider the “Audit Risk Assessment – Carlisle City Council Strategic Risk Based Plan 2010/11” that is attached at APPENDIX A prior to submission to Council for approval. 

· Approve the Internal Audit Plan for 2010/11, attached as APPENDIX B.

· Note the revised Risk-Assessment Model attached as APPENDIX C 
Assistant Director (Resources)
April 2010.
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	AUDIT RISK ASSESSMENT
	
	
	

	Carlisle City Council Strategic Risk Based Plan 
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Directorate
	Audit Type
	Audit Area
	Total Risk Calculated Score
	Risk Category 
	

	Resources
	RISK BASED
	External Funding / Grant Monitoring
	90
	High
	

	Community Engagement
	RISK BASED
	Customer Contact Centre
	89
	High
	

	Local Environment
	RISK BASED
	Grounds Maintenance, Parks and Open Spaces (inc Park Wardens, Arboriculture & Landscape Services)
	86
	High
	

	Resources
	CORPORATE
	GIS
	79
	High
	

	Local Environment
	RISK BASED
	Recycling
	77
	High
	

	Economic Development
	RISK BASED
	Carlisle Tourism Partnership (inc marketing, TICs and Conference Group)
	77
	High
	

	Resources
	RISK BASED
	Facilities Management / Building Maintenance
	72
	High
	

	Resources
	RISK BASED
	Property Portfolio (AMP, management arrangements, acquisitions, disposals)
	70
	High
	

	Local Environment
	RISK BASED
	Street Cleaning
	70
	High
	

	Community Engagement
	RISK BASED
	Tullie House - arts and museums inc Guildhall
	69
	High
	

	Local Environment
	RISK BASED
	Community Wardens (Eco / Dog Wardens)
	69
	High
	

	Community Engagement
	CORPORATE
	Partnership Development
	68
	High
	

	Carlisle Renaissance
	CORPORATE
	Carlisle Renaissance (individual projects)
	68
	High
	

	Economic Development
	RISK BASED
	Local land and Conservation
	66
	High
	

	Local Environment / Resources
	RISK BASED
	Insurance - including coverage of Playground Maintenance
	66
	High
	

	Resources
	CORPORATE
	Recharges
	65
	Medium
	

	Community Engagement
	RISK BASED
	Community Events
	61
	Medium
	

	Local Environment
	RISK BASED
	Food Standards inc H and S inspections
	58
	Medium
	

	Resources
	RISK BASED
	Procurement
	57
	Medium
	

	Chief Executive's Office
	CORPORATE
	Sickness Monitoring
	56
	Medium
	

	Local Environment
	RISK BASED
	Pest Control
	55
	Medium
	

	Community Engagement
	RISK BASED
	Children & Young People
	54
	Medium
	

	Resources
	RISK BASED
	Garage
	54
	Medium
	

	Resources
	RISK BASED
	VAT
	53
	Medium
	

	Chief Executive's Office
	RISK BASED
	Media relations, PR, Corporate Identity & Marketing
	49
	Medium
	

	Resources
	CORPORATE
	Flexitime
	48
	Medium
	

	Local Environment
	RISK BASED
	Public / Street Lighting
	48
	Medium
	

	Governance
	CORPORATE
	Tendering / Contracting
	46
	Medium
	

	Local Environment
	RISK BASED
	Highways Maintenance (inc Claimed Rights)
	46
	Medium
	

	Chief Executive's Office
	CORPORATE
	Business Continuity Planning (Inc IT Recovery) 
	44
	Medium
	

	Resources
	RISK BASED
	Transport and Plant- Repairs & Renewals / Asset Register
	44
	Medium
	

	Community Engagement
	RISK BASED
	Community Engagement
	44
	Medium
	

	Community Engagement
	RISK BASED
	Supporting People (Homelessness/Hostels/Housing Assoc)
	43
	Medium
	

	Resources
	CORPORATE
	Risk Management 
	43
	Medium
	

	Community Engagement
	RISK BASED
	Community Safety & Anti Social Behaviour - CDRP
	43
	Medium
	

	Governance 
	CORPORATE
	Quality Management / Accreditations/ Standards
	43
	Medium
	

	Local Environment
	RISK BASED
	Talkin Tarn
	43
	Medium
	

	Chief Executive's Office
	RISK BASED
	Training and Development (employees & Members)
	42
	Medium
	

	Community Engagement
	CONTRACT
	Monitoring service delivery of CHA
	42
	Medium
	

	Governance
	RISK BASED
	Electoral Registration and inc. Fees and Expenses
	42
	Medium
	

	Community Engagement
	RISK BASED
	Bereavement Services
	42
	Medium
	

	Chief Executive's Office
	CORPORATE
	Emergency Planning
	41
	Medium
	

	Chief Executive's Office
	RISK BASED
	Information Management (FOI/DP/Records management)
	41
	Medium
	

	Economic Development
	RISK BASED
	Building Control
	40
	Medium
	

	Economic Development
	RISK BASED
	Development Control inc. Access Grants
	39
	Medium
	

	Governance
	CORPORATE
	Committee Reporting Arrangements
	38
	Medium
	

	Governance
	RISK BASED
	Land Charges
	37
	Medium
	

	Governance
	CORPORATE
	Health & Safety
	36
	Medium
	

	Local Environment
	RISK BASED
	Pollution Control & Contaminated Land)
	36
	Medium
	

	Economic Development
	RISK BASED
	Industrial Estates - lettings
	35
	Medium
	

	Resources
	RISK BASED
	Concessionary Fares
	34
	Medium
	

	Resources
	RISK BASED
	Telephones
	34
	Medium
	

	Community Engagement
	RISK BASED
	Health Promotion & Partnerships
	33
	Medium
	

	Chief Executive's Office
	CORPORATE
	Equality and Diversity
	32
	Low
	

	Resources
	RISK BASED
	Corporate Properties - lettings
	32
	Low
	

	Local Environment
	RISK BASED
	Refuse Collection 
	31
	Low
	

	Resources
	CORPORATE
	Compliance to Codes of Conduct 
	29
	Low
	

	Local Environment
	RISK BASED
	Highways Insurance Claims
	27
	Low
	

	Resources
	RISK BASED
	PAYE & NI
	27
	Low
	

	Resources
	RISK BASED
	Non Standard Payments to Employees
	26
	Low
	

	Governance
	RISK BASED
	Gifts and Hospitality 
	23
	Low
	

	Resources
	RISK BASED
	Early Retirement & Redundancy
	23
	Low
	

	Resources
	RISK BASED
	Building Resources / Cleaning
	22
	Low
	

	Resources
	RISK BASED
	Stores
	21
	Low
	

	Economic Development
	RISK BASED
	Covered Market
	21
	Low
	

	Economic Development
	RISK BASED
	Business Development
	19
	Low
	

	Community Engagement
	RISK BASED
	Sports Development
	18
	Low
	

	Community Engagement
	RISK BASED
	Advice Agencies (inc Benefits Advice, Law Centre, CAB)
	17
	Low
	

	Resources 
	CORPORATE
	Council Complaints Procedure inc LG Ombudsman
	16
	Low
	

	Local Environment
	RISK BASED
	Land Drainage 
	16
	Low
	

	Resources
	RISK BASED
	Grants to Parish Councils
	16
	Low
	

	Local Environment
	RISK BASED
	Allotments
	14
	Low
	

	Governance
	RISK BASED
	Town Twinning/Youth Exchange
	14
	Low
	

	Economic Development
	RISK BASED
	Enterprise Centre
	13
	Low
	

	Resources
	RISK BASED
	Building Security (inc Keepers)
	13
	Low
	

	Governance
	RISK BASED
	Licensing
	12
	Low
	

	Resources
	RISK BASED
	Payments to Members
	12
	Low
	

	Governance
	CORPORATE
	Mayor & Civic Services
	12
	Low
	

	Resources
	CORPORATE
	Corporate Charge Card
	10
	Low
	

	Community Engagement
	CONTRACT
	Leisuretime/Carlisle Leisure (client)
	10
	Low
	

	Economic Development
	RISK BASED
	Shopmobility
	5
	Low
	

	Resources
	RISK BASED
	Public Conveniences
	5
	Low
	

	Resources
	RISK BASED
	Car Leasing/Car loans
	4
	Low
	

	Local Environment
	RISK BASED
	CCTV
	3
	Low
	


APPENDIX B

CARLISLE CITY COUNCIL

RESOURCES DIRECTORATE

SUMMARY AUDIT PLAN 2010/11
Chargeable time – estimated available 519 ”audit-days”

The following are anticipated: -





Estimated Days

Material Systems Reviews (*)





200
Follow up reviews





 

  10 
Low Risk reviews







  40
Total
  








250








 

(*) The material Systems Reviews comprise: -

· Main Accounting and Budgetary Control

· Sundry Debtors

· Creditor Payments

· Treasury Management (Loans/Investments)

· Housing Benefits

· Payroll

· Council Tax

· NNDR

· Cash Collection

· Fixed Assets/Capital Accounting
· Improvement Grants

· Car Parking Income

Based on the estimated available 519 direct audit days under the shared service arrangements this leaves 269 days to undertake reviews as detailed in Appendix A  but also to include the time required for any unforeseen staff changes, additions to the Plan, investigations etc, as may arise during the year.

APPENDIX  C    

AUDIT RISK ANALYSIS MODEL
APPROACH 

The purpose of audit risk analysis is to determine a schedule of priorities for audit attention thereby allowing the creation of an Audit Plan.

The model was developed by Business Risk Management Ltd in 2002 – taking into account the best practice from other models and verifying the results with hundreds of internal audit functions. The model has been regularly updated is used by at least 1,000 internal audit functions across the world.

The model is predicated on the basis that all risks are relative but that they can be compared by combining three key factors: -

1.
The size of the risk or exposure.

2.
The likelihood that the risk will materialise and 

3.
The probability of the consequences being detected if the risk does materialise.

Each of these 3 factors is given an equal overall weighting to reflect the fact that audit assessment is a combination of risk and control.

The risks in each function or system throughout the Authority are then evaluated to create a score for each of the three categories above.  The sub-categories are given different weightings to reflect their relative importance.
RISK MODEL METHODOLOGY

For each business function or topic in the audit universe, assess the following criteria and enter scores into the excel model.  There are 3 sections to be considered (1) Size, (2) Control and (3) Detection.

1.   
SIZE:
parameters relating to the size of the exposure or risk

A =
Value of income or expenditure, or size of budget

B =
Number of employees involved

C = 
Impact per the risk matrix

D = 
Volume of transactions

A 
Value of service / transactions processed.  

This identifies whether the service is income or expenditure driven.  Where it is a corporate services or concept where such a value can not be easily determined, these audit areas have been scored “middle of the road” i.e. 3.


1: up to £5K


2: £5K - £25K

  3: £25k - £250K




4: £250K - £500K


5: over £500K


(Above score carries a weighting of 2.)
B 
Number of employees involved in the activity


The rationale is that the more employees are involved in processing transactions in the area under review, the greater chance of error etc – and the greater the risk.

  1:  1 member of staff


2:  2 - 5 members of staff 


3:  6 – 10 members of staff


4:  11 – 20 members of staff


5:  more than 20 members of staff 

C 
Impact score from the risk matrix.


Impact upon the Organisation as per the risk matrix: i.e. if something were to go wrong in the area under review what would be the potential impact on the business.

Using the Strategic and Operational Risk Registers, those audit areas which have been formally identified and prioritised in terms of the impact such a risk would have on the Authority / service area.


1: negligible


2: marginal 

3: critical


4: catastrophic


(Above score carries a weighting of 3).

D 
Volume of Transactions.



The rationale is that the greater the number of transactions processed in the area under review, the greater chance of error etc – and the greater the risk


Estimated Transactions:


1: up to 1,000 transactions per year


2: 1,000 – 5,000 transactions per year


3: 5,000 – 25,0000 transactions per year


4: 25,000 – 50,000 transactions per year 


5: over 50,000 transactions per year
2.
CONTROL:
parameters relating to the likelihood of the risk materialising
F =
Impact of Management and Staff

G =
Third Party Sensitivity

H = 
Standard of Internal Control

J  = 
Likelihood of Occurrence per Risk Matrix

F 
Management and Staff:


This involves making an audit  judgement which considers:

· Quality of Management

· Extent of Staff Turnover

· Length of time system has been operational within the business

· Degree of expressed concern by management

· Extent of use of external suppliers and/or contractors on sensitive systems

· Management's attitude to risk taking

· Morale of Staff


Score on a range of `1' to `5' where `1' represents top quality management and staff with low turnover of both, in an operation which has been in existence for more than three years and about which no known concern is being expressed.

1: Very Good

2: Good

3: Average or effectiveness not known

4: Concerns

5: Considerable concerns


(Above score carries a weighting of 2).

G 
Third Party Sensitivity


This involves making an audit judgement which considers:

· Tax Implications

· Extent of Regulatory requirements

· Legal Implications

· Political Sensitivity 

· Impact of community and other stakeholders

· Partnerships

· Joint Ventures


Score on a range `1' to `5' where 1 means there are no tax legal, regulatory or other third party implications & `5' means that very significant third party sensitivity is present.

1: Negligible

2: Marginal 

3: Average or sensitivities not known 

4: Sensitive

5: Extremely Sensitive

H
Standard of Internal Control


This involves making an audit judgement which considers:

· Means of authority to commit (e.g. none, sole, sole with review, dual, Committee)

· Extent of losses

· Scope for intentional manipulation

· Vulnerability to fraud

· Degree of technical sophistication of systems

· Extent to which standard systems are being used

· Extent to which operating manuals are complied with

· Extent of recent reorganisations and systems changes

· Known factors which should ring warning bells

· Reliability of last internal control review

· Extent of weaknesses highlighted in last internal control review

· Strength of accounting systems

· Extent of formal procedures

· Impact wide ranging across directorates

1: Excellent with no known significant re-organisations or systems changes; little known scope for intentional manipulation.


2: Above average with standard systems in use throughout.


3: Sound


4: Known or suspected to be weak


5: Known or suspected to be very unsound


(Above score carries a weighting of 3).

J 
Measure of Likelihood of occurrence as per Risk Matrix

Using the Strategic and Operational Risk Registers, those audit areas which have been formally identified and prioritised in terms of the likelihood such a risk would have on the Authority / service area.


1.: Extremely Remote


2: Remote





3: Reasonably Probable


4: Probable


(Above score carries a weighting of 3).
3. DETECTION:   parameters relating to the probability of unwanted                                              consequences being detected if they do materialise.

K=
Likely effectiveness of internal audit

L=
Duration of the audit

M =
Length of time since last audit

N =      Effectiveness of other assurance providers

K

Likely effectiveness of internal audit/ complexity of the audit area:

· Extent to which relevant specialist skills are available to internal audit

· Knowledge of business and experience of staff to conduct a competent audit

Score on a range `1' to `5' with a score of `1' if there are no significant constraints that are likely to preclude doing an effective audit. i.e. a well-established function with fully experienced and trained staff with a good knowledge of the business together with receptive and focused line management.

L
Likely duration of audit work


1: 5 days


2: 10 days


3: 15 days


4: 20 days

  5: more than 20 days


(Above score carries a weighting of 2).
M 
Time since last Audit


1 =
Reviewed in the last 12 months.


2 =
Reviewed 1 – 2 years ago.


3 =
Reviewed 2 – 3 years ago.


4 =
Reviewed 3 – 4 years ago.


5 =
More than 4 years ago or a new audit area.

 (Above score carries a weighting of 2).
N 
Other Assurance Providers


1 =
regular compliance, QA and other audits with no significant findings 


2 =
regular compliance, QA and other audits with some significant findings 


3 =
no other audit work completed


4 =
regular compliance, QA and other audits with many significant findings 


5 =
continual significant problems identified by assurance reviews. 


(Above score carries a weighting of 2).

FORMULA USED FOR CALCULATION OF OVERALL RISK SCORE

The scores are entered into this calculation matrix. Certain of the criteria are weighted e.g. A is given a weighting twice the norm and H treble the norm.

The basis of the scoring takes into account that each of the elements (size, control and detection) is given equal importance.

Therefore, each element has a maximum score of 1   

 Size for example will be (2x5 + 5 + 3x5 + 5) /35 =  1

The overall results (for each audit evaluated) are then entered into the Audit priority schedule


   SIZE


           CONTROL


          DETECTION 

(2A + B + 3C + D)     
X         (2F + G + 3H + 3J)                   X    (K + 2L + 2M+ 2N)

           32
                                       42                                                     35
  
  

 THE RESULT IS THEN MULTIPLIED BY 200
1 IF  = 1 "Note: in compliance with section 100d of the Local Government (Access to Information) Act 1985 the report has been prepared in part from the following papers: None" \* MERGEFORMAT 
Note: in compliance with section 100d of the Local Government (Access to Information) Act 1985 the report has been prepared in part from the following papers: None
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