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public services to deliver better outcomes for everjrone.
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Introduction

1 My Audit Plan for 2010/11 sets out the work | need to do to meet my

responsibilities under the Code of Audit Practice (the Code). | am required
by the Code to consider the annual accounts and whether they give a true
and fair view of the Council's financial position. The background to this and
my audit approach are shown in Appendix 1.

2 As part of my work each year | must understand the systems that
the transactions that lead to material figures in your annual accoyr

transactions are accounted for correctly.

3 Table 1 shows a summary of the systems that |
the Council's accounts.

Table 1: Material financial systems
General ledger Payroll ¥ \A>cco payab

Account receivable Loa/ns\ \\/ Investm

Cash receipting /Aé/sef\gl\rewié( \ * Housing Benefit

\

NNDR / Counciltg&/ x;ontractor Plus

Improvement grants W)ﬂg‘tﬁ% 6oncessionary fares

Source: Aumn <

i [ ewfrom my review of the Council's
systems and IT coxtral envirshment.
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Main conclusions

5 The Council needs to improve the controls operating within some of its
systems to safeguard its assets and ensure that transactions are correctly
recorded within the statement of accounts.

6 | have identified some control weaknesses in the Council's systems and
made recommendations to improve arrangements. Appendix 2 provides a
full summary of the issues | identified and the Action Plan, agreed with
officers, is at Appendix 3.

7 | have made recommendations to improve and formalise arrangeme

m authorisation of orders;

m reconciliations for housing benefits and improvement grant
m checking of housing benefit payments above £1,000;

m IT control environment;

m Internal Audit's work on IT.

Audit Commission Review of financial systems



Appendix 1 Background and audit approach

Background

International Standards on Auditing (ISAs) set out the professional practice |
must follow in auditing the Council's accounts. They allow me to test
systems on a cyclical basis under my agreed testing strategy. | gain
assurance over the assertions the Chief Finance Officer makes when h
authorises the accounts for issue by testing controls within a system
assertions are listed below:

Revenue Accounts
m  Occurrence: the transaction has occurred and relates
m  Completeness: amounts relating to the transactions
recorded in full;
m  Accuracy: amounts relating to the transactions t

e Council;

accurately;

m Cut-off: transactions have been record
period;

m Classification: transactions have been\ret
headings.

Balance sheet

Audit approa

My audit approach is.to arinually refresh my audit documentation of each
material system and idéntify the key controls within the system. | then walk
a transaction through the system to confirm that controls exist and operate
as expected.

Where controls are in place, and | can test them, and they work as intended,
| can place reliance on them to support the entries in the statement of
accounts. However, if | find controls are not working properly and cannot
rely on their operation to provide audit assurance, | have to undertake
additional audit work. The audit fee is based on an assumption that controls
are operating effectively.
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The ISAs also require me to understand the key elements of your
Information Technology (IT) control environment and to consider any risks
of material misstatement arising from identified weaknesses.

The Council's concessionary fares system is operated by Lancashire
County Council. | am finalising the arrangements for how | will gain my
assurance in this area for 2010/11. | will also update my documentation of
the Council's fixed asset register prior to commencing my final accounts
work.

| seek to rely on the work of Internal Audit wherever possible.
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Appendix 2 Audit findings

Table 2: Audit findings

Finding Recommendation
N N\
Accounts payable
My testing identified an order with no authorising Unauthorised orders plac M R1 Ensure all orders are properly authorised and

include details of the price / cost.

signature and no price / cost included. suppliers or unt charge
wrong. @O\\

Housing Benefits \\ § N

adsheet civreptly in use R2 Re-format the housing benefit reconciliation so it
aflows system imbalances / errors go s clearer which figures are being agreed. Ensure
any differences are clearly identified and followed

up.

The Authority has a control in place to reconcile
benefits due (per hb6040 report) to benefits paid (p
cr6010 report). In the week that we checked the
figures did not match due a typographical error
(£717.74 shown as £171.74). However, this
difference had not been noted and clear

spreadsheet used. /‘\
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Finding Risk Recommendation

idence Team Leader checks of housing
ts payments over £1,000.

Housing benefit payments over £1k are required to Higher value payments made in R3
be checked by team leaders before payment is error
made. Although a report is produced showing

payments over £1Kk, there is no evidence or

confirmation that the checks have been completed

as intended. O

Improvement grants x

R4 Formalise arrangements for the monthly
improvement grant reconciliation. It should be
signed and dated by preparer and by the reviewer.

There is a monthly reconciliation of the improvement  Delays or discrepanci
grants paid spreadsheet with the financial ledger. reconciliation go unnoticew,
This is done in the Finance department. However,
the reconciliation is not signed or dated by the
preparer to confirm the timeliness of the
reconciliation. There is no evidence that it has been
reviewed.

IT issues

R5 Review progress made by ICT Connect
regarding the completeness and standardisation of

There is an ICT Connect shared service with
Allerdale BC. However, there is still a lack of IT

policies in place which have been standardi i policies and procedures across both authorities.
across the two sites. rvige.
There is an IT security policy in pldceut new user ew userg may fail to comply with R6 Require all new users to read and formally
don't need to formally acknowledge and accept the the Council's IT security policy. . acknowledge acceptance of the IT security policy
policy prior to using the Council's IT sys This could lead to data security before using the Council's IT systems.

breaches.
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Finding Risk Recommendation

No penetration testing of the Council's IT network Weaknesses may exist that allow R7 ertake annual penetration testing of the

has been carried out since August 2009. unauthorised access to the IT upc€il's IT network to identify any potential risks
network. frofn unauthorised access.

There has been no full restore of operating system The Council is unable to restore 4l Ra\Undgertake an annual exercise to restore all

software of key application systems during 2010/11.  of its systems after a disaste;/} operatingsystems and applications from backups.

Internal Audit

The IT work undertaken by Internal Audit in 2010/11  The Council has no ted R9 Ensure tMe 2011/12 Internal Audit plan

was limited to following up progress since its assurance on the operation ef itg’IT includes sufficient work on IT. Also identify what

assurances with be obtained from Allerdale BC's
Internal Audit for the operation of the shared service
ICT Connect.

2008/09 report on IT security policy and annexes. systems.
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Appendix 3 Action Plan

Recommendations

Recommendation 1

Ensure all orders are properly authorised and include details of the price / cost.
Responsibility /
Priority High <

Date

Comments / \

Recommendation 2

Re-format the housing benefit reconciliation so it is cle M i€h figures are being agreed. Ensure
any differences are clearly identified anQAbHowd up.

Responsibility

AN AN
Priority High \\ ) \

Date

— 1 <

Recommendation 3

Ewdence/?émftea(k\&q\kx\]\@usmg benefits payments over £1,000.
Resp{ ility \\

Priority ijecglum
Date //
Comments
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Recommendation 4

Formalise arrangements for the monthly improvement grant reconciliation. It should be signed and
dated by preparer and by the reviewer.

Responsibility

Priority Medium

Date

Comment

i

Recommendation 5

Review progress made by ICT Connect regarding the com e{eyéss and standardisation of policies
and procedures across both authorities.

Responsibility

Priority Medium && /
l

Date

Recommendation 6

Require all new users to r: forma nowledge acceptance of IT security policy
before using the Coun syste S.

Responsibility L\\>
—

Priority \Iil

Date

=< 0

Recommendation 7

Undertake anan testing of the Council's IT network to identify any potential risks from

unauthorised acces

Responsibility

Priority Medium

Date

Comments
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Recommendation 8

Undertake an annual exercise to restore all operating systems and applications from backups.

Responsibility

Priority Medium

Date

Comments

Recommendation 9

Ensure that the 2011/12 Internal Audit plan includes sufficient work of I'F. Also identify what
assurances with be obtained from Allerdale BC's Internal Audit for'the ‘speration of the shared
service ICT Connect.

Responsibility />

Priority High

S <

Comments . <
T
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