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1. BACKGROUND INFORMATION AND OPTIONS

The Customer & Information Services Unit was asked to investigate the possibility of connecting Members to council services using broadband technology.

The introduction of broadband will certainly improve the current on-line service offered to Members.  It will enable a faster, more reliable service which will improve the current service and anticipate future demands and requirements.   This method of connection is likely to result in greater Member take up and move us towards a situation where business is more likely to be conducted electronically with all the advantages this brings.

In all scenarios because of the current coverage, the provision of broadband will result in a two tier service for Members – with those in broadband enabled areas being able to take advantage of the service whilst others would be restricted to dial-up modem access.  Additionally, in both cases the costs will be greater than currently budgeted for and any proposal to proceed will form part of a new budget bid.

There are two distinct approaches that could be taken in connecting Members to council services using broadband

Approach 1

This would involve setting the Members up so that they would be considered as part of an extended Council network.  They would be able to access all Council services as though they were in the Civic Centre.  Although they would be connected by broadband the speed would still be less than a Civic Centre connection though it would be considerably improved on the current dial-up service.

The business benefits are such that as part of a centrally managed network service it is easier to administer and develop with the Members having the same access to services as staff.

However, for a number of technical reasons, detailed in Appendix A, the introduction of such a service introduces security risks to the Council’s network.  The extents of these risks are of such significance that we cannot recommend this method of connection for Members.

The cost of connecting Members to the corporate network using broadband in this scenario would cost be £17,500 with an annual revenue cost of £13,480.  However, because of this service is “always on” this cost will be offset by the reduction in usage cost of the dial-up modem service.  These are estimated at £1,080 p.a., making a nett revenue cost of £12,400 

Approach 2

As an alternative the possibility of providing broadband to Members without direct connection to the Council’s network has also been considered.

In this scenario a broadband service only to the Internet is provided.  Council members would access Council services over the Internet.  The Council, along with most organisations, is moving towards providing all of its services online through the Internet.  At this moment though not all Council services are provided in this manner.   For example, access to Public Folders and Part B reports would not be possible.  However, over time, as the programme of web enablement of services takes place these should become available and Members will be ablt to access the full range of services.

There are also risks in this approach.  The chief risk is that the PC’s would be outside the control of the Council and any central corporate checks and measures that the Council puts in place to protect both the equipment and the user are no longer available. 

The cost to the Council of this solution would be £2,500 with an annual revenue cost of £12,480.  However, because of this service is “always on” this cost will be offset by the reduction in usage cost of the dial-up modem service.  These are estimated at £1080 p.a.,    making a nett revenue cost of £ 11,400.

2. CONSULTATION

2.1 Consultation to Date.

2.2 Consultation proposed.

3. RECOMMENDATIONS

1 That connecting Members to the Council’s network via broadband not be progressed.

2 That consideration is given to providing Members with broadband access to the internet.

4. REASONS FOR RECOMMENDATIONS

To indicate a Member preference for broadband connection

5. IMPLICATIONS

· Staffing/Resources – 

None

· Financial –

· Legal – 

     
None




· Corporate –   

· Risk Management – 

The adoption of either of these proposals would require a full risk assessment and mitigation strategy

· Equality Issues – 

  
None

· Environmental – 


None

· Crime and Disorder –

None

Appendix A

Security

· Increased vulnerability to hacker attacks  Always on nature of broadband and fixed addresses means hackers can consistently return to sites to search for vulnerabilities using tools which are easily available on the Internet.  Many broadband users report that their PC’s are scanned two to three times every day by hackers looking for vulnerabilities.  To overcome these problems a firewall would have to be installed at each Members site at a cost of £250 each.  A total cost of £12,500.   This would give secure access to the Internet.  

· Secure connection to other networks over a public IP network – the internet.  To enable this to take place all traffic needs to be carried in a secure method.  This is accomplished through using technology known as a Virtual Private Network (VPN).  The Council does not yet employ this technology but it is due to be installed as part of the Customer Contact Centre.  This is likely to become available in  November 2004.  It’s deployment  on all PC’s is likely to cost £5,000.  To enable a VPN connection Members will require a subscription broadband service to the internet to be set up.  A typical BT connection would cost  £240 p.a. per Member or £12,480 p.a. in total.

· Assuming that all these defences are in place there is still the possibility that the PC could become insecure through some other method and be used by hackers to connect to the corporate network through a VPN tunnel  (U-turn attack).  We would have no method of detecting this at the connection would appear to be legitimate.   As a minimum some sort of virus detection solution would need to be installed locally on each Member’s PC.  To ensure that the latest virus’s are trapped this would need to be to a subscription service.  Typical costs would be £20 p.a. per Member or £1,040 p.a.  in total – and would rely on all participants taking the trouble to regularly update their  software.   

