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ICT SECURITY POLICY

1. Introduction

1.1 This report has been produced in response to the minute of the Audit Committee of 16 January 2008 in which a written interim statement on the progress of an ICT Security Policy was required.  The report also addresses concerns regarding the lack of formal contracts for ICT between the Authority, Carlisle Leisure Limited (CLL) and Cumbria Voluntary Services (CVS).

1.2 The first draft of the policy documents are attached at Appendix 1 for information and will be submitted to SMT on 8 April for comment.

2.
Progress To Date

2.1 The progress of the new ICT Policy had been delayed by staff illness but this has now been addressed and the work is back on track.  As Chair of the Information Systems Groups I have seen and approved the overarching principles of the policy.  These principles will underpin a series of guidelines which will be produced in due course and will be applicable to various functional areas.  The next step is to take this policy to SMT on 8 April for comment.  As with any policy it needs to be approved by the Executive and full Council before it comes into operation.  Corporate Resources Overview and Scrutiny have also indicated they want to be involved in the formulation of the policy.  The provisional timetable for adopting the Policy is to see it presented to full Council on 17 July 2008.

2.2 On the issue of contracts for CLL and CVS, CLL have always had a signed contract in place albeit without Legal Services being involved in drawing it up.  A formal contract for CVS is in the final stages of being approved by Legal Services.  This contract template will be used to replace the CLL contract when it is due for it's annual renewal.  The contract template will be used for any further support arrangements ICT may agree with external organisations.

3.
Recommendation

3.1
Members are asked to consider the first draft of the ICT Security Policy documents.

ANGELA BROWN

Director of Corporate Services

Appendix 1

Draft  Security Policy Principles



   18 th Sept 2007

Objectives:

While recognising the importance of prompt access to accurate information within the Council there is a critical need to: 

· Ensure the uninterrupted functioning of those manual and automatic information systems and information networks crucial to the Council’s operation.

· Prevent the unauthorised use of information and information systems.

· Prevent the intentional or unintentional destruction of information.

· Ensure that staff, members and relevant third parties have access only to the information they require to undertake their duties.

· Minimise the extent any such incident should it arise.

Definitions:

The generic term of “systems” covers all computer software, computer hardware, data and voice networks, telephony and mobile telephone equipment.

Scope:

The Policy will cover all the Council’s systems and the data stored, used by and/or transmitted by these systems.

All partners and contractors of the Council who require access to our systems will also be required to adopt this policy and demonstrate their compliance through independent audits.

Exclusions:

There are no Council systems excluded from this policy.

Policy Principles:

1. Systems are only available to those so entitled in a stipulated manner, at a stipulated time and at stipulated places. 

2. Systems will be reliable, accurate and current and have not been altered or damaged due to faults in hardware, software, natural disasters or as a consequence of unauthorised human action.

3. Systems will be available and usable within a suitable time frame considering the nature of operations to authorised users.

4. Systems will be designed to ensure data and information systems cannot be used without permission.

5. Access to systems will be given at the least privilege level practical.

6. Systems will exist to ensure that documentary proof exists such that no party to a transaction or transfer can ever subsequently dispute his/her part therein.

7. The controls put in place to deliver these principles will be subject to a verifiable, independent audit.

Roles:

The ICT Unit will have the responsibility for both maintaining this policy and for its implementation.

The IT Security Specialist will have responsibility for the on-going identification and rectification of vulnerabilities to the Council’s systems.

The internal Audit Team will have responsibility for ensuring timely and effective audits are undertaken at regular intervals. The results of these audits will be reported to the Audit Committee and the Information Steering Group (ISG)

The Information Steering Group (ISG) will be responsible for the approval of all Annexes to the Policy. In addition to ensuring that all ICT projects have given consideration to this policy before their approval.

Capital Projects Board will be responsible for identifying any project that has IT security implications and ensuring that these have been considered by the ISG before approval is given.

Members and staff will be responsible for their adherence to the policy. 

Approach:

Using these principles a number of detailed guidelines will be developed and be presented as Annexes to the policy.  These will include, but not exclusively, the following functional areas:-

· Securing Hardware, Peripherals and Other Equipment

· Controlling Access to Information and Systems

· Processing Information and Documents

· Purchasing and Maintaining Commercial Software

· Developing and Maintaining In House Software

· Combating Cyber Crime

· Complying with Legal & Policy Requirements

· Planning for Business Continuity

· Addressing HR Issues relating to Information Security

· Controlling on-line & e-security Information Security

· Dealing with Premises related consideration

· Detecting and responding to Information Security Incidents

Theses Annexes will be regularly updated inline with new legislation, industry best practice and the evolution of threats to our systems. 

Where appropriate the Council will achieve accreditation, i.e. Payment Card Industry Data Security Standard (PCI DSS), Government Connect Code of Conduct (CoCo), for it systems to demonstrate both the commitment to this policy and the achievement of nationally recognised standards which will give confidence to the general public and our partners in our ability to deal with their information in a secure and appropriate manner.

Training will be provided for all users of our systems to raise awareness of the need for security, their responsibilities and the guidelines to be followed. In additional specialist training will be provided to the Council’s Facilities Management team to ensure the need for physical security is included in all building projects.

Through the staff appraisal process and Team Improvement Reviews (TIR) all IT staff will have the appropriate knowledge and skills to implement this policy. A specific IT security role has already been identified and included in the relevant job description. The current and any subsequent post holder will be required to obtain nationally recognised IT security qualifications, i.e. Certified Network Security Professional (CNSP).

Given specialist nature of IT security auditing and the difficulty in justifying such a post within the Council, the Head of Audit will identify suitability qualified individuals or organisations to undertake detailed security audits. This will require the creation of a new budget for this purpose. The audit of IT security is included in the strategic audit plan.

All hardware, software and services procured by the Council will comply with the relevant security standards. This will be achieved by the inclusion in all procurement documents of this requirement by the Council’s Procurement team.

Related IT Policies:

The IT strategy of the Council will include reference to this policy. In addition adequate resources will be allocated to IT security in the annual IT Workload Plan (is that what it is called?).

Related Council Policies:

The following Council’s policies will include references to this policy:

· Corporate Risk Register

· Corporate Business Continuity Plan.

· Corporate Procurement Policy

· Employee Terms and Conditions of Employment(?)

· Any others?

Description
Procurement, installation and maintenance of computer software

Author
Michael Scott

Version
1.0

Approval Date
Draft

Overview:

The Council recognises the investment it has made and continues to make in computer software and the contribution this can make to the efficiency and effectiveness of our staff.

It is important to ensure the resources of the Council are use appropriately. That prior to the purchase of any software a suitable business case has been approved and the correct procedures are followed during procurement.    

Purpose:

The aim of this policy is to reconcile the need for standardised software across the Council (for virus/worm protection and to make the most use of limited support resources) and the individual needs of staff and Councillors.

Scope:

This policy applies to all councillors, employees, contractors, volunteers or other agents who have access to our computers or computer networks.

The spirit of this policy covers PCs running non-Windows operating systems, i.e. Macintoshes, although some of the details may be different.

Policy Statement:

Responsibilities:

All who use our computers and computer networks:

· You must make all requests for the purchase of software or software upgrades, (this includes trial software) using IT Services. 

· You must have approval of your line manager before making the request to IT Services.

· Approval will only be granted for such purchases where there is a valid business reasons given.

· You must not install software or software upgrades on any computer within the Council.

Additional responsibilities of the Chief Executive, Directors, Heads of Service and line managers:

· You are responsible for making sure that you, your staff and any contractors, volunteers or other agents under your supervision who use our computers or computer networks know about, understand and keep to this policy.

· If you are a line manager, you are also responsible for approving purchase requests. Before giving approval you must ensure there is a valid business reason and, with the exception of the Essential Software Set, you have an appropriate financial budget to pay for the software.

· Where an infringement of this policy has been identified and rectified the appropriate Directorate will meet any additional or unexpected costs.

Extra responsibilities of project managers:

· For any project, which involves new or upgraded software you are responsible for making sure the project produces a Software Purchasing Statement setting out the necessary purchasing requirements. The Head of IT must sign off this statement. 

Extra responsibilities of IT Services:

· The Head of IT is responsible for preparing and updating this policy.

· The Head of IT, in conjunction with the Corporate Purchasing Team, is also responsible for introducing a software procurement process, which will help us to enforce this policy. 

· IT Services are responsible for the creation of back-up or archive copies of software which is legally purchased by the Council.

· IT Services are responsible the management and security of all software serial numbers and licence keys.

· IT Services are responsible for the enforcement of Internet access controls which stops the downloading of software.

· IT Services are responsible for the recording and logging of all Internet access.

If any person fails to keep to this policy, the Head of Information Services, the Head of Legal Services and the Head of Audit will investigate the matter and take the appropriate action. The action taken will depend on particular circumstances but could result in:

· Disciplinary action, including dismissal for employees.

·  Loss of contract and fines for contractors or agents.

· The matter being referred to the Standards Committee for Councillors.

Enforcement:

The Council reserves the right to protect its reputation and its investment in computer software by enforcing strong internal controls to prevent the purchase of unauthorised software. These controls will include:

Software Asset Management: IT Services will maintain an inventory of all software held by the Council. 

Software Licence Management: As far as is practical, all software licences will managed and stored by IT. 

Random Audits: IT Services will conduct random audits of the Council’s computers, including portables to ensure that no unauthorised has been installed. Audits may be conducted using an automatic auditing software product. The full co-operation of all users is required during audits. 

Invoice Audits: IT Services, in conjunction with Audit Services and the Corporate Purchasing Team, will monitor the purchases made by Directorates.

Monitoring of Internet Use: IT Services will ensure that the use of the Internet is restricted to stop the downloading software and that logs are kept of all Internet activity.
Definitions:

Term
Definition

Software
Is a set of machine-readable instructions, which are capable of causing a computer to indicate, perform or achieve a particular function. This is includes screensavers, games, shareware, freeware and any file with a .EXE or .DLL file extension.

Essential Software Set
Software included in this list is funded from corporate budgets. The essential software for a Windows computer is:

Microsoft Operating System

Microsoft Office Professional

Microsoft Client Access Licences

Abode Acrobat Reader

Kaspersky Computer Protection 

Related Policies and External References:

Explanatory Notes:

Revision History:

Description
The use of computer software with the Council

Author
Michael Scott

Version
1.0

Approval Date
Draft

Overview:

The Council recognises the investment it has made and continues to make in computer software and the contribution this can make to the efficiency and effectiveness of our staff. 

The Council recognises the importance of legal and ethical use of software and has a legal obligation to ensure that all software we use is legal and is used in accordance with the terms of the supplier’s licence.

Purpose:

This policy is intended to clearly define what is the appropriate use of computer software within the Council. 

This document provides guidelines for our employees to follow to ensure that we are both legal and ethical in the use of our software assets. 

Scope:

This policy applies to all councillors, employees, contractors, volunteers or other agents who have access to our computers or computer networks.

Policy Statement:

This policy will ensure we manage our software assets to obtain the maximum benefit from our investment and guarantee our compliance with all the relevant laws, regulations and end user licence agreements (EULA).

The Council will provide copies of legally acquired software to meet all legitimate needs in a timely fashion and in sufficient quantities for all of our computers. 

The use of software obtained from any other source could present security and legal threats to the Council, and such use is strictly prohibited. 

All software assets are for business use only and should not be used by employees for personal pursuits.

The Council does not condone the illegal use or duplication of software and will not tolerate it.

Responsibilities:

All who use our computers and computer networks:

· You must not copy, lend or give anyone any software licensed to us, including documentation, regardless of the terms and conditions of the supplier’s licence. 

· You must not use or distribute software that does not belong to us on our computers or computer networks.

· You must not copy, lend or give anyone any software licence keys or serial numbers, regardless of the terms and conditions of the supplier’s licence. 

· You are not allowed to download or install any software onto our equipment. This includes ‘freeware’ and ‘shareware’ that may be available without a licence. If you think you need to download or install any software in order to carry out your work, you must speak to you line manager and make the appropriate request to the IT Help Desk.

· If copies of software are available for a trial period, you must not use them after the trial period has ended. The person who arranged for the trial must make sure the software is uninstalled and, if necessary, returned to the supplier when the trial period ends. 

· If you think any software being used or distributed within the council does not have a proper licence, you must inform your line and the Head of IT as soon as possible. 

· You may be held responsible if your work computer contains any software we do not have an appropriate licence for or you do not have permission to use. 

· It is expressly forbidden to possess, distribute reproduce or use computer programs define as prohibited software unless specific authority is obtained or held. See the Definitions section of further information.
· In some cases, the license agreement for a particular software program may permit an additional copy to be placed on a portable computer or home computer provided only one user uses both installations. Employees will not make such additional copies of software or documentation for the software without the prior approval of the Head of IT Services.  Before approval will be granted for such installations there must be valid business reasons given.

Additional responsibilities of the Chief Executive, Directors, Heads of Service and line managers:

· You are responsible for making sure that you, your staff and any contractors, volunteers or other agents under your supervision who use our computers or computer networks know about, understand and keep to this policy.

· If you are a line manager, you are also responsible for report to the Head of Audit and Head of IT if you know, suspect or are told that this policy has not been followed. 

· Where a licence infringement has been identified and rectified the appropriate Directorate will meet any additional or unexpected costs.

Extra responsibilities of project managers:

· For any project, which involves new software, or could change the licensing requirements of existing software, you are responsible for making sure the project produces a Software Licensing Statement setting out the necessary licensing requirements. The Head of IT must sign off this statement. 

Extra responsibilities of IT Services:

· The Head of IT is responsible for preparing and updating this policy.

· The Head of IT is also responsible for introducing a software management process which will help us to keep to relevant UK copyright laws. 

· IT Services are responsible for the creation of back-up or archive copies of software which is legally licensed to the Council.

· IT Services are responsible the management and security of all software serial numbers and licence keys.

· IT Services are responsible for the enforcement of Internet access controls which stops the downloading of software.

· IT Services are responsible for the recording and logging of all Internet access.

If any person fails to keep to this policy, the Head of Information Services, the Head of Legal Services and the Head of Audit will investigate the matter and take the appropriate action. The action taken will depend on particular circumstances but could result in:

· Disciplinary action, including dismissal for employees.

· Loss of contract and fines for contractors or agents.

· The matter being referred to the Standards Committee for Councillors.

Enforcement:

The Council reserves the right to protect its reputation and its investment in computer software by enforcing strong internal controls to prevent the making or use of unauthorised copies of software. These controls will include:

Software Asset Management: IT Services will maintain an inventory of software l held by the Council. 

Software Licence Management: As far as is practical, all software licences will managed and stored by IT. 

Random Audits: IT Services will conduct random audits of the Council’s computers, including portables to ensure that the Council is in compliance with all software licences. Audits may be conducted using an automatic auditing software product. The full co-operation of all users is required during audits.

Monitoring of Internet Use: IT Services will ensure that the use of the Internet is restricted to stop the downloading software and that logs are kept of all Internet activity. 

Definitions:

Term
Definition

Software
Is a set of machine-readable instructions, which are capable of causing a computer to indicate, perform or achieve a particular function. This is includes screensavers, games, shareware, freeware and any file with a .EXE or .DLL file extension.

EULA
End User Licence Agreement is the legal agreement between the manufacturer and purchaser of software. It is either printed somewhere on the packaging or displayed on screen at time of installation.

Prohibited Software
Computer software that can be used for scanning networks, intercepting information or password capture.

Related Policies and External References:

Computer Misuse Act 1990

Copyright, Designs and Patents Act 1998

Microsoft End User Licence Agreement (EULA)

Explanatory Notes:

Shareware

Shareware software is copyrighted software that is distributed freely through the Internet, cover disks and bulletin boards or other online services. Generally the software is free to evaluate but continued or commercial use requires a license. It is the policy of the Council pay shareware authors the fee they specify for use of their products. Registration of shareware products will be handled in the same way as for commercial software products and subject to same policies and guidelines as all other software.

Legal Penalties

According to the Copyright, Designs and Patents Act 1988, infringement of software is actionable in the civil courts with regard to the flagrancy of the infringement. Additional damages may also be added depending on the circumstances of the case. In the criminal courts on indictment, the defendant, if convicted, is liable to face an unlimited fine and imprisonment for up to two years.
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